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Abstract -Now a day it is very important to provide a high level security to secure our Network and valuable data. Intrusion 
Detection or incident System identification is an essential technology in Network and data Security. [1]Currently researchers 
have interested on intrusion detection system of the secret data has regularly more become a societal problem. Data leak 
typically target specific organizations or persons, and a degree of risk involved in data security is considered part of normal 
business. During a time intensive identifying the incident process, for example, incident may at times meet several new 
terminologies. In such a scenario, the time required to discover and analysis the root cause of possible security incident 
strength be influenced by the complication concerned in resolve the import of new terminologies encounter. [2]This research 
aims to identify the causes of data loss by apply organizational hypothesis and analysis tools in order to make known the 
mechanisms behind Network security incidents. Furthermore, this research discusses the relationship between organizational 
goal and organization culture values in order to propose solutions for organizational weaknesses. 
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I. INTRODUCTION 
 
The development of Information and Communication 
Technologies (ICT) infrastructure in the current 
society has led to increased usage of electronic 
devices every organization, which has further 
transformed the way individuals communicate. 
Further so, this has been realized in the way through 
which data is transferred among several devices. For 
incidence, there have been large data repositories that 
are able to manage mixed movement of data across 
various locations through network. This huge 
deployment of ICT infrastructure has led to the usage 
of technologies such as Automation, online 
applications, video communications, Voice over 
Internet Protocol (VoIP) and increased online 
business. In this research, the authors will make an 
effort to define the roles that network security 
technology should play within organizations, and 
examine the inter relationship between employees 
and organizations in terms of data and network 
security. The research also seek to exhibit that these 
network security incidents are mostly attributable to 
define network security vulnerabilities, and a lot 
times are caused by the discord between 
organizational objectives and social values. Most of 
the computer or devices connect in the network and 
always at risk for unauthorized by internet of attacker 
and intrusion, though, with sensitive and valuable of 
the data and it is a higher risk. Intrusion Detection is 
an on primary level of technique in network Security 
plays an important part to detecting diverse types of 
attacks and secures the network system. Intrusion 
Detection is the process of observes and analyzes the 
actions arise in a computer or network system to 

recognize all security troubles. IDS provide three 
important security functions as design Prepare of 
assessment; conduct Assessment, Communicate 
Result and Maintain Assessment, and monitoring, 
detection and Action to unauthorized activities [1]. 
As intrusion recognition System monitors the 
operation of routers, firewalls, administration servers 
and data dangerous to other security mechanism. 
Intrusion Detection System can build the security 
supervision of system by non-expert employees 
possible by providing user friendly edge. 
 
For hackers, point of views these well-traveled paths 
make networks more defenseless than ever before and 
with relatively slight Expertise hackers have much 
impacted the networks of most important to  the 
organization or government agencies. Today 
discontented employees, even terrorist organizations 
all look to the Internet as a gateway to gather 
sensitive data and bring about economic and political 
distraction. The aspect of information security 
technology constitutes only one part of the factors 
that affect information security incidents. To provide 
a full consideration of the existing problems, it is 
necessary to study other aspects that derive from 
people and organizations. 
 
This research will propose how to develop upon 
organization culture and vulnerabilities in 
organization network in order to best maintain of the 
security. The paper will begin with a looking at of the 
defects within organizations, followed by a 
consideration of the role of organization culture in 
network security incidents, the mechanisms of data 
and network security incidents. Finally, it will 
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identify the contributing factors behind data and 
network security incidents through organizational and 
hierarchical analysis research.  
 
Weaknesses of hierarchical organizational  
Over the exceptionally last few years, security 
uniqueness has changed the behavior of hackers, 
techniques have applied. Hackers have become 
organized, and attack methods have also evolved 
from targeting individual’s organization working 
procedure. The order of changes the organization 
needs and requirements and change their 
organizational structure to be more flexible and 
promote organizational improvement. In many 
situations, they neglect the security gap and 
vulnerabilities and realize that there are deficiencies 
in their data security only after they are actually 
attacked. It is the responsibility each and every 
organization to management to ensure that the 
organization appropriately deal with vulnerabilities 
directly derived from computer systems and 
organizational deficiency grounds by its employees.  
Almubarak and Hatanaka [1] studied the strengths 
and weakness of hierarchical organizational 
structures. He considered that strengths of the 
hierarchical organizational structure were associated 
to the capability of privileged and fast proceedings, 
which leads the organizations culture to achievement 
in the organizational era. And another’s is author 
point out the securities vulnerabilities that its 
deficiency were disparity in the allocation of earnings 
and respect and condition among different positions, 
which lowered employee’s self-esteem. He called 
them “the opposite task of the hierarchical 
organizational structure” and considered them to be a 
cause of humiliation and accidents. Furthermore, 
Barnard proposes that “competence” was determined 
by the link between investment and production in 
cyber terrosism, a doctrine that constitutes the basis 
of the creation activities of organization. 
 
II. LITRETURE REVIEWS 
 
Nickson  and  Kebande [3] first proposed that to 
monitoring threats. every one accessible system 
security actions were focused on denying access to 
responsive data from an unofficial source to access 
data. 
Fengmin [10] introduce a new irregularity intrusion 
detection process based on a Within-Class 
Dissimilarity (WCD). This approach functions by 
using an appropriate metric WCD to quantify the 
distance between an unfamiliar user and a known user 
defined equally by their outline vectors.    
Leung and Tsang [7]. Proposed approaches of 
intrusion detection attempts to predict future events 
based on events that have previously take place. The 
declaration of protective and construction approach to 
evaluation of the network incidence. 
 

Fragkiadakis and Askoxylakis [14] proposed a work 
of fiction IDS structural design and utilize both 
variance and misuse detection. The mixture IDS 
architecture consists of an anomaly detection module, 
a misuse detection module and a decision support 
system combining the results of these two detection 
component. The planned anomaly detection module 
uses a Self-Organizing Map structure to model 
common manners. Oehri, [12] later proposed the 
concept of intrusion detection as well as solution to 
the better solution of problem to providing a 
intelligence of security in computer systems. The 
essential scheme is that intrusion behavior involves 
nonstandard usage of the network. The model is a 
rule-based model and matching system. Some models 
of normal usage of the system could be constructed 
and confirmed against usage of the system and any 
significant movement away from the normal usage 
standard as nonstandard practice. Statistical 
approaches evaluate the incidents activities of a user 
of a computer system with experimental behavior and 
any significant difference is measured as intrusion. 
Jaiganesh , Mangyarkarasi and Sumathi [9] 
recommended two data mining technique involving 
artificial neural networks and support vector machine 
callodo.  
 
Padayachee [11], Proposed a mechanism, which is 
useful as an administrative tool for intrusion 
detection. The managed based monitoring and 
detection system, could detect breakdown, faults, 
abnormality, misuse, difference intrusions, and 
present recommendations Bhuya,  Bhattacharya and 
Kalita [19] Authors show that this analysis can be 
used to find out attack policy that can be used to blind 
IDS, even a theoretically perfect one that knows all 
the fault of its confined host. Network-based intrusion 
detection systems (NIDSs) frequently contain 
problems with management of important traffic loads 
in real-time, which effect in packet loss and false 
negative.  Casas, Mazel and Owezarski [16] present a 
high-performance network IDS, called HP Monitor, 
which combines a high efficiency detection engine 
and a load-balancing device to deal with these 
problems and introduce a new multipattern thread 
matching algorithm call Shift Max Algorithm (SMA). 
Gogoi , Battcharya, Borah and Kalita [17] Proposed 
an Empirical result indicate that significant input 
feature variety is important to design IDS that is 
insignificant, proficient and successful for actual 
ground level systems identification. Most of the IDS 
have a single-level and multstructure can only detect 
either mistreatment or irregularity attacks. Wikipedia 
F[8]. the valuable move toward is to pattern match 
the sequence of keystrokes to some pre-defined 
sequence to detect the intrusion. This shifts the 
burden of determining what audit records are part of a 
suspected sequence to the authority system. This 
technique differs from to other rule-based expert 
system technique. The pattern matching [5,6] move 
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toward encodes known intrusion signatures as 
patterns that are then matched against the check data. 
Intrusion signatures are classified using structural 
internal relationship amongst the elements of the 
signature. The showy signatures are parallel against 
the inspection trail and any harmonized pattern can be 
detected as an intrusion. 
 
Selman and Cesta [4] propose an IDS procedure 
based upon data analysis stirred by the natural 
immune human systems. Authors views and 
suggestions  how the proposed scheme  extract 
important features of the Network and data immune 
system like to similar human system and maps them 
within a software package plan to recognize security 
credential of a computer system and unusual behavior 
cycle to the usage log files. Sonawane, Pardeshi and 
Prasad [13].  Observed and findout it excels at 
decision optimal variable transformations and 
connections, and the multipart data structure that 
often hides in high dimensional data. The swarm 
intelligence algorithm fully uses agents that 
stochastically move around the classification territory 
subsequent pheromone concentrations. have object  in 
the brainpower, a self-organized ANT colony 
techniques based Intrusion Detection System is used 
to combined approached to the intrusion pattern.  
Mabu, Chen, Shimada and Hirasawa [20] Proposes 
and covert variable structural model creation using 
Bayesian methods which leads to logical systems that 
can handle the complex allocation with busy network 
traffic. As accordance of Bayesian methods present 
facts of intrusion as probabilities, which are easy for 
human fraud investigators to understand. The 
approach allows transactions to communicate 
information about possible intrusions across terms 
and conditions. 
 
Zhuang, Li, and Chen [21] Suggest to intrusion 
detection as a binary categorization problem, using 
SVM and moreover, some text processing system are 
also employed for intrusion detection, based on the 
characterization of the frequencies of the system calls 
executed by the fortunate plan organization. 
Choudhary and Tiwari [6]. To present several hybrid 
approaches for modeling IDS have been also 
investigated. Decision Trees and Support Vector 
Machines (SVM) are collective as a hierarchical 
mixture intrusion and intelligent system method.  
 
Bhuyan, Bhattacharya and Kalita [19]. An Intrusion 
Detection System based on general and enhanced 
Flexible Neural Tree is explored by Fengmin et al. 
[10]. Based on the pre choosy node of operator sets, a 
stretchy neural tree and model can be twisted and 
develop. The Finite Neural machine structure is 
developed by an progressive manner or algorithm and 
the limitation are optimized by subdivision swarm 
optimization algorithm. 
 

III. NETWORK IDS NOMENCLATURE 
 
Intrusion Detection Systems are divided into two 
broad categories: host-based (HIDS) and network-
based (NIDS) [2]. Host-based IDS require small 
programs to be set up on person systems to be 
managed. The agents monitor the operating system 
and write down data or network to log files and 
trigger alarms. A network-based Intrusion Detection 
scheme usually consisted of a network or other 
communication medium with a Network with NIC 
working in dishonest mode and a part management of 
interface. ID detection is placed on a network 
segment or boundary and monitors all traffic on 
single way and some division. The accessible 
progress in intrusion detection is to combine both 
host based and network based data or system to be 
develop a hybrid systems that have more ability. 
 
3.1 Host Based Intrusion Detection (HIDS): Host 
based intrusion detection (HIDS) propose to intrusion 
finding that takes position on a single host method. 
The data is collected from an individual host system. 
The HIDS agent supervise behavior such as integrity 
of system, application action, file changes, host based 
network traffic, and system logs. By using common 
file instance trample, hashing tools, system logs, and 
monitor system calls and the local network interface 
provide the agent approaching to the present local 
host. If there is a few illegal vary or group is notice, it 
attentive the user by a pop-up, it attentive the central 
managing server, blocks the activity, or a 
combination of the above three. The decision should 
be support on the rule that is set up on the local 
system. These host-based procedures are considered 
the inert section. 
 
3.2 Network Based Intrusion Detection (NIDS): A 
network-based intrusion detection system  is used to 
observe the network traffic to protect a system from 
network based threats where the data is traffic across 
the network to NIDS attempt to detect mean activities 
such as denial-of-service (Dos) attacks, port scans 
and check the network traffic attacks. NIDS contain a 
number of sensors to checks several packet traffic, 
one or more than servers for NIDS consecutively 
functions, and several numbers of ports management 
reduce for the human interface. NIDS examine the 
traffic packet by packet in real time, The study of 
traffic patterns to detect intrusion may be done at the 
network and administration servers, or grouping of 
the both. These network based actions to be 
considered the active part. 
 
3.3 Mistreatment recognition: 
Mistreatment IDS difficult to detect anomalous trial 
by analyzing the specified traffic and set out with 
several rules based on study and assessment with the 
rules the system can observe any attacks, such as 
equivalent signature pattern. Misuse detection is also 
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now and once more provide to as signature-based 
recognition since alarms are produce based on 
particular attack signatures. This kind of attack 
signatures include particular traffic or movement that 
is based on known alarming action. The advantage of 
misuse detection is the capability to produce precise 
outcome and having slighter amount false alarms. 
The drawback of misuse detection approach is that 
they will detect only the known attacks [4]. 
 
3.4 The difficulties of Anomaly Detection: 
Detection of anomaly has much procedure to detect 
and the idea of usual is frequently introduced by a 
recognized model that expresses relations between 
the elementary variables involved in system dynamic. 
Consequently, an incident or an objective is detected 
as anomalous if its level of variation with deference 
to the profile or behavior of the system, particular by 
the ordinariness model is far above the position 
enough. In accordance to author, present an inclusive 
and widespread study of anomaly-based network 
intrusion detection essentials, detection methods, 
systems, tools and explore the many issues as well as 
look up to sitituation. The basics of intrusion 
detection in networks while presents network 
anomaly detection and its various aspects. Converse 
and evaluated in various process and system for 
network anomaly detection. 
 
Information standard for performance assessment of 
data and network anomaly detection process and 
systems. Fundamental at hand idea to administrator of 
network anomaly detection process and systems and 
another’s section is devoted to research issues and 
observes up to standard features by anomaly-based 
network intrusion detection. 
 
IV. FRAMEWORK FOR FEATURE 
CLASSIFICATION OF THE NETWORK: 
 

Feature selection data and Network is fundamental 
task in detecting data and network anomalies. Feature 
selection methods are used in the intrusion detection 

field for get clear of small or irrelevant features. 
Feature selection decrease data and network 

difficulty, eliminate data and network redundancy, 
boost the correctness of the detection algorithm, make 

possible data and network understanding and 
improves simplification. The feature selection 

procedure consists of three major steps: (a) division 
area, (b) separation assessment and (c) recognition 
and justification. Three different moves toward for 

division area, complete, statically and incidentically. 
Assessment functions are sort out into five as Al-

kuwaiti and Kyriakopoulos[59] distinct categories: 
score-based, shared information-based, correlation-
based, and actual globally achievement are the two 

ways to authenticate the assess division. A theoretical 
framework of the feature selection process is shown 

inFigure1. 

 
Fig. 1. Feature selection process 

 
The hybrid function selection method attempt to 
implementation and development the important 
function of both covering and filter methods [6]. as a 
exploration approach to recognize a user division for 
assessment, and using a modified linear Support 
Vector Machines based iterative method as a cover 
approach to get an best possible function. 
 
V. IDENTIFY THE MECHANISM FOR 
NETWORK SECURITY 
 
The role of organization culture and misbehavior 
increasing  incidents of organization misbehavior 
have made fulfillment management increasingly 
important within the scope of organizations. Despite 
such efforts, it is largely impossible to reduce inter-
organizational misbehavior altogether, and thus 
efforts beyond merely establishing rules are essential. 
Moral guidance, trust among coworkers, the adoption 
of a pay-for presentation system, and factionalism 
result in superior fulfillment to conduct rules. Direct 
efforts to attain compliance management were found 
to be largely ineffective, which emphasizes the 
importance of intra-organizational efforts to support a 
culture without misconduct Yu.[15]. Compliance 
management is directly linked to information security 
in the modern situation of business given that 
information is a basic service that is critical to the 
continuing well-being of modern organizations [8].  
 
5.1 Security risk management: A process for 
identify, right of way, and managing risk to an 
suitable level within the organization  
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5.2 Developing a formal security risk management 
process can address the following:  
 
1. Threat response time 
2. Regulatory compliance 
3. IT Infrastructure management and costs 
4. Risk priority and management 
 

5.3 Security Risk Assessment: 
 
1. Security Risk Management idea 
2. Recognize Security Risk Management 

fundamentals 
3. Assessing Risk 
4. Conduct Decision Support 
5. Apply Controls and assess Program efficiency 

  
Steps Risk Management Risk Assessment 

Goal Manage risks across business to 
acceptable level Identify and prioritize risks 

Cycle Overall program across all four phases Single phase of risk management 
program 

Schedule Scheduled activity Continuous activity 
Alignment Aligned with Not applicable 

 
5.4 Risk Management vs. Risk Assessment 

 
Approach Benefits Drawbacks 

Quantitative 

#Risks priority by financial impact; 
assets priority by their financial 
values 
#Results facilitate management of 
risk by return on security asset 
#Results can be expressed in 
management and specific 
terminology 

#Impact values allocated to risks are 
based upon biased estimation of the 
member. 
#Very time consuming 
#Can be very costly 

Qualitative 

#allow visibility and considerate of 
risk position 
#Easier to get to consensus 
#Not essential to measure threat 
incidence 
#Not essential to decide financial 
values of advantage  

#deficient granularity between 
significant risks 
#hard to validate investing in 
manage as there is no basis for a 
cost-benefit investigation 
#consequences dependent upon the 
superiority of the risk organization 
on the condition   

 
5.5 Comparing Approaches to Risk Management 

 
Many organizations have approached security risk 
management by adopting the following 
5.6 Reactive approach: A process that responds to 
security events as they occur 

5.7Proactive approach: The acceptance of a 
procedure that reduces the risk of new vulnerabilities 
in your institute or organization. 

 
5.8. Comparing Approaches to Risk Prioritization 

 
Fig. 2. Risk prioritization process 
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5.9 Understanding Risk Prioritization 
 

 
Fig. 3. Understanding of risk prioritization process 

 
VI. RESEARCH PROCEDURES 
 
The research procedure to recognize incidents using 
arithmetical study as 
1. Combinational analysis was used as method of find 
function.  
2. Structural Cluster Analysis was used as a set 
method, centric system for merger criterion, and 
Degree of similarity for Euclidean distance between 
section scores. In assessing organization culture, 
network security procedures and previous 
information incidents were investigate to ensure an 
objective assessment.  
 
6.1  Excited issue of organisation Culture 
Incidents  
The organizational culture assessment data and 
network was analyzed using the union analysis to 
recognize factors that affect Network security 
incidents. The organization variable of organisation 
culture for past network security incidents was exited. 
During these analyzes, the relationship between the 
pattern of Data and network security incidents and the 
factors of organization culture was resulting.  
 
6.2 Network IDS Challenges Today in 
organization culture 
The largest part of current scenario is IDS products 
are alert on cross Detection and are measured for sub-
100Mbps shared communication media network 
capacity, employee detection potential introduced 
five to six years ago. IDS facilities have failed to 
keep up with the speedy development in switching 
and bandwidth growth and the greater than before 
complexity of attacks as well as their total volume. 
Existing IDS products often function in a monitoring-
only mode, .sniffers. Which can detect attacks but 
cannot efficiently and consistently block malicious 
passage before the damage is done. 

VII. NETWORK SECURITY EXECUTIVE 
NOWADAYS FACE A NUMBER OF 
CHALLENGES: 
 
7.1 Partial attack exposure: IDS system support 
typically focus on cross or Anomaly or Denial of 
Service and examine the detection. Network security 
administrators have to acquire and put together 
position solutions from individual separate dealer, or 
leave networks vulnerable to attack. 
 
7.2 Incorrect detection: IDS systems maintain and 
detection capability can be differentiate in provisions 
of accuracy and specificity and accuracy is often 
measured in accurate detection rate. Infrequently 
referred to as the false negative rate and the false 
positive rate. The true detection rate identify how 
victorious a system is in detecting attacks when they 
occur and specificity is a measure of how much 
comprehensive data about an attack is exposed when 
it is detected. IDS System maintain today are missing 
in both accurateness and specificity and generate too 
many false positives alerting safety measures 
technocrats of attacks, when nothing malicious is 
taking place. In some cases, IDS system supports 
have send tens of thousands of false positive alerts a 
day there is not anything more corrosive to network 
surveillance than a worried security system, which is 
frequently issuing of false alarms. 
 
7.3 Finding, not avoidance: Systems concentrate on 
attack finding. Preventing attacks is a reactive 
activity, often too late to prevent the intrusion. 
 
7.8 Designed primarily for sub-100Mbps 
networks: explanation have to merely not keep up 
with the speed and complexity of network 
communications; and cannot accurately monitor 
measure system or switched networks. 
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As organizations to defend information security 
assets, such as their customers’ information and data 
and  own network and information provided to their 
service provider. For the first Cluster, IT 
surroundings the all organizations and organization 
employees shall be made responsive of their 
responsibilities for keep up effective access controls, 
and the organization shall start appropriate employees 
skill enhancements programs about their role and 
work responsibility. Additionally, recognize objective 
perimeters and difficulty, along with physical 
objectives to access controls and working 
methodology, should defend ours organizations and 
consignment areas against illegal access. In addition, 
special guidelines should be provided for security 
against natural disasters. For the others function the 
data based security everyday jobs should be taken 
into account when appointed service provider or 
contractual employees. Such as, past history was 
verification time to checks according to terms and 
conditions of employment, including signed contract 
of security roles and day by day this task to be 
addressed. Also, convey up to date access rights and 
emphasize the continuing responsibility under 
privacy rules to service provider to protect the 
organization’s assets should be part of the 
development of varying or finishing service provider 
agreements and mostly attributed to insufficient data 
and network security learning, an organization’s 
employees, service providers or project mode 
employees shall become responsive of the data access 
security guidelines, and this guideline shall be 
defined, published and communicated to all 
employees. In adding to the all employees shall 
complete an proper updated awareness program and 
increase supervision or knowledge mythology. 
 
Another managerial needed to control the access of 
data processing facilities should be well-known and 
documented in an access manage policy. Access to 
the networks services should be incomplete to 
certified users. In addition, to make sure that data is 
secured against exterior attacks, technical 
vulnerabilities should be patched, and software 
installation on organizational systems should be 
controlled. Still, antimalware software, IPS, and 
Firewall are needed. Data access shall be limited in 
conformity with the access handle strategy, such as 
secure Identification and password management, and 
controlled access to the source code of program.  
 
CONCLUSIONS 
The data and network security incidents are 
associated to both organization employee and 
technology; however, while security technology itself 
is objective depend on person to person prejudiced by 
organization culture, which might in turn 
considerably change network or data security. This 
research we reviews and analysis of data security 
incidents, where it was verified that similar dishonor 

and incidents had similar causes, arising from social 
values or organization culture. The research produced 
two primary findings. First, three factors of 
organization culture were used to recognize the 
reason of valuable and secret data or information pass 
by the organizational employee attribution, expert 
consciousness, and internal control authority. Second, 
regarding the mechanisms behind information or 
network security incidents, five clusters were 
resulting by examine the model of the organizations 
security and validity of level where information 
security incident had occur in the past. The cluster 
found were classified as the routine self disparaging 
type, the none fit in type, the function costume type, 
the unguarded type, and the exclude type. The 
research proposed an improvement in organization 
culture and existing vulnerabilities of organization 
systems. In addition, suggestions were given in this 
paper for improving the corporate culture in which 
incidents and accidents of information security occur. 
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