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I. INTRODUCTION 
 
Over the past two decades, consumers across the 
globe have come to depend on and trust the ATM to 
conveniently meet their banking needs. As banks 
have introduced ATMs approximately 25 years ago, 
from that time, the fraudsters are also trying to start 
tapping into the system. In recent years there has been 
a proliferation of ATM frauds across the globe. 
 
Many banks have not sufficiently educated the 
customers on the basic usage of cards, resulting in 
ignorant card holders either losing their cards in the 
machine, or panic-stricken customers breaking the 
glass door to exit the ATM enclosure after a late-
night transaction. 
 
Though according to an assessment done by the State 
Bank of India, the organized frauds on ATM’s in 
India have been minimal. Most ATM frauds happen 
due to the negligence of customers in using the ATM. 
The number of ATM frauds in India is more due to 
giving up Personal Identification Number (PIN) to 
others, than by sophisticated crimes like skimming. 
There are many cases where customers give out their 
PIN number to their driver or relative to withdraw 
money for them. Most ATM frauds in India, thus, 
happen due to this negligence and not “fraud” per se. 
But as the Indian ATM market is growing 
exponentially, this provides an opportunity to the 
fraudster to go for advanced techniques like dispenser 
trapping, “spoofed” e-mail etc. Therefore ATM fraud 
and security have emerged as leading topics of 
interest among owners and operators of ATMs. 
Minimizing losses, mitigating risks and maintaining 
consumer confidence in the ATM channel are logical 
priorities for banks and others who deploy ATMs. 
 
II. TYPES OF ATM FRAUDS  
 
The types of ATM frauds are many more but here 
only few popular types are being described below:- 
Card Fraud - Given the intense focus manufacturers 
are placing on security related engineering of ATMs, 

vulnerable component of any ATM system can not be 
found on an ATM. Instead, it can be found in the 
packets, purses, and wallets of ATM customer. It’s 
the ATM card. And once compromised, the data it 
contains can lead to many of the most common types 
of ATM fraud. Armed with a customer’s PIN often 
obtained through casual observation a thief with data 
from a magnetic stripe can reproduce or clone ATM 
cards using inexpensive, commercially available 
equipment. And by taking precautions to hide or 
obscure his or her identify from video surveillance, 
such a fraudster can immediately steal small amounts 
of money or easily empty a customer’s bank account 
within a matter of days. 

 Operational Fraud - Operational fraud, typically, is 
perpetrated from within; employees responsible for 
ATM management can accidentally expose ATMs to 
fraud by making sensitive information readily 
available to fraudsters. Or worse, employees with 
unfettered access to ATMs and related customer 
information can use that access to commit crimes that 
are difficult to detect. 
Equipment Fraud - Another concern for operators 
of ATMs is fraud related to fake ATM equipment. 
This ranges from add-on devices such as fake card 
readers or skimmers to ruses involving false fascias 
or even bogus ATMs.The first recorded instance of 
using fake ATMs dates all the way back to1993, 
when a criminal gang known as the Buckland Boys 
installed a fake ATM at a shopping mall in 
Manchester, CT. Like most fake equipment it was not 
designed to steal money. Instead, the fake ATM 
appeared to customers as if it did not work- all the 
while stealing card data from everyone who 
attempted to use it.  

 Digital Fraud - The migration of proprietary 
operating system to Microsoft Windows technology 
has led to greater connectivity and inter-connectivity 
of ATMs. Vast network including ATMs, branch 
system, phone systems, ticketing systems, and other 
infrastructure connected via the World Wide Web- 
are susceptible to a new kind of threat, a threat to 
digital security. Digital attackers include vandals who 
author viruses or worms intended to exploit an 
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ATM’s operating system and criminals hackers 
attempting to violate the confidentiality, integrity, or 
authenticity of transaction related data. 
 
III. TYPES OF ATM SECURITY 
 
When ATM frauds had spread all over the world, 
than to save the existence and maintain the trust of 
the users, security systems have been designed by the 
security experts to protect ATMs. So here, a brief 
discussion is being presented below on some popular 
security systems:- 
Digital Security – ATM digital security system has 
been designed to prevent intrusion, defy hackers, and 
stop digital crime before it begins. An important first 
step is to lock down, or “harden” the ATM. This 
means making all electronic points of entry invisible 
or unavailable to hackers, viruses and worms. This 
technique has been made possible through a 
combination of a strong firewall and software 
designed to monitor, analyses, and authenticate any 
external source attempting to connect to an ATM. 
This system blocks any unauthorized user or pattern 
of data. Patch management is another important 
component of any digital security system. Form time 
to time, Microsoft releases security patches-security- 
related update to its operating system designed to 
eliminate known problems with its operating system. 
With the help of this ATM digital security system 
immediately identify appropriate patches and to 
quickly deploy them throughout an ATM network in 
an effort to protect against viruses, worms, and other 
digital exploitation. 
Physical Security – Since their invention, ATMs 
have been designed to resist physically attacks. Yet 
that has not completely stopped concerns over 
physical security. Many physical attacks are designed 
to steal the entire ATM and to transport it to a 
location where its safe can be laboriously penetrated 
and its content removed. Other methods of attack, 
such as ram raiding, are simple brute force attacks 
designed to effectively demolish ATMs and steal 
cash. Another physical attack method is to seal every 
opening of an ATM with silicone before filling the 
vault with compromised explosive gas. In this 
manner, ATMs have been compromised when 
explosions from within have distorted or opened their 
vaults sufficiently for removing their contents. As a 
result, more modern approaches to physical security, 
including the use of ink dye system designed to 
render currency useless, have gained in popularity as 
a mechanism for deterring physical attacks. 
Transactional Integrity & Security – The security 
of ATM transactions relies not only upon the level of 
secrecy employed by individual ATM users, but also 
upon the secure operation of encrypted, trusted 
microprocessors. Most countries have laws requiring 
data encryption at ATMs. In the U.S., sensitive data 
at ATMs was traditionally encrypted using a Data 
Encryption Standard (DES) or information processing 

standard mandates by the federal government. Today, 
however, DES is considered by most cryptographers 
to be insufficient for protecting ATM transactional 
data, and a new standard known as Triple DES has 
emerged. 
Device Operation & Security – In most countries, 
Financial Institutions are liable when ATM system 
fail. This simple fact suggests ATM owners and 
operators need to take great care to secure and ensure 
proper functionality of ATMs. With this in mind, 
modern ATM engineering has resulted in improved 
fascia design, weather and vandal-resistant 
construction materials, shutters, and other devices 
designed to protect and ensure the integrity of ATM 
components. 
Customer Identity Security – While ATM operators 
are certainly concerned with protecting the identity, 
account information, and personal data of their 
customers, it’s important to note that identity theft 
cannot be committed through ATM’s. There is 
insufficient personal information available to 
fraudsters during breaches of ATM’s security of 
commit offenses such as setting up false bank 
accounts or attempting to “prove” a false, personal 
identity. 
Consumer Safety at the ATM – Many persons who 
have a bank account are more concerned than they 
used to be about using ATMs for reasons relating to 
security. Not surprisingly, then, consumer safety has 
become a leading consideration in the manufacture, 
deployment, and management of ATM networks. 
Manufactures have experimented with mirrors, better 
lighting, emergency call buttons, video surveillance, 
and other devices intended to provide a more secure 
environment surrounding ATMs. Banks are more 
carefully evaluating ATM locations, more often 
stressing the importance of consumer awareness, and 
have gone so far as to arrange for security patrols at 
high crime, high traffic locations. 
 
IV. ATM FRAUDS – MODUS OPERANDI & ITS 
PREVENTIVE MEASURES 
 
From the above discussion it has been cleared that 
there are many types of ATM frauds & security 
systems have take place in all over the world. Now it 
becomes necessary to understand the modus operandi 
for operating these frauds as well as security systems. 
Therefore, the further discussion is being carried out 
on the ways or techniques of ATM frauds with their 
preventive measures. 
 
1. Card Theft - Beyond obvious approaches such as 
mugging or stealing from mailboxes, criminals use a 
variety of techniques aimed at stealing ATM cards. 
Most of these attempts involve a technique known to 
security experts as “card trapping”. Card trapping 
involves placing a device directly over or into an 
ATM’s card reader slot. Such devices are designed to 
retain cards after customers insert them. Often, a 
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“helpful” thief will then suggest a customer re-enter 
his or her PIN in an effort to attempt the card’s 
return- of course, to no avail. Later, after the 
unsuspecting customer has departed, the thief can 
remove the trapping device or fish out the card. Then, 
by entering the PIN that the thief has just observed, 
the thief can access and withdraw funds from the 
customer’s account. 
  
One variant of this approach is to trap card inside the 
ATM’s card reader with a device often referred to as 
a “Lebanese Loop”. When a customer walks away, 
frustrated by not getting the card back, the criminal is 
able to remove the card and withdraw cash from the 
customer’s account. This method is often combined 
with the “droplet” method of stealing a customer’s 
PIN. With this method, small drops of oil placed on 
PIN pad keys. After a customer used an ATM, the oil 
makes it obvious which keys have been pressed and 
easy to quickly discern the entered PIN. 
 
Preventing Card Theft:- 
a. Card readers with the capability to detect if the 

shutter is closed completely can provide an 
indication that a fishing device may have been 
inserted into the card reader. 

b. By using remote diagnostics to monitor the 
ATM, error codes generated by the card reader 
can be tracked. An increase in the occurrence of 
error codes related to cards readers could be an 
indication that a fraud attempt is in progress. 

 
2. Skimming Devices - Another method of accessing 
a consumer’s account information is to skim the 
information off of the card. Skimmers are devices 
used by crooks to capture data from the magnetic 
strips on the back of an ATM card. These devices 
smaller than a deck of cards and resembling a hand-
held credit card scanner are often fastened in close 
proximity to or over of an ATM’s factory-installed 
card reader, when removed from the ATM, a 
skimmer allows the download of personal data 
belonging to everyone who used it to swipe an ATM 
card. 
An inexpensive, commercially-available skimmer can 
capture and retain the information from more than 
200 ATM card before being re-used. Such personal 
information includes account numbers, balances, and 
verification codes associated with each card holder. 
Typically, these devices are used to fool consumers 
into believing that the skimmers are part of the ATM 
equipment. The boldest of thieves have gone so far as 
to place signs on ATM instruction cardholders to 
“swipe here first” before continuing with 
transactions. Another fraudulent method is to portray 
the additional card reader as a “card cleaner” 
designed to extend the life and improve the 
performance of ATM magnetic stripes. 
Preventing Card Skimming:- 

There are a variety of methods that may be employed 
to deter card skimming. To begin with, awareness 
among consumers, branch personnel, and ATM 
service technicians can result in the detection of 
devices added to an ATM fascia. Visual clues such as 
tape residue near or on a card reader may indicate the 
former presence of a skimming device.  
In addition, the following anti-skimming solutions 
can be introduced:- 
Jittering:- Jittering is a process that controls and 
varies the speed of movement of a card as it’s swiped 
through a card reader, making it difficult if not 
impossible to read card data by the external device. 
Alert Systems:- These systems monitor routine 
patterns of withdrawals and notify operators or banks 
in the event of suspicious activity. 
Chip-based Cards:- These are the card house data 
on microchips instead of magnetic strips, making data 
more difficult to steal and cards more difficult to 
reproduce. 
Foreign Object Detection:- ATMs equipped with 
this type of technology can alert owners, operators, or 
law enforcement in the event that skimming device is 
added on the fascia of an ATM.  
 
3. Stealing PIN:- Once the criminal has retrieved the 
account information by either stealing the actual card 
or ascertaining the account information from a 
skimming device and replicating the information onto 
a counterfeit card, their next step is to get the 
Personal Identification Number (PIN). The PIN is one 
of the most important elements needed to steal the 
identity of an ATM user. Criminals use the following 
techniques to acquire the PIN number in conjunction 
with methods used to apprehend the account 
information from the card, in other to be useful:- 
(a)  Shoulder surfing, 
(b)  Utilizing a fake PIN pad overlay, 
(c)   PIN interception 
 
Shoulder Surfing:- Shoulder surfing is nothing more 
than the act of direct observation as a person taps 
onto an ATM PIN pad. Criminals typically position 
themselves close but not in direct proximity to 
legitimate ATM customers and watch covertly as the 
customer enter his or her PIN. 
 
A more sophisticated take on shoulder surfing is 
accomplished through the installation and use of 
miniature video cameras aimed to record PIN entry. 
 
Preventing Shoulder Surfing:- 
A mirror can be affixed to the fascia of the ATM that 
would allow users to easily see behind them as they 
enter their information. 
Ergonomic design of the ATM like positioning of the 
keyboard centered directly below the monitor, 
allowing for the body to naturally cover the area of 
PIN entry and recessing the display and positioning 
the PIN entry device in such a manner that will allow 
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the consumer to easily block direct viewing to their 
transaction details by others will deter shoulder 
surfing to a large extent. 
Education of the ATM user is important to enhance 
their awareness of potential fraudulent activities or 
devices. 
Illuminated signage panels, surrounding streets lights 
and placing the ATM in a high-traffic area will 
provide a secure and welcoming environment to 
customers. 
 
Utilizing a Fake PIN Pad Overlay:- A fake PIN pad is 
placed over the original keyboard. This overlay 
captures the PIN data and stores the information into 
its memory. The fake PIN pad is then removed and 
recorded PINs are downloaded. Fake PIN pads can be 
almost identical in appearance and size as the 
original. An additional type of overlay that is more 
difficult to detect is a ‘thin’ overlay that is transparent 
to the consumer. With this tool, not only is the PIN 
intercepted, it also allows for the transaction to 
proceed in a normal way. This method is used in 
conjunction with card data theft provides the 
criminals with the information needed to access an 
unsuspecting consumer’s account. 
A criminal may also attach a portable monitor and 
card reader on top of the actual ATMs monitor and 
card reader to obtain the card and PIN information. 
The false monitor and card reader record the account 
information and present a message to the customer 
that the transaction cannot be completed; after the 
customer leaves the criminal will return and remove 
the portable device. 
 
Preventing Fake PIN Pad Overlay:- 
(i) ATM monitoring services are the best ways to 

prevent the application of fake equipment on or 
near legitimate ATMs.  ATM monitoring 
services are designed to notify owners of 
repetitive time out messages during PIN entry.  

(ii) Consumers should be taught awareness of the 
look and location of ATM components, such as 
PIN pads, card readers, monitors, and dispensers.  

(iii) Foreign object detection technology can also 
play a role in identifying fake equipment. Hidden 
from view, this type of technology actively 
monitors the ATM’s fascia. When abnormalities 
are detected, ATMs can notify authorities and 
even short down until problems are resolved. 

PIN Interception: -  After the PIN is entered, the 
information is captured in electronic format through 
an electronic data recorder. Capturing the PIN can be 
done either inside the terminal, or as the PIN is 
transmitted to the host computer for the online PIN 
check. In order to capture the PIN internally, the 
criminal would require access to the communication 
cable of the PIN pad inside the terminal, which can 
more easily be done, at off-premise locations. 
Preventing PIN Interception:- 

Encrypted PIN pad technology is the key to 
preventing PIN interception. Encrypted PIN pads 
“scramble” data before transmission so that no raw 
PIN numbers are accessible to electronic hackers.  
 
4. Accessing the Cash - There are a variety of 
methods used by criminals to intercept, or divert or 
otherwise illegally receive, dispensed currency:-  

a) Application of a false ATM presenter, 
b) Transaction Reversal. 

 
Application of a False ATM Presenter:- This fraud 
is performed through the addition of bill traps or false 
presenters in front of ATM dispensers. These traps 
are placed over to disguise the normal dispensing 
operation of the ATM.During the course of an 
otherwise normal transaction, an ATM will dispense 
notes into the trap; however those notes are never 
presented to the customer. Assuming the ATM has 
malfunctioned, the customer leaves. After that, the 
criminal returns, removes the bill trap or false 
presenter, and leaves with cash that was intended for 
the customer. The simplest form of bill trap involves 
the placement of adhesive tape in a manner which 
blocks the cash dispenser, holds delivered banknotes, 
and prevents cash retraction. A more sophisticated 
approach employs a motorized device designed to 
deliver banknotes into a dedicated, hidden bin, thus 
simulating a more natural, “real” withdrawal of 
banknotes.  
 
Another method begins with a legitimate cash 
withdrawal transaction possibly with a stolen card. In 
this method, the criminal does not take the note stack 
when presented. Instead, the criminal allows the notes 
to retract after a certain period of time as if they were 
forgotten. For a brief period of time, those notes sit in 
the ATM’s presenter before being diverted into a 
“retain” bin. By prying open the presenter door and 
grabbing the retracted notes at exactly the right time, 
criminals can obtain the cash, but the transaction is 
still reversed and no funds are debited to the account 
associated with the “legitimate” transaction. 
Preventing Application of a False ATM 
Presenter:-  
In order to reduced the likelihood of anyone 
successfully opening the presenter door and fishing 
out notes, the presenter door mechanics can be 
enhanced with a more robust locking mechanism. The 
firmware can also be modified so that the dump stack 
is moved further back away from the presenter door 
while the push plate is moved forward directly behind 
the presenter door. 
Another solution provides a modification to both the 
dispenser firmware and hardware. The firmware 
modification consists of a new dispenser memory 
PROM which changes the dispenser the retract 
operation of the dispenser presenter. After the note 
stack reaches a certain position within the presenter, 
the final delivery of the note stack is done entirely by 
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the belts without any assistance of the push plate. 
Should an external false cover with tape be present, 
there will be a much lower force pushing notes 
against the tape resulting in most or all the notes 
being retracted.  
Operationally, financial institutions should debit the 
customer’s account whenever the dispenser sends a 
status message indicating the banknotes have been 
presented. If the dispenser performs a retract and 
dump, a transaction cancellation should only take 
place subject to an audit and verification. 
 
Transaction Reversal: - Transaction reversal scams 
use of variety of methods to create an error condition 
at the ATM, which result in a transaction reversal by 
the host processor due to the reported inability to 
dispense cash, while the cash is legitimately 
accessible.  
 
Preventing Transaction Reversal:- 
 
a) Many banks deter this fraud by ALWAYS 

debiting the account for the full amount of the 
transaction, and dealing with actual short 
dispenses claims as they occur. An individual 
who has attempted to defraud the bank will 
rarely do so by claiming a short dispense, as it 
will allow for scrutiny of transaction history and 
trends. 

b) Monitoring the “Time Out on Withdrawal” and 
resulting retract. If this error is recurring on a 
specific card, it may be an indication of 
fraudulent activity. 

c) Using a retract bin with separated compartments, 
each dedicated to a single retract operation, 
allowing the association of the retracted 
banknotes with the transaction. 

 
5. Operational Fraud - Operational fraud, typically, 
is perpetrated from within, employees responsible for 
ATM management can accidentally expose ATMs to 
fraud by making sensitive information readily 
available to fraudsters. Or worse, employees with 
unfettered access to ATMs and related customer 
information can use that access to commit crimes that 
are difficult to detect. 
 
Preventing Operational Fraud:- 
The best defense against operational fraud is to 
establish and follow rigorous internal policies and 
procedures that limit access to ATMs and related 
passwords by branch personnel. Consider offering 
rewards for information regarding criminal activity, 
and ensure that bank employees know the 
consequences of operational fraud.  
To ensure the highest level of protection against 
operational fraud, following practices may be used:- 
 
(i) It should be immediately verified by the bank 

that every ATM operated by them has security 

codes that are not original manufacturer default 
settings. Leaving factory default settings is very 
common; however, it is an unsafe practice. 

(ii) ATM safe combinations should also be changed 
from original manufacturer’s setting. 

(iii) Consult ATM user guides to ensure optimum 
operating standards, since ATM equipment 
varies by manufacturer. 

(iv) Ensure that sub layers within ATM security 
settings have also been reset to unique passwords 
or access codes.  

(v) Balance ATM daily or as frequently as possible. 
(vi) Reconcile settlement account deposits with 

actual ATM balances to identify possible 
irregularities. 

(vii) Increase security around all ATM equipment. 
(viii) Make sure all video equipment is working 

properly. Date video surveillance tapes and keep 
them secure for at least 60 days when possible.  

 
General Preventing Measures –  
 
There are methods in addition to the specific 
preventing measures discussed here-in –above that 
can help to minimize the risks associated with ATM 
fraud. These measures are:-  
 
Video Surveillance:- The primary method used to 
increase awareness and deter fraud attempts at the 
ATM is the installation of closed circuit television 
cameras mounted in plain view or an near the ATM. 
Nowhere does this sort of digital security offer more 
benefit than in the surveillance of off-premises 
ATMs, which present obvious challenges with regard 
to maintenance and security. Cameras can be easily 
integrated into the fascia of most ATM machines, and 
improved security can be achieved by installing 
additional site cameras on and around the premises. 
The availability of remote video surveillance services 
makes digital video an even more attractive security 
option, because many ATMs and their surrounding 
areas can be directly monitored from a single, central 
location. 
Remote Monitoring:- Remote diagnostic services 
provide an automated means to monitor and manage 
ATM networks. Remote monitoring can 
communicate important messages that may indicate 
tempering with a machine. 
Remote diagnostics, monitoring, and management 
provide improved uptime and reduced risk. These 
services promote dispatch avoidance and enable a 
group of central support associates to control 
keyboard and mouse operations of ATMs directly 
from remote PCs.  
 
Through ATM monitoring capabilities, status 
messages from an ATM can be sent to a central 
location where those messages are acted upon based 
upon a pre-defined plan. Central support associates 
can quickly identify problems and security concerns 
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based upon the messages they receive. For example, 
the continual notification of a card reader failure or a 
drastic decline in transactions at an otherwise busy 
location might be an indication of tampering. 
Remote diagnostic services also contribute to the 
safety and security of personnel assigned to work on 
ATMs, by giving these associates remote access and 
the ability to manage events from secure location. 
Awareness and consumer Education:- Deterrence 
of potential fraud attempts can be achieved by a joint 
effort involving banks, the consumer and ATM 
manufacturers/service provider. Banks should stress 
the importance of awareness at the ATM to their 
customers and promote vigilance in reporting any 
irregularities in the appearance and operation of the 
ATM. Many customers use the same ATMs in their 
daily or weekly banking routines. Habitually using 
the same ATMs provides for familiarization with 
aesthetics for a unit. An attentive consumer that 
notices irregular objects or any attached notes 
suggesting unusual operating instructions should 
immediately report the discrepancy to the banks 
number located on the ATM. 
Banks should confirm that their branch personnel, 
ATM services providers, and cash handlers, as well 
as, are trained to recognize the latest ATM fraud 
techniques. Service technicians should be trained to 
conduct a detailed evaluation of key ATM 
components at each visit to ensure there has been no 
tampering or additions to the ATM. They should also 
be particularly cognizant of evidence that may reveal 
the use of achieve tape on or near operating point 
such as card readers, PIN entry devices, and dispense 
points. It should be recommended to customers to 
carefully review their monthly account statements. 
The above discussion includes the techniques and 
preventing measures of ATM frauds but it has been 
noticed that most of the time ATM frauds happen due 
to the negligence of banks and customers. Therefore 
it becomes necessary to explore some precautions to 
be taken by banks, branches & customers. 
 
V. ESSENTIAL PRECAUTIONS TO BE TAKEN 
BY 
 
To minimize or prevent ATM frauds and crimes, 
banks, branches, and users should, at a minimum, 
implement the following security measures with 
respect to their automated teller machine facilities: 
 
Branches at ATM Locations:- 
 
 Notices outlining basic safety precautions for 

using ATMs should be provided by the branches 
in the ATM enclosure. 

 ATMs should not be located at the corner of a 
building, as corners create a blind area. An ATM 
further from a corner, preferably near the centre 
of the building, reduces the element of surprise 

by an assailant and increase effective reaction 
time by the user.  

 ATMs should have maximum natural 
surveillance and visibility from the surrounding 
areas; thereby increasing the potential for 
witnesses. 

 ATM location should be void of barriers 
blocking the line of sight of this ATM. e.g. 
shrubbery, decorative partitions, dividers, 
landscaping etc. to prevent would be assailant 
from hiding. 

 Installation of closed Circuit Television Cameras 
attached to a time lapse VCR system is a must. 

 ATM locations should not have large perimeter 
parking lots and numerous entry and exit points. 

 
At Bank Level:- 
 
 Banks should keep an eye on the cards in 

circulation-check the logo, uniformity of card 
number, date of expiry, their shape and other 
parameters. 

 One way to find out if an ATM card is 
counterfeit is to try and peel off the magnetic 
strip and signature panel on its back. It does not 
peel off in genuine cards. 

 Banks can procure the anti-fraud software that 
keeps track of ATM users’ spending habits and 
flags unusual transactions. 

 Banks can also use an another anti-fraud 
software, tries to catch geographical anomalies- 
say if a card is used to pay for shopping in 
Chicago, then for other purchases in India hours 
later. 

 Banks should lay down minimum standards for 
ATM lighting, and prescribe procedures for 
evaluating the safety of ATMs. 

 Banks should implement ATM programming 
enhancements like masking/non -printing of card 
numbers. 

 Banks should educate the customers by advising 
them regularly of risks associated with using the 
ATM and how to avoid these risks. 

 Banks should conduct and document periodic 
security inspection at the ATM location, and 
make the pertinent information available to its 
clients. 

 Banks should educate bank personnel to be 
responsive and sensitive to customer concerns 
and to communicate them immediately to the 
responsible bank officer. 

 Banks should post near the ATM facility a 
clearly visible sign which, at a minimum, 
provides the telephone numbers of the bank as 
well as other banks’ hotline numbers for other 
card holders and police hotlines for emergency 
cases. 

 The banks can also provide cards containing a 
microchip that can make them harder to forge. 
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 Bank should increase the use of biometric tokens 
like fingerprints, irises, faces and palms, because 
a fraudsters can match everything but he can 
never match the biometric peculiarities. 

 The banks should enhance the security features 
of the ATMs for providing better services. 

 The banks must encourage customers to report 
any suspicious activity on ATM by providing the 
basic infrastructure. 

 The banks must also secure themselves the 
protection of insurance cover since they may find 
themselves liable for the payment of money lost 
due to these frauds. This is generally happening 
in foreign countries and very soon the same may 
be the position in India. In the world of “Internet 
Banking” no bank can afford to remain 
indifferent and aloof to this possibility. Thus, an 
insurance cover is a must for these banks. 

 
At Customer Level:- 
 
 Customer must always sign on the signature 

panel of ATM card as soon as received it.  
 At the earliest, after receiving the card and PIN, 

customer must change the PIN and destroy the 
PIN matter. 

 Customer must avoid the obvious when selecting 
a PIN-name, telephone number, date of birth, 
vehicle number. 

 Customer must memorize PIN. If he/she writes 
down PIN on paper then, do not keep it in purse 
or along with the ATM card. 

 Customer must always collect the cash within 30 
seconds else the cash will go back into the ATM. 

 Do not count cash at the ATM, put cash, card 
and receipt and away immediately. 

 Customer must not lend his/her ATM card to 
anyone; treat it as if it were cash or a credit card. 

 Customer must not accept offers of assistance 
with the ATM from strangers, always ask the 
bank for help. 

 Customer should always make a record of ATM 
card, PIN numbers and telephone numbers for 
reporting lost or stolen cards and keep that list in 
a safe place. 

 Customer must not reveal PIN to anyone, 
including bank employees/representatives, the 
police, shop employees etc. 

 While using the ATM, customer must shield the 
ATM keyboard from anyone who may be 
standing just outside the enclosure, attempting to 
view PIN. 

 Watch out for loiterers outside ATMs. If a 
customer feels uncomfortable, move away. Come 
back later for withdrawals. 

 If a customer using an indoor ATM that requires 
card to open the door, avoid letting stranger 
come in with us. 

 Use only secure internet sites. 

 Never divulge ATM card information to 
strangers for opinion polls in internet. 

 After completing an ATM transaction, always 
remember to take card and transaction slip. Do 
not through away transaction receipt at the ATM 
site. And also always get ATM card back after 
every purchase. And ensure that welcome sign is 
there on the screen before leaving the ATM. 

 Customer must check sales vouchers/charge slips 
including purchases amount when sign them-
keep copies of sales vouchers and ATM receipts. 

 Customer must check amount statements at 
regular intervals. 

 Customer must always know that who has access 
to his/her cards. If his/her ATM card is borrowed 
by a family member (spouse, child, parent), with 
or without knowledge, he/she may be responsible 
for his/her purchase /cash withdrawal. 

 Customer must report stolen or lost ATM cards 
immediately to the bank and also file a FIR with 
the nearest police station. 

 Customer should protect ATM card from damage 
by keeping it in a safe place, should not allow it 
to bend or be scratched. 

 If customer forgets PIN, should contact card-
issuing bank and intimate them of the same. The 
bank will then send a new card with a new PIN. 

 Customer should sign new cards as soon as they 
arrive and cut up old cards when they expire. 

 If a customer card ever gets stuck in the ATM, 
customer need not reveal PIN even to the 
concerned bank official/institution. It would 
suffice to let him/her know that his/her card has 
got stuck in the ATM. 

 The customers, like banks, can also secure 
themselves the protection of insurance cover for 
the money lost due to ATM frauds. This trend is 
very popular in foreign countries and very soon 
the same may find a place in India as well 

 Customer must look for extra equipments in and 
around ATM (more particularly in unmanned 
ATMs). 

 Do not expose card to direct sunlight, magnetic 
fields, X-rays etc. 

  
CONCLUSION 
 
From the above discussion it can be concluded that 
fraud attacks on ATM networks are a worldwide 
phenomenon, yet they are of particular concern in 
India where generally it is not a “fraud”, while it 
happens due to negligence. But the fact can not also 
be hidden that, the Indian ATM industry is in 
growing stage, this provides also an opportunity to 
the fraudsters.   
ATM fraud is growing because it produces cash and 
is fairly low risk relative to other crimes. The 
necessary equipment for criminal activity is 
inexpensive, readily available, and expendable.ATM 
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frauds also lend itself to organized crime. The fraud is 
repeatable. It is profitable, and it is not likely to end. 
Even so, consumer confidence in ATMs remains 
high, and industry efforts to combat fraud, increase 
consumer awareness and promote ATM security 
seem to be outpacing the growth rate of criminal 
activity. 
A three-pronged approach will be helpful to banks in 
combating ATM frauds: 
 
 Employees’ education /training. 
 Customers’ education/training. 
 Policies and procedures; and tests to gauge 

adherence to policies. 
 
Training should focus on the nature and risks 
associated with ATM frauds along with the example 
to illustrate the threat and exposure. It also should 
cover ways and means to resist the attacks to create 
the right kind of cautious attitudes. Finally, banks 
must have an information security policy in place that 

tells the insiders what they are expected to do and not 
to do, as well as the reaction to any breaches. 
        
New technologies such as video surveillance, remote 
ATM management and Foreign object detection- 
combined with common sense management practices 
aimed at deterring crime are providing manufacturers 
with an edge in the fight against fraud and keeping 
the self-services industry at least one step a head of 
the criminals. 
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