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Abstract— The Current generation of Smart wearable devices has been made in the form of watches and glasses and these 
smart devices have their own operating system. 
Smart watches have heart monitoring functions and biometric tools/sensor in the watches integrated with fitness 
Applications. They monitor heart rate and update average heart beat information on a regular basis.  In this paper, we are 
trying to implement an innovative way of secure authentication using heartbeat in the form of an application and also convert 
pulse rate into binary code to generate a password for accessing android supportable devices. 
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I. INTRODUCTION  
 
Android Wear  Technology is a brainchild of Google, 
created by the Google X division. 
It runs on the android operating system,which is an 
open source technology. 
Android Wear contains Google Now and has access 
to the Google Play Store from which apps may be 
downloaded.Most Android Wear Technology work 
using Bluetooth or Wi-fi, we are implementing our 
concept using NFC and trying to popularize and 
encourage  its use in Android Wear Technology. 
 
Users can avail directions through the sound of their 
voice with their phone,choose the mode of traversal, 
including cycles and  begin a journey. 
 
Through Google Fit and similar apps such as Moto 
Body,Android encourage ride and run tracking, 
through the simple command (“Ok Google Start a 
Run”), heart activity information can be accessed at 
any time, or if we are more specific a command such 
as(“Google ,what’s my heart rate”) provides us with 
the specific information 
 

 
 
II. LITERATURE SURVEY 
 
The top 3 android watches in the market are the Asus 
Zenwatch, Moto 360, and the Mio Alpha Heart Rate 
Monitor, all 3 watches, have heartbeat sensors and 
can support our concept. 

THE MIO ALPHA HEART RATE MONITOR  
is unique in the following manner: 
 
a) Fast find: The Alpha picks up your heart rate 
usually after only a few seconds of searching. A tip: 
stand still until it gives a confirmation tone. 
 
b)Alerts: If the timer is actively running, the watch 
will emit beeps whenever you venture outside of your 
pre-determined heart rate zone. One beep means 
you're just outside the zone. Two short beeps mean 
that you're 10 or more beats per minute outside the 
zone. A small LED light on the watch’s face flashes 
red if you’re above your upper limit and blue if 
you’re below it. 
 
c) Wireless connectivity: Bluetooth Smart 
(sometimes called Bluetooth Low Energy) is 
integrated into the device, meaning it will be able to 
connect with compatible smartphones while using 
relatively little power. This lets you easily pair the 
watch with an iPhone 5 or similar device to record 
HR data with a GPS tracking app. 
And so this watch is ideal for the application of our 
concept.There is an existing concept called 
NYMI:The Nymi [1] Band is a secure, wearable 
authenticator that increases both convenience and 
security through continuous, biometrically 
authenticated, proximity-based access control. The 
Nymi Band uses a proprietary technology called 
HeartID to authenticate users to the band using their 
electrocardiogram (or ECG). With the Nymi Band, 
strong and multi-factor biometric authentication can 
be deployed to any application, location or device, 
running on any mobile, laptop, desktop or cloud 
platform. 
Concluding our literature survey, this idea is 
applicable to various android wearable devices and is 
more efficient than the current existing technologies 
such as NYMI. In this concept, we are converting the 
heartbeat into binary codes which have been 
authenticated to access the data. 
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III. WORKING MODEL OF HEART BEAT 
AUTHENTICATOR 
 
Every person has a heart rate.The resting heart rate 
which is the number of times your heart beats per 
minute while your body is relaxed and at rest doesn’t 
change significantly with age.[4] 
 Now, we are trying to convert heart beat to binary 
codes where 0 represents low beat and 1 represents 
high beat. For example , if a person has a heart rate of 
80 bpm(beats per minute). When he breathes at a high 
rate, his heartbeat decreases and generates a binary 
code as 0 and if he sustains his breath it increases and 
generates 1.  
By the combination of 0’s and 1’s, we can generate a 
password for every unique person and access all 
supportable devices. Now the proposed combination 
of digits is 7 numbers so that there are combinations 
of digits that is 27 or 128 numbers, which is a 
reasonable amount, which has a low probability of 
being guessed, and is a comfortable amount for the 
user to input when he wants to open the locker. The 
number of digits the user will input will be made 
variable so the user can input as many as 10 which 
will lead to 1024 combinations possible and as low as 
2 which will lead to 4 combinations. 
 
Required Components: 
1)Arduino  Microcontroller 
2)Android  Smartphone 
3)Bluetooth Module 
4)Battery and Adaptor 
5)Driver relay as switch 
6)LED Indicator 
7)Solenoid 
 

 
 
The above diagram is an Arduino uno pin diagram 
which clearly tells the connections of the circuit  .We 
use C as the programming language for Arduino 
(1.0.5) [3] to run Arduino microcontroller. Relay as a 
switch to move the solenoid is set in pin 6 in Arduino 

microcontroller. Output pin 6 in relay will be in high 
condition and 1 s delay after user gives an order 
 
IV. PROPOSED SYSTEM 
 
Following are the steps to implement this system 
 
Step1: Registration 
a)Using “Google Now” the user says his name, this 
information is converted from audio to text by 
‘Google Now’ and  the registration form is updated. 
 
b)Similarly, he says the rest of his details and using 
javascript the email-id is verified. 
 
c)The Final and most important step are, by the use of 
Bluetooth we pair the Band and the android 
supportable locker. 
 
Step 2: Detection 
 
a) When the application is opened, the heart beat of 
the user is measured and it will be stored in the  
temporary memory of the Band. 
 
b) Using a sample space of 1 to 2 minutes, the band 
takes the average of the heart rate measured 
throughout the 2 minutes , it then plots a graph using 
these values,this graph is then displayed on the side 
of the watch and the peaks and drops of this graph 
become clear to the user. 
 
Step3: Password Generation 
 
a) When the user is about to set his password, he does 
so using a convention where we check the position of 
the point with respect to a base median.When the user 
holds his breath and the point comes below the 
median,it is accepted as 1, when the point is above 
the median and the user breathes out, it is accepted as 
0. 
 
b) The maximum allotted size for the given password 
is 10 binary digits. 
 
c) When each digit is entered  into the device,the 
device vibrates and acknowledges the entering of 
each character to the user. 
 
Step 4:Interfacing the device with the microcontroller 
through Bluetooth/NFC 
 
1) The device checks if the entered code matches the 
code originally assigned by the user with the help of a 
microcontroller. 
2) If the code matches, a green light is displayed on 
the microcontroller and the band displays a message 
“The device has been unlocked” else a red light is 
displayed and the message “Device has failed to 
unlock “is displayed. 
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V. PROS 
 
a) This concept allows us to use our heartbeat as a 
form of   security , so this knowledge is highly 
personal and very difficult to extract through external 
means. 

 
b) This technology can’t be replicated such as 
biometric scanners, or easily accessible such as the 
master key for safes and bank lockers 
 
c) This provides a high level of security for a 
particular  device like iris scanner. 

 
d) It’s user-friendly. 
 
e) The device allows us a choice of the number of 
digits we set for the passcode, that’s it’s flexible and 
can be personalized to suit our needs. 
 
VI. CONS 
 
a).  The heartbeat of an individual tends to vary 
throughout the day , is dependent on various factors 
and can vary according to the situation. 

b)  This concept is intended for high-level security 
purposes and not for general use. 
 
c)The device can’t be used by individuals with 
irregular heart rhythms[5] like for individuals with 
some of the following diseases: 
 
i) Atrial Fibrillation and Flutter 
ii) Congestive Heart Failure 
iii) Congestive cardiomyopathy 
iv) Mitral Valve Prolapse 
v) Paroxysmal Supraventricular Tachycardia (PSVT) 
vi) Hypertensive Heart Disease 
vii) Low Blood Potassium 
viii) High Blood Pressure 
ix) Hypothyroidism 
x) Panic Disorder 
xi) Etc. 
 
CONCLUSION 
 
This concept is a new and innovative take on security 
and provides a different form of security on a 
personal level and is up to date with the existing 
technology. It also incorporates the futuristic android 
wearable technology and adds another dimension to 
the present devices as a form of personal security. 
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