
International Journal of Advances in Electronics and Computer Science, ISSN: 2394-2835    Volume-4, Issue-8, Aug-2017 

http://iraj.in 

Analyzing Password Characteristics and Strength 

 

6 

ANALYSING PASSWORD CHARACTERISTICS AND STRENGTH 
 

1
V.S RAMANUJAN, 

2
B. SANTHI, 

3
C.S. SRIRAG, 

4
M.VIGINESH VAIBHAV, 

5
R. VISHNU PRASAD 

 

1,3,4,5 Department of Computer Science and Engineering, SASTRA University 
2Faculty, Department of Information and Communication Technology, SASTRA University 

 

 
Abstract - Passwords play an increasingly vital role in the modern, Internet-connected world. Particularly with the rise of 
massive online attacks that specifically target weaknesses in password setting, the study of password characteristics becomes 

crucial. In this paper we analyze a sample of 880,000 passwords that were released from past hacked databases. Frequency 
and the type of repeating characters in the passwords were studied, and their entropies were calculated. Based on these re-
sults, we conclude with suggestions for choosing stronger passwords. 
 

Keywords - Password Security, Strength Metrics, Password Policies, Privacy, Password Entropy, Brute Force, Cyberattacks 

I. INTRODUCTION 

 

Password strength is generally defined as the measure 

of  how difficult it is to break passwords. Password 

strength metrics are functions that take in a password 

and give out a score or number that denotes the 

strength of the password. 

The reason password strength metrics are used is to 

specifically single-out weaker passwords in order to 

improve overall password security. But password 

strength can be severely compromised if a brute force 
attacker focuses on frequently used characters to re-

duce the complexity of the attack. Thus, there is a 

need to analyse existing password data to find recur-

ring characters, and to see if they have a significant 

enough impact on the password strength. 

 

II. LITERATURE REVIEW 

 

Password analysis has been the subject of much re-

search and discussion. Mariam. M. Taha et al. are one 

of many papers that use the concept of entropy to 

determine password quality. They classify passwords 
into 4 categories: High quality and high entropy 

passwords, High quality and low entropy passwords, 

High entropy and low quality passwords, Low entro-

py and low quality passwords. Entropy is strongly 

correlated with password quality[1], where they de-

fine entropy as “a measure of “uncertainty” or “ran-

domness” of random phenomenon.” An online 

checker developed by Microsoft determines strength 

of a password as a function of the different types of 

characters used in the password, the overall length of 

the password, and whether the password can be found 
in a dictionary[2]. Patrick Gage Kelly et al. conclude 

their analysis of password cracking mechanisms by 

stating that “Effective attacks on passwords created 

under complex or rare-in-practice composition poli-

cies require access to abundant, closely matched 

training data.”[3] According to Florencio and Herley  

password bit strength was defined as 

PBS=log2(l+u+d+s)^ℓ, where ℓ is the password 

length; l=26 , if password contains at least one lower-

case character; u=26, if password contains at least 

one uppercase character; d=10 , if password contains 

at least one digit; s=22 , if password contains at least 

one special character (like the dollar sign); and 0 oth-

erwise[4]. 

 

A more relevant paper was a study of Greek pass-

words obtained through survey questionnaires[5], 

where “The average password length is slightly less 

than 7 characters. The vast majority (99.6%) of the 

passwords consists of Latin characters and digits on-

ly.” 
 

The Greek study also mention Cazier and Medlin, 

who described a “focussed study on five hundred 

passwords of an e-commerce site, which succeeded in 

cracking 99.2% of them within 38 hours[6].” The 

average password length was 7.37 characters. Most 

passwords consisted of letters only (58.3%); 35% of 

them had letters and numbers; and less than 2% had 

special characters too. 

 
Fig. 1 

 

III. PASSWORD GUESSING ATTACKS 

 

Password guessing attacks broadly come in 4 types, 

as shown in Fig. 1, which was described by Javier 

Galbally et al. in their proposal for a multimodal ap-

proach to password strength analysis[7]. „List Worst 

Passwords‟- checks with commonly used pass-

words(„password‟, 123456, mypassword), Brute 
Force Attacks - try all possible combinations but 

Worst  

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%252522Authors%252522:.QT.Mariam.%252520M.%252520Taha.QT.&newsearch=true
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which are computationally complex, Dictionary 

words - compare password with dictionary words. It 
can also be Dictionary words „with rules‟ - that try to 

further  expand dictionary word attack, and the finally 

Markov Chains: which can be „layered‟ or „simple‟, 

and which uses a probability based approach. These 

attacks are mostly successful in cracking „trivial‟ 

passwords- non-trivial passwords cannot be cracked 

in finite time without relevant and important informa-

tion about them being known.  

 

These 6 types of attacks are further grouped into three 

categories: Attack-based, Heuristic-based and Proba-

bilistic-based. Attack-based methods give a measure 
of the resistance of passwords based on time taken to 

crack them. Heuristic-based methods provide a meas-

ure of the password complexity based on heuristics, 

of which the NIST 800-63 is the industry standard. 

Probabilistic-based methods make use of Markov 

models. 

 

IV PASSWORD ANALYSIS 

 

1. Length 

A random sample of 2000 passwords is taken from 
the 800,000. Since the 2000 passwords are chosen 

randomly, they should be representative of the entire 

dataset as a whole. We calculate length of the pass-

word and find the following results:  

Aver-

age 

Length 

Mini-

mum 

Length 

Maxi-

mum 

Length 

Me-

dian 

Length 

Stan-

dard 

Devia-

tion 

8.362 3 23 8 2.08 

Fig. 2 

 

The average length of the password is 8.3, which is 

an increase over the greek study. The maximum 

length amongst the given sample is 23, but the stan-
dard deviation is only 2.08, indicating that most 

passwords have a length between 4-12, or two stan-

dard deviations. 

 

2. Character Analysis 

Taking the password dataset and studying the fre-

quency of each constituent character, we end up with 

the following results: 

% of Charac-

ters 

% of Numbers % of Special 

Characters 

58.38 40.98 0.63 

Fig. 3 

 
Numbers occupy more than 2/5ths of the total charac-

ter space, which is an increase compared to previous 

studies which showed that letters were by far the 

most dominant character in passwords[1]. Extrapolat-

ing from the results of the length and password analy-

sis, we get a picture of the „average password‟ which 
would be 8 characters long with 3 numbers(40%) and 

5 alphabets(60%).  

 

The frequency of each digit is then analysed in Fig 4: 

 
Fig. 4 

 

The digit 1 is the most common digit, occurring 

16.28% of the time. 0 and 2 follow, occurring 12.38% 

and 12.65% respectively. These three digits together 

account for more than 40% of the total number of 

digits used, while 6 and 7 are the 2 least used digits.  

 

An attacker employing brute force may therefore ad-

just his mechanism to attack 0,1 and 2 more frequent-

ly in order to increase the probability of cracking the 

passwords 

Next, alphabets are analysed. Amongst alphabets, 
which account for 58.38% of all characters, lower 

case alphabets account for 94.08% of the character 

set, while upper case characters are only 5.91% of the 

total. Having uppercase characters in the password 

may thus protect the password from attacks which 

focus on lowercase characters which make up the 

majority of most passwords.  

 

The percentage of the 5 most frequently occurring 

lowercase letters amongst all lower case letter is giv-

en below:  
 

a e i n o 

10.86 8.44 7.3 6.37 6 

Fig. 5 

 

4 of the 5 most commonly occurring letters are vo-
wels, with „a‟ being the most common letter. Upper-

case letter follow a very similar distribution.  

 

„q‟ is the least occurring letter, suggesting dictionary 

words and names are frequently used, considering 

that q occurs rarely in both[8]. 

 

3. Entropy  

As mentioned earlier, entropy is often a very good 

indicator for password „quality‟.  
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Entropy is also usually defined as a measure of ran-

domness. For this it takes the total possible character 
pool into account. In our dataset we have the follow-

ing character pool: 

  (i) 26 lower case alphabets 

  (ii) 26 upper case alphabets 

  (iii) 10 numerals 

  (iv) 6 different special characters 

With a total character pool of 68, we calculate entro-

py by the following formula: 

 

Entropy = log2(n)xl 

where l= length of password 

n= 68  
 

For entropy, the following results are obtained:  

Average Min Max Median Standard 

Deviation 

50.32 18.05 138.41 48.14 12.52 

Fig. 6 

 

 
The average entropy is thus 50.32, with half of all 

passwords having an entropy of below 48.14 The 

standard deviation of 12.52 indicates that the upper 

limit of entropy for themajority of passwords is close 

to 75, which is still not a „non-trivial‟ password. The 

minimum entropy is 18.05, while the maximum in the 

dataset was 138.41. In order to have an entropy above 

100, the password must have at least 17 characters. 
In the above table, we can see the entropy values for 

various „types‟ of passwords (i.e) purely numerical, 

purely alphabetical and then the combination of both. 

The entropy values shoot up for the longer length 

password „piontekendre‟ even though it is relatively 

simpler in the way that it has only alphabets. Thus, 

this password will be harder to crack than the pass-

words that have a combination of alphabets and cha-

racters, although the latter seem more complex. 

 

CONCLUSION 

 
Difficulty to crack a password greatly increases with 

its length. A password with more than seventeen let-

ters will have an entropy high enough to offset the 

predictability that comes with using dictionary words. 

The most common numbers(0,1,2) and most common 

letters(vowels) should be avoided if the password is 

shorter than 16 characters. However, instead of ask-

ing customers to put a capital letter and special cha-

racters, it would be far more beneficial for password 

security if the checking condition was the length of 

the password, which would ideally be more than 17 
characters. Not only would this be harder to crack, 

but by allowing dictionary words and making special 

characters optional, the password is also likely to be 

easier to remember. 
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