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Abstract - At the present time Security is a prehistoric dispute for any Shared information over group members or any 
networks in this bond Encryption is used in a message scheme to make safe data in the transmitted messages from anyone 
other than the well-intended receiver.To provide security to communication in a network we must use encryption and 
decryption so the sender will encrypt the data and the receiver will decrypt the data.  Broadcast encryption(BE) is the 
procedure of distribute encrypted data from end to end a protected channel, projected for several users, in which only the 
confidential users can decrypt the content. In a broadcasting encryption (BE) all the intentional receiver are required to be 
provide somewhere to stay in an organized way, which is possible through an efficient key management scheme. An idyllic 
BE scheme must describe a key management scheme and an encryption scheme. The potential steps in key management are 
key generation, a perfect revocation scheme, and a re-keying mechanism. This paper  illustrate a key generation system 
using Elliptic Curves. The generated key can be used as a Asymmetric key. The important feature of this Asymmetric key is 
that the key is constituted by the contribution from all the legitimate users so that the revocation mechanism can be 
simplified, but at the expense of communication overhead. The proposed method describes two advance to communicate the 
Asymmetric key to the user or to the groups. 
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I. INTRODUCTION 
 
These days security is a primitive assessment for any 
outsourced information over group users or any 
network there is an expanding interest of flexible 
cryptographic primitives to ensure accumulate 
correspondences and calculation stages lets take a 
portion of the stages like texting instruments, 
community oriented processing, versatile specially 
appointed systems and interpersonal organizations for 
above stages of uses cryptographic primitives 
consenting a sender to immovably encode to any 
subgroup of the clients of the administrations without 
trusting on suppliers. Communicate Encryption (BE) 
is an all around concentrated straightforward 
deliberate for secure gathering concerned 
frameworks. It lets sender to immovably 
communicate to any subgroup individuals however, a 
BE framework significantly be dependent upon an 
unrestrainedly solid key server who yields mystery 
unscrambling keys for the gathering individuals and 
can read every one of the correspondences to any 
individuals. Accordingly of the expanded distinction 
with gathering concerned frameworks and 
conventions, assemble correspondence happens in a 
wide range of settings from system layer multicasting 
to application layer. Despite the security 
administrations, hidden condition are important to 
give correspondence protection and trustworthiness. 
While distributed security is a develop and very much 
created field, the protected gathering correspondence 
remains moderately unexplored. As opposed to a 
typical starting impression, secure gathering 
correspondence is not a basic augmentation of secure 
two-party correspondence. There are two imperative 
contrasts. To begin with, convention productivity is 

of more noteworthy worry because of the quantity of 
members and separations among them. The second 
distinction is because of gathering flow. 
Correspondence between two-gatherings can be seen 
as a discrete marvel. It begins, goes on for some time, 
and closures. Aggregate correspondence is more 
convoluted. It begins and the gathering individuals 
leave and join the gathering and there won't not be a 
very much characterized end. A gathering key 
understanding (GKA) is another surely knew 
cryptographic primitive to secure gathering focused 
interchanges. An ordinary GKA permits a gathering 
of individuals to shape a typical mystery key by 
means of open systems. In any case, at whatever 
point a sender needs to make an impression on a 
gathering, he should first join the gathering and run a 
GKAs convention to impart a mystery key to the 
expected individuals. All the more as of late, and to 
beat this impediment, Wu et al. presented topsy-turvy 
bunch key assention, in which just a typical gathering 
open key is arranged and each gathering part holds 
there various decoding key. Be that as it may, neither 
routine symmetric gathering key understanding nor 
the recently presented uneven GKA permit the sender 
to singularly avoid a specific part from perusing the 
plain content. Henceforth, it is basic to discover more 
adaptable cryptographic primitives permitting 
dynamic communicates without a completely 
confided in merchant. Contributory Broadcast 
Encryption (CBE) primitive, which is a half breed of 
GKA and BE. 
 
II. SYSTEM STUDY 
 
Our abounding system group key Agreement (GKA) 
is every other properly-understood cryptographic 
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primitive to secure organization-orientated 
communications. A conventional GKA lets in a group 
of contributors to set up a common mystery key thru 
open networks. but, every time a sender wants to send 
a message to a collection, he need to first be part of 
the institution and run a GKA protocol to share a 
mystery key with the meant receivers. 
 
In recently, and to overcome this challenge, Wu et al. 
introduced asymmetric GKA, in which best a 
common organization public key's negotiated and 
every association member holds a distinctive 
decryption key. 
 
however, neither conventional symmetric GKA nor 
the newly added uneven GKA allow the sender to 
unilaterally exclude any precise member from 
studying the plaintext. consequently, it's miles critical 
to locate more flexible cryptographic primitives 
allowing dynamic announces with out fully relied on 
vendors. 
 
Challenges with Existing System: 
The major challenges have been noticed under 
presented systems i.e 
 Key management Issues 
 User Revocation Problem i.eupdate the keys 

when users join or leave in network 
 
2.1.Understanding of BE: 
Broadcast encryption is the cryptographic problem of 
delivering encrypted content over a broadcast 
channel in such a way that only qualified users can 
decrypt the content. The challenge arises from the 
requirement that the set of qualified users can change 
in each broadcast emission, and therefore revocation 
of individual users or user groups should be possible 
using broadcast transmissions, only, and without 
affecting any remaining users. As efficient revocation 
is the primary objective of broadcast encryption 
 

 
Fig 1.Message Broadcasting 

 
In the above figure we have navigated how securely 
transmit a message to all members of the privileged 
subset. 
How broadcast encryption works? 
=Broadcast encryption [5] enables a broadcaster to 
transmit encrypted data to a set of users so that only a 
privileged subset of users can decrypt the data. A. 

Fiat [5] described a broadcaster encrypts messages 
and transmits these to a group of users who are 
listening to a broadcast channel and use their private 
keys to decrypt transmissions. Cecile described 
dynamic broadcast encryption scheme involves two 
authorities: a group manager and a broadcaster.  
 

 
Fig 2.Broadcast encryption 

 
The group controller’s grants new members access to 
the group by providing to each new member a public 
label lab and a decryption key dk. The generation of 
(lab, dk) is performed using a secret manager key. 
The broadcaster encrypts messages and transmits 
these to the whole group of users through the 
broadcast channel. In a public-key broadcast 
encryption scheme, the broadcaster does not hold any 
private information and encryption is performed with 
the help of a public group encryption key 
E(k)containing. When the broadcaster encrypts a 
message, some group members can be revoked 
temporarily from decrypting the broadcast content.  
 
III.PROPOSED SYSTEM 
 
In this paper we have proposed ASymmetric key 
broadcast encryption (ASKBE) which leads the above 
issues effectively than our presented system.  
 

 
Fig3.ASymmetric Key Broad Encryption 

http://iraj.in


International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-4, Issue-4, Aprl.-2017 
http://iraj.in 

A Symmetric Key Broadcast Encryption (ASKBE) for Transfereing data Over Dynamic Group Members 
 

114 

A Symmetric Key Broad Encryption 
The centre pre-distributes secret information to the 
users. A broadcast takes place in a session. For each 
session: Some users are privileged and the rest are 
revoked. The actual message is encrypted once using 
a session key. The session key undergoes a number of 
separate encryptions. This determines the header. 
Only the privileged users are able to decrypt. A 
coalition of all the revoked users gets no information 
about the message. 
 
Subset cover schemes 
Identify a collection S consisting of subsets of users. 
Assign keys to each subset in S. To each user, assign 
secret information such that it is able to generate 
secret keys for each subset in S to which it belongs; 
and no more. During a broadcast, form a partition 
{S1, . . . ,Sh} of the set of privileged users with Si∈ S. 
The session key is encrypted using the keys for S1, . . 
. , Sh. Each privileged user can decrypt; no coalition 
of revoked users gains any information about the 
session key (or the message). 
 
3.1. OPTIMIZED KEY MANAGEMENT 
The preservation and the distribution of the keys 
(which involves re-keying also) for 
encryption/decryption is commonly called Group Key 
Management 
 
The major security concern in broadcasting is key 
management. Traditional group key agreement 
protocols [1]- [3] are based on the traditional public 
key cryptography and hence require public key 
infrastructure (PKI) to issue and manage the public 
key certificates, which suffers from key escrow 
problem. The protocols generally requires O (n) or O 
(log n2 ) communication rounds for n number of 
participants. The issue of key management can be 
simplified by ID-based cryptosystem which 
overcomes the burden of heavy public key certificate 
managements [4]. In ID- based system user’s unique 
identifiers itself functioned as its public key and often 
requires an offline trusted authority for generating 
their private key.Existing key management systems 
are implemented with two approaches called group 
key management and key distribution system 
[6].Group key agreement allows a group of users to 
negotiate a common secret key via open networks [7]. 
Then any member can encrypt any confidential 
message with the shared secret key and only the 
group members can decrypt. BE scheme in the 
literature are classified into two categories:  
 
Asymmetric BE and public key BE.  
In the Asymmetric key setting, a  public key is used 
for encryption and and secrete key is ued for 
decryption. In broadcasting scenario, the broadcaster 
has to negotiate on a common shared secret key 
which involves a lot of communication among the 
different legitimate users, broadcast controllers and 

group controllers etc. In the public key setting, in 
addition to the secret keys for each user, the 
broadcaster also generates a public key for all the 
users. Conventional methods can avail the key pairs 
from the Private Key Generators (PKG) which suffers 
from key escrow problem. From the literature there 
exists taxonomy of key management schemes that 
can be used for secure group communication. 
Each membership change in the group requires re-
keying and the group may be highly dynamic, the 
major challenge of group key management is how to 
assure re-keying using the minimum bandwidth 
overhead and without increasing the storage 
overhead. 
 
3.2.Key Distribution 
This approach uses the centralized approach wherein 
usually a central authority(CA) who manages the 
entire multicast groups and its memberships. At the 
same time, the burden of managing the group of users 
is under the control of Group Controllers(GC). The 
GC is responsible for the generation and distribution 
of identities to the group of users. Content is 
encrypted using a group key which is known to a 
group of users in many scenarios, When users leave 
or join the group, the group key must be changed and  
Prevent leaving members from decrypting content in 
the future ,Prevent joining members from decrypting 
previous content (backward secrecy) , O(n) messages  
When a group member leave, GC (Group controller) 
must change the group key and inform all group 
members The GC computes the key share and unicast 
to the BC. Upon receiving all the keyshares from all 
valid groups, BC computes the final symmetric key. 
 
Some of the primitive Key properties  
1. Collusion freedom requires that any set of 
unauthorized conscientious users  
2. Key independence: a protocol is said key 
independent if a disclosure of a key does not 
compromise other keys.  
3. Minimal trust: the key management scheme 
should not place trust in a high number of entities. 
Otherwise, the effective deployment of the scheme 
would not be easy. 
3.3.User Revocation: 
User revocation means when a user leave from the 
group, such users are treated as revoked users, they 
are not supposed to broadcast the data over subset 
group members  due to user revocation .  
 
User revocation can managed by following two 
mehods 
1. Forward secrecy requires that the users who left 
the group should not have access to any future key. 
This ensures that a member cannot decrypt data after 
it leaves the group. To assure forward secrecy, a 
rekey of the group with a new Data Encryption Key 
(DEK) after each leave from the group is the ultimate 
solution. 
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2. Backward secrecy requires that a new user that 
joins the session should not have access to any old 
key. This ensures that a member cannot decrypt data 
sent before it joins the group. To assure backward 
secrecy, a re-key of the group with a new DEK after 
each join to the group is the ultimate solution.  
 
CONCLUSSION 
 
In this paper, we dignified the ASymmetric key 
broadcast encryption (ASKBE). In ASKBE, any user 
can send secret messages to any subset of the group 
members, and the system does not require a trusted 
key server. Neither the change of the sender nor the 
dynamic choice of the intended receivers require 
extra rounds to negotiate group encryption/decryption 
keys. In this paper we have been analysed broadcast 
encryption (BE) and its challenging issues as our 
proposed system we  we formalized the ASymmetric 
key broadcast encryption (ASKBE)which leads the 
above issues effectively than our presented system. 
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