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Abstract- Nowadays it is hard to prevent security incident because cyber threats have been diversified. Therefore it is 
required to improve abilities about rapid detection and restoration if the security incident could not be prevented perfectly. 
Some efforts have been tried to apply resilience to the field of information security since 2010. However it was difficult to 
apply resilience to real business environment because the concept of resilience was not defined. Furthermore a cyber 
resilience were regarded as one of the critical issue at the international standard meeting held in 2016. At the meeting, the 
way to define the concept of cyber resilience and to apply to business environment as international standard were proposed 
as future task. The purpose of this study is to define the concept of cyber resilience and propose a future research direction. 
We also introduce a cyber resilience model and international standard activities at ISO/IEC JTC1 SC27.  
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I. INTRODUCTION 
 
With the increasing number of internet users and 
development of destructive technology represented 
by ICBM (IoT, Cloud, Big data, Mobile), a new type 
of digital business model is currently developed. 
However, with this rapid change, the threats in cyber 
are increasing as such. The number of attacks online 
is occurring more than 10 million a day and it causes 
a loss of over 100 billion dollar a year. Cyber 
resilience refers to an ability to deliver outcomes 
aimed by an organization despite negative events or 
threats in cyber.  Starting with a recognition of the 
fact that security activity within the organization is 
not just system, software, or IT department’s own 
responsibility, it refers to an activity to give support 
to practice preventive measures and remediate tasks 
by recognizing these risks and utilizing intelligence 
focused by human. 
 
The term cyber resilience has become recognized 
gradually as important in individuals, businesses, 
societies, and nations and there is an increasing 
interest and utilization in the concept since it was 
used at the World Economic Forum, Davos in 2012 
[18]. Related studies are just remaining in the early 
stages yet in academic world, but the term resilience 
is used a lot between political or business leaders. 
Such studies have been conducted under a lot of 
interests of standardization experts since the 
preparation work for international standardization of 
cyber resilience began at JTC1 SC27 conference held 
at India on Oct., 2015. 
 
This study aims to make a comparative analysis of 
the existing studies on the definition, characteristics, 
and principles of cyber resilience, clarify its concept, 
analyze the representative cyber resilience model, and 
provide requirements and tasks for implementing 
cyber resilience. Also, it describes issues in efforts for 
cyber resilience international standardization and 
propose future activity plans. 

II. CONCEPT OF CYBER RESILIENCE 
 
2.1. Definition 
The definition of cyber resilience is discussed in 
various ways by many experts, but the most 
generalized and universal definition is as follows [6] 
[7]. Cyber resilience refers to an ability to deliver 
outcomes or results intended constantly despite 
negative cyber events. What is noteworthy here is 
that cyber resilience means an ability and this can be 
an ability in different dimensions at the information 
system, business function, organizational, local, or 
urban, national or societal, or international levels. 
Delivering constantly means that outcomes intended 
must be provided when normal delivery mechanism 
failed, or even after crisis situations or security 
incidents occurred. This includes recovery to the 
normal. Negative cyber event refers to all events that 
have a negative influence on IT system connected 
network due to natural disasters or artificial causes 
and confidentiality, integrity and availability of 
relevant information and service. In this respect, it 
can be distinguished from business resilience.  
Cyber resilience is generally translated as elasticity, 
but emphasizes that after an incident occurs, the 
ability to recover it to normal state as soon as possible 
is important, but incidents must be prevented in threat 
factors that might affect an organization based on the 
coordination of business between related departments 
(e.g. IT operation department, security department, 
BCM department, etc.) within the organization and 
even if an incident occurred, the ability to detect as 
soon as possible and recover to the normal state is 
required. To give a liberal translation to this for easy 
understanding, it means that we must establish the 
immune system. Therefore, it is proposed in this 
study that cyber resilience is ‘cyber immune 
recovery.’  
 
2.2. Property  
To identify the major attributes of cyber resilience, it 
is necessary to compare the difference from cyber 
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security. The two concepts can be compared as 
shown in Table 1.  
 

Table1: Characteristics of cybersecurity vs. cyber resilience 

 
 
One of the major attributes that distinguish 
cybersecurity from cyber resilience is that if cyber 
security focuses on the protection of IT system, cyber 
resilience ultimately aims at business delivery. 
Therefore, cyber resilience efforts show a stark 
difference in that it starts from business rather than 
information technology. To look at the attributes of 
desirable system in relation to the above goal, cyber 
security designs a system that does not allow failure, 
whereas cyber resilience assumes that it can fail. 
Nevertheless, it is also designed to overcome failure 
under the controlled situations to accomplish the 
intended goal.  
To be resilient, it is necessary to consider surrounding 
environment as well as organization. It is necessary to 
view strengths and weaknesses from a different angel 
rather than seeing business and IT system as network 
mutually connected with the surrounding 
environments and thus simply seeing these as sources 
of threat. Finally, it can be said that crisis 
management capability for reinforcing the risk-based 
security management capability by establishing cyber 
resilience and security operation capability through 
internationalization of security process in ordinary 
times and rapid response and recovery to normal state 
in case of emergency are required. 
 
2.3. Principle  
To implement cyber resilience in digital business, 
Gartner proposed the following six principles [8]. 
First, risk-based decision making should be adopted. 
As the existing compliance-based approach has 
limitations in reacting to digital risk, risk-based 
approach is required to minimize risks. The targets of 
risk management are impacts on business as well as 
risks of information asset. Second, security effort is 
required from the business performance perspective. 
In digital business environment, security strategy 
considering organization’s management performance 
as well as IT infrastructure must be established. 
Third, it is necessary to play a role as a facilitator. 
The existing security activity should change from 
passive defender to facilitator for maintaining 
organization’s security and balance between 
management performances. Fourth, the flow of 
information must be understood and determined 
rather than the control of information. In other words, 

an organization’s information are diffused across 
cooperative companies, devices, and networks in 
digital business environment and thus there is a limit 
to controlling all information. Therefore, it is 
necessary to determine the flow of information in an 
organization and accordingly make consistent 
vigilance and active response. Information 
distribution analysis enables identification and 
assignment of responsibility and authority over 
information. Fifth, people centric security is 
necessary. A simple technical solution has a limit to 
minimizing the digital risk and thus trust-based 
approach emphasizing an individual’s authority and 
related responsibility is required. Sixth, rapid 
detection and response should be established and 
invested. Establishing and operating security 
measures against all types of attack in the rapidly-
changing digital business environment is impossible 
in reality and so strategies for rapid detection for 
minimization of loss and establishing capability for 
recovery to the normal state must be established and 
related systems should be invested. 
 
III. CYBER RESILIENCE MODEL 
 
The representative model for cyber resilience is 
Carnegie Mellon University’s CERT-Resilience 
Management Model [2]. The scope of this model 
includes business’s core assets such as human 
resources, information (business process), 
technology, and facilities. RMM aims at ensuring 
protection and sustainability of core assets from the 
integrative perspective. The aim of resilience is to 
establish an immune recovery system and 
subsequently achieve organization’s mission as 
security measures for preliminary prevention, rapid 
detection, and security response. 
RMM is composed of 4 areas (engineering 
management, enterprise management, operation 
management and process management) and 26 
process areas as shown in Fig.1. Engineering 
management field is a process area for establishing 
and implementing resilience in asset and business 
process and service and consists of requirement 
management, asset management, and service 
continuity management. Enterprise management field 
includes management processes at the company-wide 
level including governance, risk management, 
compliance, financial management, and human 
resources management. Operation management field 
emphasizes security operation process including 
access control, ID management, incident 
management, vulnerability management, and 
outsourcing management and resilience of overall 
assets including knowledge management, technology 
management, and environmental control. Process 
management field is composed of process areas for 
ensuring that resilience management process 
including monitoring, measurement and analysis, and 
definition of organizational process is measured, 
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managed, and improved.  The goal of process 
management field is continuous improvement of 
resilience and to achieve this, each process area is 
performed repeatedly.  

 

 
Fig.1. Domains of CERT-RMM processes 

 
The federal government of the United States has 
developed CRR(Cyber Resilience Review) based on 
the CERT-RMM model and applied it into the federal 
government led by the Department of Homeland 
Security  [3]. CRR includes a total of 42 goals and 
167 practices based on ten areas (asset management, 
security policy management, composition, and 
change management, vulnerabilities management, 
incident management, service continuity 
management, risk management, external dependency 
management, training and awareness, and domestic 
and foreign environment analysis). The purposes of 
each domain to achieve are specified and cyber 
resilience capability of organization can be measured 
through particular goals and related practices.  
Each domain includes questionnaires on goals, goals 
of a particular domain, related practices, and 
MIL(Maturity Indicator Level). MIL questionnaire 
evaluates the degree of institutionalization of 
practices within organization. At this time, the 
organizational performance is digitized in five stages 
(Incomplete, Performed, Managed, Measured, 
Defined) depending on MIL grade. All questionnaire 
items of CRR can be answered in three replies: 
“Yes”, “No”, “Performed partially.” CRR measures 
practices, goals, domains, and organizational 
performance at the MIL level. The calculation criteria 
during measurement are established according to 
organization’s achievement level and the measured 
values are calculated through arithmetical mean. 
Based on the result values drawn, organization 
identifies problems, prioritizes prerequisites through 
gap analysis, and makes a plan. 
 
IV. ISSUES ON INTERNATIONAL STANDARD 
 
With the gradually expanding requirements for 
implementation of cyber resilience resulting from the 
rapid changes in business and technical environment, 
it is also necessary to study and standardize the scope, 
concept, implementation model, and implementation 
mechanism of cyber resilience. Accordingly, JTC1 
SC27 WG1 proceeds in the initial preparatory stage 

for international standardization of cyber resilience. It 
began to be discussed at India Conference on Oct. 
2015.  Many experts from E.U., U.S., Japan, and 
Korea discussed term definition and standardization 
strategy based on contribution at Tampa Conference, 
U.S. on Apr., 2016.  As a result, 3 rapporteurs were 
appointed and SP(Study Period) was extended to 
Apr., 2017 and subsequently there is a sufficient 
discussion underway with a study period of one and a 
half years in total. As requirements for expert’s 
contribution for the next October conference, term 
definition and level of cyber resilience, identification 
of threat factors that have a negative influence, 
identification of standards to be considered among 
the existing related international standards, and expert 
opinions on the international standardization 
strategies are required.  
Standards related to cyber resilience are ISO/IEC 
27001 [10], ISO/IEC 27002 [11], ISO/IEC 27013 
[12], ISO/IEC 27031 [13], ISO/IEC 27035 [14], and 
ISO/IEC 27036-1 [15] in SC 27 and ISO 22301, in 
ISO/TC 292 [9]. Furthermore, defecto standards are 
ENISA’s recommendation [4] [5], NIST SP800-53 
[16], NIST SP800-61 [17], DHS CRR [3], CERT-
RMM [2], and ASIS SPC.1-Organizational resilience: 
Security [1]. Therefore it is necessary to develop 
contribution on which standard is necessary for this 
project, how it should be utilized, and how it can be 
differentiated from the existing standards. As this 
project has significance, positive activities in 
contribution and participation into international 
standard conferences should be performed.  
 
V. RESEARCH DIRECTION 
 
For cyber resilience in digital business environment, 
above all, management capability focused on risk-
based security activities is required. In other words, 
the work-site operations that identify risks at the 
service dimension and utilizes related information 
assets rather than information asset-based risk 
management performed by the existing information 
security department or IT department should 
participate in risk management process and protective 
measures should be established according to the 
related internal and external requirements, and if 
doing so, effective risk management will be possible. 
Also, management capability that can be the basis for 
resilient security should be assured through 
evaluation of security activities, educational program 
establishment and effectiveness measurement, and 
conformity assessment of protective measures by 
institutionalizing organizations and personnel for 
achieving continuous improvement. 
The existing preventive security control including 
system access control and physical security 
countermeasure focuses on introducing technical 
solutions and thus is insufficient in routine 
operational activity. This is why some organizations 
are difficult to recognize if security incident occurs 
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and even the same type of security incident occurs 
repeatedly. Therefore, to establish an immune 
recovery system, it is necessary to establish and 
internalize an operational business process to utilize 
necessary tools/SWs and process tasks by competent 
persons in charge based on automation and 
interoperability in accordance with appropriate task 
procedure. If it is impossible to prevent security 
incidents in advance completely, detecting security 
incidents as quickly as possible, and recovering into 
the original state is important. In order to detect and 
respond to abnormal symptoms as rapidly as possible 
in an organization’s security threats and 
vulnerabilities, constant monitoring and analysis 
activity must be followed. In digital business 
environment, security solution that restricts work 
efficiency and user convenience is difficult to apply 
and so minimum preventive control and rapid 
detection and response system must be considered 
simultaneously. At this time, various kinds of 
information on the type of threats and vulnerabilities 
that have become an issue recently can be provided 
through cooperative ties with external professional 
institutions and Collective Intelligence and 
maintaining evidence of security incidents and legal 
action would also be possible.  Finally, the activities 
above should be connected with an organization’s 
crisis and disaster management programs and by 
doing so, an organization’s business continuity will 
be maintained if security incident occurs. 
 
CONCLUSIONS 
 
In a digital business environment, the security 
incident is hard to prevent perfectly because various 
threats are appeared and devices are newly 
developed. Therefore existing security approach 
focused on preventive control has lots of limitation. 
Cyber resilience, as a new paradigm, is a concept that 
emphasizes rapid detection and response on the 
assumption of security incident. On this study, the 
concept of cyber resilience including definition, 
property and principle, and future research direction 
were proposed through analysis of representative 
model and issue on international standard. 
The future research direction proposed on this study 
is as followed. First of all, a research on risk based 
security activities rather than compliance based 
security should be identified. That means the scope of 
research should be cover overall risk related to 
service dimension as well as information asset. 
Second, it is required to identify the way to enhance 
security management capability at the enterprise-wide 
level. In other word, the management capability that 
can be the basis for resilient security should be 
assured through evaluation of security activities by 
institutionalizing organizations and personnel for 
achieving continuous improvement. Third, a research 
for rapid detection and response of security incident 

with minimum preventive security solution is 
important. For this research, what kind of task, 
capability and tool are required to apply to real 
business environment should be identified. Finally, a 
research for using Collective Intelligence should be 
performed to respond security incident immediately. 
Because organizations will have lots of difficulties to 
collect newly appeared security threat and respond by 
single-handed. Above proposed researches is valuable 
to apply concept of cyber resilience to real business 
environment and will contribute maintaining business 
continuity even security incident occurs. 
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