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Abstract - Nowadays, companies who want to make their business technically cutting-edge drifts their business from 
standard form to computerized way. ERP is the most appropriate preference for them. ERP is unified, programmed 
application software which helps the organization to maintain complicated business transaction at one place. ERP currently 
is undergoing the alteration that will make it more cooperative, web-enabled and even wireless. As the ERP system comes 
with heaps of benefits, the tool also comes with many shortcomings like money, time, human resources, etc. The ERP 
system is leading to a system with high susceptibility and safety of the data which flows in the system also makes a vigorous 
importance in the organization. Many ERP vendors have already unified their security solution, which may work well 
internally, while in vulnerable environs we need new technical methodologies to secure an ERP system. 
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I. INTRODUCTION  
 
Enterprise resource planning system or ERP doesn't 
stand to its abbreviation. Forget about the term 
planning it does little of that also leave the term 
source, just a trivial term. But the term enterprise 
stands for its actual goal. The application tries to 
encompass all the functions and activities of all the 
departments of a company onto a single computer 
system which can attend all their specific needs. ERP 
is the software which integrates business processes 
often in real time, with technology. Developing a 
single integrated application program which 
accompanies the requirement of employees in all the 
departments like finance, human resources (HR) and 
in the warehouse takes a lot. Earlier, each department 
had its computer system designed specifically for 
their needs [1]. But now the scenario has changed. 
ERP integrates them all together into an individual, 
unified application program which uses a single 
database so that all departments and their employees 
can share data and information, and interconnect with 
each other. 
All the departments still get their application 
software, apart from the fact, that here all the 
application programs are linked together so that 
someone in finance department can drill down into 
the manufacturing unit software to see the 
specifications and details of the order placed by the 
customer. A standard Enterprise software runs 
applications and databases on the back and whereas 
user interface executes on Personal Computers, 
laptops and mobiles. 
Earlier in the 1990s, ERP was built as a compact, 
unified monolith. However, today most software of 
different vendors has become very user-friendly such 
that one can buy only the desired modules without 

purchasing the entire package [2]. Expected benefits 
of implementation include: 

1. Real-time data processing- handling 
hundreds of thousands of events per second, 
for example, integrate sensor data, deliver 
business intelligence(BI), run complex event 
processing, or complete real-time billing 
(phone companies) and meter reading 
(utilities).  

2. Sharing data effectively across the enterprise  
3. Eliminating expensive and difficult to 

maintain integrations  
4. Surpass analysis of transaction data and 

predict the trends in business.  
5. Accelerating efficiencies and learning curves 

through a standard software interface.  
ERPs can help us to achieve several functionalities, 
but there is one area that proves to be difficult to get 
it right, and these are -Security and Controls [3]. The 
paper is organized into various sections as follows: 
Section II covers the case study for the last sixteen 
years. Section III states the myths in the organization 
about ERP security. Section IV discusses employee 
environment of any organization. Part V is about the 
maturity of the market. Section VI covers the details 
of failures in security. Section VII highlights the 
various vulnerabilities that occurred in SAP systems 
for the year 2016.Section VIII discusses in detail the 
ERP security solutions, and next section covers how 
continuous monitoring is beneficial. The last part is 
the conclusion of the paper. 
 
II. CASE STUDY  
 
SAP is the ERP market leader. In 2017, SAP 
unconfined 317 safekeeping points in total. 
Compared to 302 points which were revealed in 
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2015, there is just 4.3% advance rate which rarely 
represents any noteworthy variation. The graph given 
below represents the number of security dents issued 
over the past sixteen years: 
Hence to recapitulate, sixteen years of SAP 
safekeeping points can be readily congregated into 
three phases: 

1. For the leading eight years (2001-07), there 
was a little information accessible about 
susceptibilities and extenuation hence such a 
low amount of safekeeping points was 
released.  

2. However, there's a preliminary spike in 2008 
because several vulnerabilities were found in 
RFC procedure execution. Following four-
year (2009-12) marked the explosion. 
During this span of four years, SAP issued 
15x extra safe keeping points than the 
preceding eight years joined.  

3. Lastly, some safety points published in the 
recent four years have been further firm, be 
around 340 SAP security points per year and 
deprived of substantial changes.  

 
 
 
III. MYTHS ABOUT ERP SECURITY  
 
While this paper discusses various security issues and 
control measures in ERP systems, several miss-
conceptions are there in the mindset of organizations 
in the regard of ERP security. It is considered that the 
software security is of not much significance as the 
use of the application program is inside the 
organization, and there might not be any unknown 
access to the system, which would cause harm to the 
organization [4]. Contemplation by the organization 
is default protection contrivances are adequate for the 
data security in ERP systems. Moreover, they believe 
that the labours for ERP security require further 
possessions like man, money, time and space which 
can likely affect their systematic workflow. Thus, 
these myths act as an advantage for the unknowns, 

hackers who can get right to use the data objects or 
information of the business for which they are not 
legally authorized. 
 
IV. ENTERPRISE ENVIRONMENT  
 
Any enterprise always has dual environments: 
Internal as well as External Environment. Internal 
Environment includes two levels; Paramount is 
Development Team, who implements and maintain 
the ERP system, can be thought of as third party 
folks. The second tier is people who directly interact 
with the ERP system for dissimilar purposes which 
include data machinist, supervisors, employees of the 
organization, top level management, IT administrator, 
Board Members, auditors, etc. The Internal 
Environment is usually considered as favorable 
regarding security. Next is, External Environment 
which can also be categorized into two levels first is 
another user which includes Customers, Suppliers, 
etc. The Second tier is of Competitors, Hackers who 
can use the ERP system for editing the data objects or 
information of the organization for which they are not 
certified. External Environment can be unfavorable at 
all intervals, and the organization cannot have 
regulation over this environment. 
 
V. MARKET MATURITY  
 
With the intensified competition in the market, 
functionalities such as Customer Relationship 
Management (CRM) and Web services-based 
architecture are added, to provide more value to their 
customers. While ERP systems allow enterprises to 
integrate information systems with trusted partners 
through supply chain management, the number of 
authorized users continues to grow. This introduces 
new entry points to business systems from outside the 
traditional IT security perimeter. The continued 
integration of ERP software not only increases the 
risk of hackers who break through security perimeter 
acting as authorized users to generate damaging 
transactions within business systems but also the 
insiders who abuse system privilege through acts of 
fraud. 
 
ERP systems are unified, well-structured, consistent 
IT backbones which run the human resources, 
logistics and financials of Fortune 500 companies 
worldwide. ERPs are vast and complex, for example, 
SAP ships more than 300 million lines of code in its 
business suite, but they use proven technologies to 
execute well-defined process reliably flows in the 
form of very secure transactions. The resultant data 
are warehoused in RDBs and can be robotically 
supervised and reviewed to check for values, 
inventory levels, standard compliance and so on. ERP 
can scale to mechanize the billions of transactions in 
the retail and investment business. The expertise is 
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mature and deviates at a sluggish level. Indeed, an 
ERP's average life cycle is about 15 years. 
VI. SECURITY FAILURES  
 
The average business loses 3% to 6% of yearly 
profits due to deception, identical payment 
inaccuracies. The average enterprise succumbs 
duplicate expenses for 2% of its total accounts billed. 
Of these duplicate expenditures, 10% are certainly 
not recuperated, which indicates to entire fatalities 
comparable to 0.2% of total accounts payable. The 
statistic remains that applications remain extremely 
susceptible to peripheral security threats[5]. Feeble 
passwords can be cracked with unpretentious 
dictionary outbreaks; buffer run-offs can inundation 
an application up until it allows a hacker in the 
access. The existent danger of external hackers comes 
the minute they cross the threshold of the system as 
sanctioned users with the capability to turn away 
payments for their advantage [6][7]. 
Most administrations fail in their ERP security 
exertions because they contrive systems with a plan 
that leaves control policy and enactment until the end 
of the process. Though ERP ventures are customarily 
over budget and have overtime schedule, so stern 
internal controls are often left out to keep costs 
downcast and markup time. Here ascends a question 
that why are ERP systems insecure? The answer is 
that these systems are complex, highly customized, 
there is always a risk involved in updation, and the 
system has a closed nature. In big organizations, ERP 
is used to route financial accounting statistics 
comprising of procuring, accounts unsettled, accounts 
receivable, all-purpose ledger and human assets. Any 
security fissures in these areas could lead to illicit, 
invisible right to use confidential, financial and 
employee data. 
 
VII. VULNERABILITY TYPES IN THE ERP 
SYSTEMS  

 

The below pie chart depicts different vulnerability in 
ERP system for the year 2016.Missing Authorization 
check, Cross –site Scripting and information 
Disclosure, Click jacking are the most common 
vulnerability types of 2016.Some other vulnerabilities 
were Denial of Service attacks, Directory traversal, 
code injection, SQL injection, Switchable 
Authorizations. 
 
VIII. ERP SECURITY SOLUTIONS  
 
8.1 Physical Security  
A physical security violation means that someone 
with malicious intention has physical right to use the 
hardware where one or the other application is 
running or where the data is stored. 
If all other practices of security are in an abode, then 
a physical security rupture will not conclude in loss 
of data [8]. But if the impostor's determined to mess 
up the system, then a hiatus in physical security will 
be an actual issue. Hence, a part of corporate stability 
plan should include a substantial physical security 
design. 
 
8.2 Transmission Security  
When data is transferred amid user, server, and 
database, there can be interceptions in transmissions 
[9]. A secure approach to thwarting this is encryption 
of all communications in the middle of source and 
destination. There are numerous types of security 
algorithms which can be used to protect 
communications, and these comprise RSA, Secure 
Socket Layer (SSL), Data Encryption Standard 
(DES), Triple DES. The core idea is that private or 
sensitive data is jumbled using an encryption key and 
a data encryption algorithm. Once jumbled, the data 
is sent to its destination. The data cannot be read or 
deciphered without the decryption key. The 
decryption key can be the similar (symmetric) or 
dissimilar (asymmetric) from the encryption key. 
When the topsy-turvy data arrives at its terminus, the 
receiver knows the appropriate decryption key and 
reads the dispatch. 
 
8.3 Storage Security  
Once users retrieve ERP data, the right business logic 
limits unauthorized access to users with the improper 
credentials. But, if a network manager has direct 
access to data in the database, in that case, the data 
could be watched without going through any of the 
business logic. 
To counter this type of vulnerability, subtle or private 
data should be encrypted even when it respites in the 
archive or a file system. This thwarts undeviating 
access to data and certifies that complete information 
is merely accessible via the application logic. The 
application will decrypt the data, so an authorized 
user will not be obstructed. 
 
8.4 Access (or Perimeter) Security  
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Access security is significant for intercepting 
unwanted users from accessing assets and sending 
illicit requests to the servers. The absence of access 
security possibly will impact the application 
performance (in the event of denial of service (DoS) 
attack) and deliver hackers with a tactic to intrude 
and snip resources or passwords. The usage of 
firewalls could block unsolicited traffic from 
interacting with the business applications. 
There are a lot of firewalls like circuit level firewalls 
(monitor sessions amid computers), network level 
firewalls (quick inspection of IP, port, and services in 
the packet headers), network address translation 
devices (NAT – allocates private IP addresses which 
cannot be grasped from outside the network), 
application level firewalls (scrutinize the data content 
to guard against viruses and impostors) and proxy 
servers (intermediates transactions amongst the 
computers). 
 
8.5 Data Security  
The Data security for ERP applications may be 
prescribed through intelligent business logic or at the 
database layer. In most circumstances, the business 
logic validates users and provides them with 
unambiguous rights to access the data objects. Thus, 
data security is restricted to data access. This 
apparently, means that authorized users get access to 
data objects based on precise proficiencies dispensed 
to them by the system, which suggests structure offer 
role-based security. 
 
For instance, a sales manager could have access to 
customer annals which he manages but does not have 
access to customers operated by others. Likewise, the 
sales manager could have read-only access to 
merchandise information so he/she cannot modify the 
valuing/ commissions /margins related to the product. 
Apparently, the Systems offer role-based security. 
Therefore, administrators can allocate wide-ranging 
security rules to individual entities. 
 
8.6 Application Security  
Application security includes the approach in which 
the application checks and manages users. User 
authentication encompasses username and password 
to recognize the legitimate users. User credential is 
valuable not merely for establishing data privileges, 
but also to generate an audit trail of events for the 
compliance purposes. Today, the systems need robust 
passwords, make compulsory lock-out from too many 
failures trials, and give users the choice to alter their 
password on particular time recesses [10]. 
 
Copied or stolen passwords can bypass the most 
refined technologies, so administrators may perhaps 
necessitate incorporating adamant authentication. 
This implies, use of one-time passwords which are 
sent to a mobile phone via SMS. An example of such 
product is SecurID from RSA and several others. 

In ERP application authenticated users are approved 
access to precise data objects and activities. 
Conversely, security measures need to thwart 
legitimate users from doing illegal tasks. For 
example, someone authorized for data input should 
not be allowed to delete data. Similarly, if someone is 
approved to fill out a form, the data must be inspected 
to prevent data overspill and SQL injection problem. 
 
IX. CONTINUOUS MONITORING AS THE 
SOLUTION  
 
Once the substantial business threats and shortfalls of 
trusting upon the built-in controls of business 
applications are acknowledged, prominent companies 
and government organizations are nowadays 
deploying ‘Continuous Transaction as well as 
Incident Monitoring' to recognize irregular 
operations. It helps in determining if the transaction is 
revealing any deception, discrepancies, recklessness, 
misuse or error [11]. Audit logs inside an ERP system 
track distinct transactions or fluctuations in the 
system but do not ponder the background of the 
operation, such as the proceedings that occurred 
beforehand or afterwards of the transaction. In-house 
auditors can then section the audit logs for 
unbalanced transactions. 
 
System supervisors can configure custom-made audit 
intelligence that employs modest logic to recognize 
"outliers" – system operations that descent outside of 
standard considerations, such as date and time, site of 
the user logging into the organization. While it's time 
intensive to tailor these reports, they deliver hundreds 
of data points to yourself process. In conclusion, 
‘Continuous Transaction as well as Incident 
Monitoring' acts as a vital layer of security from 
outsiders who infiltrate the network as sanctioned 
users. 
 
CONCLUSIONS 
 
When we have access to a system with large size, 
security becomes more critical. But major security 
concerns—like attack vectors and the exertion of 
raising employee awareness, the comprehensiveness 
of the controls, the advancement of the IT security 
methods and technologies—they are all very much 
the same in all environment, ERP or other. Hence, in 
this paper we have concluded that we need to employ 
security measures in the following six areas: Access 
control, Data Security, Application Security, 
Infrastructure, GRC (governance, risk management 
and compliance), and On-going monitoring. 
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