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Abstract: Internet of Things (IoT) is getting popular day by day. It is considered as a future disruptive technology that will 
extend the existing Internet by integrating small communicating devices attached to daily life objects and equipment. 
Remote access to these connected devices will improve monitoring and control procedure and thus help in building a smart 
environment everywhere. In this paper, we propose a three-step methodology for performing access and control operation 
over IoT device (a) device virtualization (b) importing virtual object information to management application and (c) finally 
allowing the user to perform interactive operation on selected device. Using this methodology, we can easily register an IoT 
device to perform supported operations in a systematic way. This methodology will enable seamless integration of IoT 
devices to form a unified network. 
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I. INTRODUCTION 
 
In recent past, Internet of Things (IoT) has got 
tremendous research attention on many fronts. Huge 
investment has been done by many companies around 
the globe to grab their market share. Billions of small 
communicating devices capable of sensing and 
control operation are expected to be connected to 
various daily life objects and equipment. Remote 
access to these connected devices will improve 
monitoring and control procedure and thus help in 
building a smart environment everywhere. 
 
Major research areas include communication 
protocols which led to development of many 
standards like CoAP protocol which specifically 
designed for tiny device with small memory and 
processing capabilities. Low powered devices cannot 
support computation intensive protocols so CoAP like 
protocols are very useful. Improved sensing 
technologies have also paved the way for envisioning 
the dream of smart world.  
 
Applications based on Internet of Things (IoT) are 
growing rapidly in every walk of life e.g. health, 
industry, transport, security etc. [1]. Such applications 
require virtualization of real devices in the form of 
Virtual Objects (VOs). Later these VOs are used to 
compose various services and provide access to the 
physical devices. Several systems can be found in 

existing literature providing device virtualization in 
its own way [2]. 
 
In future IoT world, devices from diverse 
manufactures are expected to co-exist and work 
together towards achieving desired users goals. 
Interoperability in such scenarios is highly desirable. 
In this paper, we present a general design for our 
proposed methodology using virtual object based 
access and control mechanism for IoT devices. This 
methodology will enable seamless integration of IoT 
devices to form a unified network. 

1.  
2. II. RELATED WORK  

 
Various applications of IoT are adapted towards the 
idea of building smart environment in home, health 
sector, education, security, urban communities and 
industry. Some interesting products have been 
developed by world-class manufacturer to show-cast 
basic IoT application in real world. A special bulb is 
produced by Philips Company (Hue Project) in which 
a small device is integrated with the bulb to control 
its operation. The device can be connected to internet 
and can receive remote commands from the user to 
control lighting inside the home [3]. Similarly, to 
cater for the interoperability issue among IoT devices 
from different manufactures, a semantic IoT project 
was initiated IoT.est [4]. 

 

 
Figure 1: Three Step Proposed Methodology. 
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As mentioned earlier, many IoT systems are based on 
virtualization where real devices are represented 
inside the system using virtual objects. Virtual object 
are then combined to form different services. A 
service can be looked at as a process requiring input 
from one or more input devices and producing some 
output after desired processing. The output of a 
service can be used to control an actuating device 
inside IoT network. In IoT based networks, service 
discovery and composition is also a challenging area. 
Authors in [5] have provide a mechanism for on-
demand service creation from existing service in 
order to fulfill complex user demands using visual 
and interactive interface. In [6], the authors present a 
semi-automatic mechanism for service filtering using 
semantic ontology.  
Do-it-Yourself (DIY) based projects have attracted 
tremendous research attention. Arduino [7], 
Raspberry Pi [8] and Intel Edison Board [9] boards 
are introduced to make it easy to build IoT based test 
applications for normal users. SAM project by 
Kickstarter [10] company is also very popular tool for 
learners.  
To enable smart communication among IoT devices, 
constrained application protocol (CoAP) is developed 
by IETF which is light weight protocol with support 
for HTTP protocol for internet access.  
Many IoT initiatives are focused at standards 
development, building prototypes, designing 
protocols etc. In this paper, our objective is to 
propose a simple three step methodology for seamless 
integration of IoT device from diverse sources. Using 
this approach, we can easily access and control IoT 
device to perform supported interactive operations.  
 
III. PROPOSED METHODLOGY 
 
Proposed methodology for provisioning device access 
and control in IoT networks consists of three main 
steps as shown in Figure 1. In Step-1, we capture 
physical device information using virtual objects in a 
systematic fashion. In Step-2, collected virtual objects 
information is passed on to designated management 
application which allows device selection and status 
checking. Finally, in Step-3, access to users is 
provided to perform supported interactive operations 
on selected device. 
Following is brief description and illustration of 
internal working of procedures performed at each 
step. 
 
Step-1: Device Virtualization:  
This is the initial step where we capture physical 
device properties and behavior in the soft form using 
virtual objects. This allows us to perform modular 
access to devices with flexibility to combine various 
devices in order to form any desired service or 
application. Virtual object holds information about 
device properties including its URI and location 
information. It also includes section for supported 

operations for the designated devices. Furthermore, 
various control operations can also be captured in 
virtual object to allow user to perform interactive 
operation on the device. 
 
Figure 2 shows the process of device virtualization. 
Virtual devices manager application is used to 
register all devices. Using this application, we can 
add new devices, update existing devices information 
and delete any device profile. Device profile is stored 
in the form of virtual objects using SQL Server 
database. We can also export the virtual objects 
information using xml format that can be used by any 
other application. 
 

 
Figure 1: Device virtualization and importing virtual objects 

information to management application. 
 
Step-2: Importing Virtual Objects to Management 
Application: 
Next, we use this virtual objects information in 
Virtual Object Management application to provide 
remote access and control facility to registered 
devices. For this purpose, we need a specialized 
application to be developed that can interface with 
our virtualization application to collect virtual objects 
information. On other hand, this management 
application will make use of device profile 
information to build customized and adaptive user 
interfaces to facilitate interactive operations. This 
application also performs continuous status checking 
of registered devices to notify user if any device 
becomes inaccessible or experience some other 
problem. Bottom part of Figure 2 shows that 
management application reads the virtual objects 
information from a common database where this 
information was stored by virtual device manager 
application. Figure 3 also illustrate the working of 
management application by providing list of available 
device to user. 
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Step-3: Device Access and Control Procedure: 
Through virtual object management application, user 
can select any device to perform supported interactive 
operations. As shown in Figure 3, user will select the 
desired device. Afterwards, current operation status 
of the device is checked if not working then 
appropriate error message is displayed. If device is 
working properly then application use the device 
profile information and build a user interface to allow 
users to perform supported interactive operations. 
User commands are sent to the respective device 
using device URL. 
 

 
Figure 2: Procedure for Device Access and Control. 

 
CONCLUSIONS 
 
This paper presents a simple three step methodology 
for accessing and controlling IoT device using its 
virtual object profile. This approach can be applied 
on any sensing and actuating device in hyper-
connected IoT environment to facilitate management 
tasks. A system based on this methodology, can 
easily register an IoT device and perform supported 
operations. This work just presents the proposed 
methodology and in future, we will try to build a 

system based on this methodology to facilitate IoT 
based application development. We also look 
forward, to develop a prototype system to 
demonstrate working and effectiveness of this 
proposed methodology.  
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