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Abstract— The chaotic system and cryptography have some common features. Due to the close relationship between chaotic system and 
cryptosystem, researchers try to combine the chaotic system with cryptosystem. In this study, security analysis of an encryption algorithm 
which aims to encrypt the EKG data with chaotic keys was performed. Inthe conducted cryptanalysis study, it was shown that encryption 
algorithm has not sufficient capacity to provide necessary security level. Furthermore, it was shown that the secret key can be obtained with 
only one plaintext/ciphertext pair with chosen-plaintext attack. 
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I. INTRODUCTION 
 
The importance of communication security arises 
with the rapid developments in computer and 
communication technologies. Many mathematicians, 
computer scientists and electrical engineers that are 
professional in their fields focused on the subject of 
cryptology to provide the security of millions of users 
who process in electronic environments. The main 
goal of cryptology science is to provide security of 
the communication between sender and receiver 
against the threats of an attacker existing in public 
communication channels such as internet.  
Design of cryptosystem by using the properties of 
chaotic systems has attracted the attention of many 
researchers for the last twenty years [1-5]. However, 
since most of the researchers have focused on the rich 
dynamics presented by chaotic systems as the source 
of randomness in several design studies conducted, 
they did not pay attention to the fundamental 
criterions which must be considered while designing 
a cryptosystem. Therefore, that several algorithms are 
not cryptographically secure was shown by known, 
simple attacks [1, 2, 5]. Eventually, chaos-based 
cryptology stays distant to fundamental cryptology 
literature only as an application field in cryptology 
subject of chaotic systems.  
 
In this study, security analysis of an encryption 
algorithm [6] which aims to encrypt the EKG data 
with chaotic keys was performed. As in previous 
studies, authors of [6] aimed the encryption of the 
EKG data with chaotic keys generated from 
unpredictable random orbits which were appeared 
with excess of dependency on initial conditions and 
control parameters which is the most apparent 
property of chaotic systems. Inthe conducted 
cryptanalysis study, it was shown that encryption 
algorithm has not sufficient capacity to provide 
necessary security level. Furthermore, it was shown 
that the key which is the secret parameter of the 
algorithm can be obtained with only one 
plaintext/ciphertext pair with chosen-plaintext attack. 

The outline of the study is as follows. In the next 
section we describe the proposed encryption 
algorithm in detail. In the third section, the required 
conditions which should be considered while 
performing security analysis of chaos-based 
encryption systems were briefly explained, and then 
its application was shown on the proposed encryption 
algorithm. In the last section, obtained results were 
discussed and some general proposals were 
presented. 

 
II. DESCRIPTION OF THE ENCRYPTION 
ALGORITHM 
 
In this section, we describe the encryption algorithm 
[6] in detail. Encryption algorithm consists of two 
basic parts. In the first part, a device was developed 
from users to collect EKG signals. Individual 
properties of the user are estimated from EKG signals 
with the help of this device. In the second part of 
encryption algorithm, encryption process is 
performed by data shuffling process with the help of 
produced chaotic keys generated from unpredictable 
random orbits. The encryption steps are as follows: 
 

Step 1. EKG signals consisting of individual 
properties of the user are collected. 

Step 2. Obtained data at the output of chaotic 
orbits are used as the secret key of 
encryption algorithm. 

Step 3. The generated chaos key is then XORed 
with the ECG packet, while both of 
thembeing the same size (length). 

푐 = 푝 ⊕ 푘             (1) 
 
III. CRYPTANALYSIS OF PROPOSED 
ALGORITHM 
 
Encryption architecture was expressed with a simple 
mathematical model as shown in Eq. (2). In the 
mathematical model; 퐸is encryption algorithm, 퐾 is 
the secret key produced with chaotic unpredictable 
random orbit, 푃is the original data, and 퐶is the 
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encrypted data. In the analyzed algorithm; chaotic 
systems were used as secret key. However; as seen in 
Eq. (2), indeed, there is no relation of encryption 
process neither with EKG signals nor chaotic 
systems. Anyone having 퐾 parameter can encrypt a 
key or decrypt the any data. That is, 퐾 parameter is 
equivalent to the secret key of encryption algorithm. 
In [5], Solak says: “A particular class of attacks 
against chaos based ciphers aims at bypassing the 
chaotic part of the cryptosystem. In this class, the 
encryption algorithm is expressed in an equivalent 
form in which the chaotic subsystems are replaced by 
a set of secret maps or parameters”. In this case, how 
퐾 data can be obtained must be investigated. 

퐶 = 퐸(퐾,푃)           (2) 
 
퐾 parameter is tried to be obtained by using known 
attack methods. For this purpose, the chosen-plaintext 
attack can be used. In the chosen-plaintext attack, the 
attacker chooses a plaintext and somehow obtains the 
corresponding ciphertext. By analyzing the plain-
ciphered data pair, he tries to reveal the secret 
parameters. The attacker choses a data that consists of 
zerovalued elements, and obtains the corresponding 
ciphered data.Using Eq. (1), the attacker can easily 
see that theciphered data is exactly equal to the key K 
as: 

C=푃⊕퐾=0 ⊕퐾 = 퐾           (3) 
 
Consequently, it was shown that secret key of the 
encryption algorithm can be obtained by using only 
one chosen plaintext/ciphertext pairs. 
 
Whenimplementedon a finite precision computer, 
another important problem arises. Since chaotic 
systems have finite and periodic orbits. Various 
results demonstrate that in termsof pathological seeds 
and effective bit length, a secret key generator based 

on the chaotic systems performs exponentially worse 
than conventional secret key generators. 
 
CONCLUSION 
 
Misunderstanding the relationship between chaos and 
cryptography has resulted in numerous failures when 
practical applications attempt to implement chaos 
theory. An example encryption algorithm is proposed 
by Sufi et al [6].In the proposed algorithm, 
strengthening of encryption architecture was aimed 
by using several structures such as EKG signals and 
chaotic systems. Using only more complex, 
unpredictable, individual feature dependable 
structures is not sufficient alone to design strong 
cryptographic systems. Therefore, both the elements 
which will be used in the architecture and the way of 
using these elements must be paid attention. 
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