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Abstract— A lattice is a geometric object that is pictorially described as a set of intersection points of an n-dimensional grid 
that is infinite .Lattices are geometric objects which are pictorially described as set of intersection points of an infinite n-
dimensional grid. Lattice based algorithms have a paralleled structure that makes them faster. They can be easily applied for 
homomorphic encryption and have high asymptotic. As the number of dimensions increase in lattice, more difficult it 
becomes to do cryptanalysis. Lattices are assumed to be strong against quantum brute force attacks.  
Development of lattice reduction algorithm and connection between worst-case and average case in certain lattice problems 
are the most important breakthroughs which have made application of lattice for encryption feasible. 
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I. INTRODUCTION 
 
Nowadays we are extensively using Chinese 
hardware and American software. This is a threat to 
our privacy and security. It has become easy for other 
nations to spy on us. Such threat has to be removed. 
There were multiple instances of National Security 
Agency spying on facebook, Gmail accounts, orkut , 
linked in , international video calls   and mobile 
phones . A novel algorithm is required for 
confidentiality, integrity and authentication. Majority 
of encryption algorithms were invented in USA and 
there are restrictions on export of encryption 
algorithms from US.  Not a surprise that XOR and 
shuffling exist in every algorithm. They are removed 
from the proposed architecture to make it difficult to 
crypt analyse. Algorithms which were used as FIPS 
standards had similar structures. NSA was spying on 
video calls even by united nations. One of the goals 
of this project is to avoid cryptanalysis by big foreign 
corporations such as Microsoft, apple and Google 
which use Google drive. It can also be employed 
using embedded systems in battlefield. An effective 
mechanism is required against ghost net, operation 
aurora and red hack. According to Wikipedia , there 
were many instances  of ghost net attacks in India 
.they were mostly focused on Microsoft windows 
.Chinese government wanted to spy on Tibetan 
activists. It can even control camera of victim's 
computer. Great firewall of china is Chinese version 
of NSA. It can be concluded that, our privacy and 
security are at risk. 
Attempts to solve lattice problems by quantum 
algorithms have been made since Shor's discovery of 
the quantum factoring algorithm in the mid-1990s, 
but have so far met with little success if any at all.  
Thus lattice encryption is a strong defence against 
eavesdropping. Public key cryptosystems will 
become insecure because of  quantum computing and 
molecular computing. A new hardware architecture is 
an oppturnity to do something new in software .It 

may even turn out to be un unexplored area even for 
nsa. Already circuits which resemble dimensions 
close to that of atom have been created. A new 
algorithm is required for new hardware architecture.  
VlSI implementations requires less power and testing 
and are more reliable because of simple operating 
systems .Softwares used in vlsi are not too prone to 
failure. It reduces size and cost of device, since only 
the required hardware needs to be purchased. It is 
faster and difficult to reverse engineer encryption 
algorithms implemented in vlsi.They can also be 
made tamper proof if implemented in military 
applications and are easy to modify for real time 
operating  systems. lattice problems are typically 
quite hard and have some unique properties from 
point of view of complexity. 
Hash-based Cryptography, Code-based 
Cryptography, Lattice Based Cryptography, 
Multivariate-quadratic-equations cryptography and 
Secret-Key cryptography are possible scenarios in 
post quantum cryptography.Lattice reduction 
algorithm gives poor quality of solution in worst 
case[1]. Even then it gave solutions to classical 
problems such as factoring polynomials over 
rationales, solving integer problems in fixed number 
of variables, finding solutions to Diophantine 
equations and breaking knapsack based 
cryptosystems. One of the outcomes of this project is 
to implement lattice encryption on VLSI, because we 
don't have quantum hardware till now .Thus one of 
the aims is to make it classical (non-quantum), at 
least temporarily.  
Till now, lattice encryption algorithm that has never 
been implemented in hardware. It increases the speed 
because vlsi implementation is faster and is more 
secure than most of the public key encryption 
algorithms. Theoretically, encryption on running 
video is more secure and faster. It can be modified to 
do homomorphic encryption which is novel 
application of lattice encryption . This too has not 
been implemented in vlsi till now, making it difficult 
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to cryptanalyse. Implementation started with vlsi and 
was followed by quantum and molecular computers. 
4G has been implemented and 5G is currently getting 
standardized, which can be commercial applications 
of lattice encryption. Thus video communication will 
increase in future because of cheaper call rates . It is 
expected that people will users will extensively use 
video in future because of more speed of Internet. 
Newly proposed algorithm would be implemented in 
tamper proof hardware. Implementation started from 
hardware implementation followed by java 
implementation to make it platform independent. 
Sometimes cryptanalysts study systems for years 
without finding any improved attacks, and the 
cryptographic community begins to build confidence 
that the best possible attack has been found—or at 
least that real-world attackers will not be able to 
come up with anything better. Efficiency and 
confidence are the challenges that need to be 
addressed in post quantum cryptography. According 
to a study be semantic  Shaoxing city in China was 
source of more than 21% of malicious e mails sent in 
the world .Such mails contain code which can 
eavesdrop or modify your data. Thus, a secure 
algorithm is required to avoid eavesdropping.  
 
II. LITERATURE REVIEW 
 
In [2], a chaotic cipher had been constructed and had 
been used for partial encryption of video and data 
selectively. It is based on discrete pairwise linear 
chaotic map that satisfies the security requirement of 
a cipher design. The video encryption obtained is 
secure, efficient and format compliant. However  It is 
only partial encryption and suffers from all the 
drawbacks of partial encryption. One of it's 
advantages is low cost. Chaotic encryption algorithms 
can be classified into chaotic block and stream cipher. 
A chaotic stream cipher based on discrete pair wise 
linear chaotic map had been implemented.   
In [3], a new substitution-diffusion based image 
cipher using chaotic standard and logistic maps had 
been implemented. It had been specifically designed 
for coloured images. Colour images are 3D arrays of 
data streams. Secret key constituted of initial 
condition, system parameter of chaotic parameter for 
chaotic standard map and number of iterations. 
Proposed algorithm had been able to manage security 
and speed. It had been found suitable for real time 
image and video communication applications. The 
two rounds of diffusion had been horizontal and 
vertical diffusion and they had been accomplished by 
generating an intermediate chaotic stream. 
In [4] a symmetric image encryption scheme based on 
3D chaotic cat maps had been proposed. The 
advantages of this method are more speed and 
security. In this method, a two dimensional chaotic 
cat map had been generalized for a 3D design. It 
increased resistance to statistical and differential 
attacks. In [5] Cryptanalysis of spatiotemporal 

chaotic image/video cryptosystem had been 
performed. The cryptosystem which had been studied 
had weakened the generation of keystream 
.Encryption had been done by generating a keystream 
which had been mixed with blocks generated from 
plaintext and ciphertext in CBC mode. Guessing the 
keystream lead to guessing the key. Two possible 
attacks were to break the whole cryptosystem based 
on this drawback in generating keystream.  
In [6] chaos based encryption algorithms have 
suggested new and efficient to develop secure image 
encryption . It can be modified and the same concept 
can possibly be applied to video too. In [7] 
Symplectic lattice reduction and ntru had been 
explained. NTRU had been a very efficient public-
key cryptosystem which had been based on 
polynomial arithmetic. The security is dependent on 
hardness of lattice problems in a particular class of 
lattice.NTRU lattice is proportional to symplectic 
lattice.  
[8] Lattice problems are potential source on 
computational hardness to be used in construction of 
cryptographic functions. Such functions are hard to 
break. One of the features of lattice-based 
cryptographic functions is that they are assumed to be 
secure .It is based on the fact that lattice problems are 
computationally hard in worst case.  In[9] Lattice 
reduction techniques had been used to attack RSA . 
NTRU public key cryptosystem had been described 
to show to how it can applied to lattice.  
In [10], It had been observed that chaos system 
played significant role in image encryption. In [1] , an 
algorithm for image encryption and decryption of 
digital image using chaotic map had been discussed. 
It converted image pixel by pixel to chaotic map 
variables. It had been done by iterating chaotic map 
using initial conditions. Image became unpredictable 
after certain number of iterations. Number of cycles 
and Arnold cat maps were parameters that had been 
considered as secret keys for image encryption. 
Experimental results and statistical analysis show that 
algorithm is secure . Same concept can be applied to 
real time video encryption too.  
At Eurocrypt, a new primitive called proxy re-
encryption had been presented [11]. This allowed 
semi trusted proxy to convert a cipher text for alice to 
cipher text for bob with the need of underlying 
message. Before that all the identity based proxy re-
encryption schemes had been based on number 
theoretic assumptions such as discrete logarithm and 
prime factorization. A lattice based, identity based 
proxy re-encryption scheme in random oracle model 
for single bit and multiple bit had been proposed. 
An image encryption algorithm based on chaotic map 
lattice had been proposed that allowed direct 
encryption and decryption [12]. An enhanced CML 
based algorithm for image encryption for better 
security had been implemented. This algorithm is 
more sensitive to plain image changes, number of 
cycles and iterations. Conventional encryption 
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algorithms have been through a lot of cryptanalysis 
and review. Thus is it easy to find theoretical 
advantages and disadvantages.  
 
III. Proposed Architecture 
 
Lattice problems are typically quite hard. The best 
known algorithms either run in exponential time, or 
provide quite bad approximation ratios. The field of 
lattice-based cryptography has been developed based 
on the assumption that lattice problems are hard. 
There are currently no known quantum computers for 
solving lattice problems that perform significantly 

better than the best known classical (i.e., non-
quantum) algorithms. This is despite the fact that 
lattice problems seem like a natural candidate to 
attempt to solve using quantum algorithms.  
Initially, the video is compressed to reduce file size . 
Compression ratios of as high as 97 percent have 
been achieved. Then input video is converted to 
binary format. Lattice encryption is  as shown in 
figure 1. Data is transmitted in physical layer of 
network only be laser . It is easy to eavesdrop any 
other medium of communication. At the receiver 
side, decryption is followed be decompression. 

 

Fig.1:- Architecture of secure lattice encryption  
 

The structure of lattice when applied in encryption is shown as  in figure 2 
 

Fig.2:- Structure of lattice used in running  video encryption
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Thus it will be difficult to find out exact lattice which 
will be used in encryption in proposed algorithm. 
 
CONCLUSION 
 
New design is more secure and faster. It is difficult to 
reverse engineer an algorithm implemented in FPGA. 
Since it's architecture is different from standardized 
algorithms, it is difficult to do cryptanalysis on it. 
Since , a lattice can have infinite dimensions, brute 
force attack even by using a quantum compute 
becomes almost impossible. In, enhanced version of 
the algorithm, digital signature can also be added for 
authentication. 
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