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Abstract— Digital forensics has become increasingly important as an approach to investigate cyber and computer-assisted 
crime. While many tools exist and much research is being undertaken, many questions exist regarding the future of the 
domain. Widely published literature analyses the challenges that exist within the domain, from the increasing volume of data 
to the varying technology platforms and systems that exist. Having gone through various literatures, it is understood that the 
lack of effective evidence data acquisition methods because of diversity of technology and their deployment platforms and 
the lack of effective models to process large volume of data to analyze are key limiting factors in this domain. This paper 
reviews the existing forensic models, defines cyber-crime and focuses on challenges in this domain. 
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I. INTRODUCTION 
 
Computer forensics and investigation has become a 
professional field and it has been around for a while 
and is rapidly becoming a specialized and accepted 
investigative technique (in a court of law) with its own 
tools and legal precedents that validate the discipline. 
It is basically a computing profession dedicated to 
“finding the truth” [38]. The domain of computer 
forensics is not to assign guilt or innocence but rather 
to find facts in the form of electronic evidence that can 
be presented in a coherent way so that others may 
weigh the evidence and then assign guilt or innocence 
where appropriate. The field of computer forensics 
will, no doubt, grow rapidly at an exponential rate 
over the next decade as the development of new and 
better technologies relating to computer use bring 
vulnerability of information and the potential of risk 
and abuse.  
 
Computer forensics is defined as “the application of 
computer investigation and analysis techniques in the 
interests of determining potential legal evidence” [25]. 
Reasons that legal evidence might be sought constitute 
a wide range of computer crimes or misuses, including 
theft of trade secrets, theft of or destruction of 
intellectual property and fraud. Computer specialists 
have many ways of discovering data that reside in a 
computer system, or of recovering deleted, encrypted, 
or damaged file information. The data discovered is 
important in litigation and in solving various computer 
crimes.  
 
“Cyberspace” was almost a term from science fiction 
for previous generation which, for all practical 
purposes, was used to describe the nascent network of 
computers linking a few university labs. Today our 
entire modern way of life, from communication to 
commerce conflict, fundamentally depends on the 
Internet.  And the cyber security issues that result 

challenge literally everyone: politicians wrestling with 
everything from cyber-crime to online freedom; 
generals protecting the nations from new forms of 
attack, while planning new cyber wars; business 
executives defending firms from unimaginable threats; 
lawyers and ethicists building new frameworks.  
Altogether cyber security issues affect all of us as 
individuals [1]. 
 
II. KEY CONCEPTS AND TOOLS USED 
 
The Key concepts used were to extract network 
signature and host based indicators and setting up a 
virtual environment to analyze and overcome malware 
tricks like obfuscation, anti-disassembly, anti-
debugging and anti-virtual machine techniques [2]. 
And tools used were IDA Pro, OllyDbg and WinDbg.   
Python scripts are used to data mine popular social 
media websites, evade modern antivirus programs and 
investigate forensic artifacts as shown in [4].  
 
The key concept used by D.H Kim and H Peter [38] 
was the NPEA which is a markov chain for learning, 
inference, optimizing for accuracy of criminal 
activities. Robert F Erbacher [22] describes an 
implementation of SSH protocol and introduces anti-
forensic methods while calculating total error rate.  
Others have performed comparative studies including 
the hierarchical modeling and chronologically 
representing DF data [44].  Lie Chen [27] suggests the 
key concepts of adding the network audit nodes, 
survey local terminals and survey of the sub clouds. 
 
III. NEW APPROACHES 
 
The approach proposed by [2] was to develop a 
methodology for unpacking malware and get practical 
experience and use the newfound knowledge of 
Windows internals for malware analysis. In cyber war, 
Control systems, electronic power grids and plans to 
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protect are recounted [3]. (T .J O’Connor, 2012) 
developed the code to intercept and analyze the 
network traffic using python.Barbara Endicott [39] 
proposed a lifecycle methodology for operationalizing 
organizational network forensic readiness with a 
proactive approach. Jafari [43] has proposed an 
investigation models with activities or phases added 
with the existing models. Lei Chen et al [27] proposed 
the dynamic forensics process model which they claim 
to have the features of high performance, activeness, 
automatic data migration, intelligent analysis and 
mass data extraction. Jingsha He et al [33] proposed 
specific methods according to the specific scenarios to 
deal with the security threats and to guarantee the 
authenticity and non-misuse of the evidence of the 
data extracted. The modified Noise Page Elimination 
Algorithm (NPEA) has been proposed by D.H Kim 
and H Peter [38] to effectively prioritize the criminal 
activities. 
 
IV. CHALLENGES AND UNRESOLVED ISSUES 
 
The issues not resolved as described in[3] are the 
possibilities to lose already established findings when 
a new threat is encountered. In [39], the challenge as 
well as the issue not solved was the scenario of 
documenting due care in the event of civil litigation 
and the lack of proactive approaches to digital 
forensics. D.H Kim and H Peter [38], encountered the 
problem of estimating the user’s behavior in terms of 
increased modeling accuracy based hidden markov 
model and generalization of the method for various 
situations. Robert F Erbacher [22] shows that the error 
associated with software implementations are not well 
defined and still research is needed to identify how the 
error associated with software implementations can be 
empirically estimated. Data provenance issues are still 
also not resolved. Practicing and synthesizing the 
skills of DF practitioners when the rules in the domain 
are constantly changing is the main challenges 
encountered by [2].  
Jafari [43] encountered the issues of lack of 
experienced staff in investigation using the proposed 
model and the recording of step by step activities in 
the form of chain of custody was incomplete since the 
information about the legal investigators is not known. 
Bennett [24]; Curran and Cassidy [26], Challenges 
encountered were investigation can be preceded by 
suppression hearing and the majority of the tools were 
not fully developed. Civil litigations, electronic 
discovery and Intellectual property disputes are the 
issues not covered.  
Cornell Walker [28] finds that alteration of digital 
records is still possible and there is the ultimate lack 
and differences of laws across the countries when it 
comes to establishing the authenticity of digital 
records. Lie Chen et al [27] encountered the problem 
of how to reduce the acquisition time when retrieving 
the mass amount of data. 

V. CRIMINAL LAW AND ITS IMPLICATIONS 
FOR DIGITAL FORENSICS 
Criminal law is the engine for developing evidence 
law, development of e-evidence law or give civil 
litigation unusual precedence in that evolution. 
Evidence law itself evolves through case law and the 
decisions of the appeals courts that establish 
precedents governing how trial courts are to act. The 
survey indicates electronic evidence is not often used 
in state court criminal proceedings, but again depends 
on the jurisdiction, state and country.  
 
As digital evidence becomes increasingly common in 
the court systems, educated, trained professionals are 
required to manage the lifecycle of evidence from 
initial collection through final disposition. The work 
done by the University of British Columbia and the 
Vancouver Police Department toward the creation of a 
new discipline, called Digital Records Forensics, 
focusing on the authenticity, trustworthiness and 
admissibility of evidence over time. The Digital 
Records Forensics Project is engaging in a wide range 
of research activities, including multi-national, cross-
domain interviews, extensive Interdisciplinary 
literature reviews, case studies and digital forensics 
workflow modeling. 
 
Zhang’s work [20] says Digital evidence gradually 
turns into new type lawsuit evidence. The research on 
digital forensics technologies focus on evidence 
search, recovery and data analysis, while legality, 
authenticity and integrity of forensics process don’t 
get supervised. In this paper, on the basis of forensic 
steps and process research, the author intends to 
illustrate modeling social auditing work and designing 
a system to monitor digital forensics verification 
workflow to solve the problem of chain of custody in 
the process of digital evidence acquisition, transfer, 
storage and analysis. 
 
Erbacher [22] discusses the issues revolving around 
the need for validation and error in digital 
environments for the admission of evidence. Then, it 
is discussed how the digital evidence intrinsically 
differs and conflicts with privacy protection that is 
intrinsic to traditional computer security. Author has 
laid the theoretical foundations for the provision of 
validation and the computation of error in digital 
environments. This is critical in software 
environments in which error has not traditionally been 
considered. 
 
VI. NEW PUBLIC DATA SOURCE – SOCIAL 
MEDIA 
 
The other non-intuitive source of data for CF research 
the social world has to offer is publically available. 
Publically available social media posts that include 
data such as geo-location, unstructured text and 
multimedia files are of critical importance for 
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advancing the CF domain. As we have analyzed the 
work of Ibrahim Baggili [25] outcome is given in the 
Table 1, depicting some ideas of how these publically 
accessible data sources may be leveraged during a CF 
investigation. 
 

TABLE I.  DATA SOURCES VS APPLICABILITY TO 
CF 

 
 
Central to the notion of these data sources is the fact 
that they can be looked at as natural data sources. 
They are typically not fictitiously created, and they 
occur naturally in the world we live in. Also, central to 
these data sources is their accessibility when 
compared to real disk images as outlined in our earlier 
discussion. This means that investigators may now 
have the ability to monitor a suspect’s actions in 
close-to-real-time as opposed to the long wait after the 
fact in order to investigate an incident. 
 
VII. NATIONAL CYBER SAFETY AND 
SECURITY STANDARDS SUMMIT 2015 
(NCSSS, DEC 2015) 
 
These details were taken from workshop conducted by 
the National Cyber Safety and Security Standards 
Summit, December 2015, at India. 
A. Statistics of the study conducted on cyber-crimes / 

attacks in India 
It has been found that, in the last 2+ years, about 200 
zero day exploits unleashed, 11.6 million mobile 
devices are infected at any given time, 3. 90% of top 
mobile applications have been hacked. In 2014, more 
than 348 million identities were exposed through 
identity hacking. Overall, about 594 million people 
were affected by cyber-crime. 
B. Predictions by cyber security analysts 
Cyber security analysts predict that 2016 will be the 
year of online extortion.  By 2016, cyber-crime will 
cost the global economy over US $650 billion, 
climbing over to over US$1trillion by 2020. It is 
predicted that, by 2019, more than 30% of crimes by 
criminal networks will involve the theft or use of 
stolen data moved across international boundaries. It 
would be more than 1.5 billion people will be affected 
by data breaches by 2020. A graphical representation 

of rise of crime rate in India is given in fig 1. The 
cyber-crime rate has reached its peak in the year 2015. 
C. Cyber Crime on a Rise in India –Case study 

 

 
Fig 1: No of Cyber Crime Cases in India (Source: 
National Cyber Safety and Security Standards 
Summit 2015, India)  
 
VIII. THE CHALLENGES IN PROFILING 
CYBER CRIMINALS 
 
Unlike in the physical world, one might require not 
only the knowledge about psychology, criminology 
and law but also understand the technological aspects 
associated with the ‘scene of crime’ when developing 
cyber-criminal profiles. It is evident that an 
interdisciplinary approach should be taken when 
dealing with such an issue. Certain parallels can be 
drawn between cyber- crimes and non-cyber-crimes. 
Based on these, one might attempt to develop a profile 
that might be of some use to the law enforcement. 
Based on the application of current deductive profiling 
techniques, the author suggests a four-step process to 
developing a cyber-criminal profile. The first stage 
involves the victim. Understanding what aspect of the 
individual or the organization attracted the criminals 
to them is a useful first step, a process also known as 
‘victimology’. This stage is closely associated with 
and leads to the next step, identification of a motive. 
The ‘victimology’ may help understand the motive 
behind the crime. The ‘victimology’ and motives 
brings us to the third stage, the identification of 
characteristics of the offender. The fourth stage of the 
deductive cyber-profiling, it could involve the analysis 
of digital forensic evidence. 
The importance of digital forensics is apparent since it 
is the only means of tracing the perpetrator in the 
absence of physical evidence. The suggested four 
stage approach is essentially an iterative process 
because new information about the victim, the motive, 
the offender combined with forensic evidence could 
come to the surface throughout the course of an 
investigation.  It is also noted that referring back to the 
inductive profiling techniques; they can be combined 
with the deductive method described above to yield 
better results. 
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