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Abstract—Information deduplication is a strategy for taking out copy duplicates of information, and has been broadly 
utilized as a part of distributed storage to diminish storage room and transfer data transfer capacity. Notwithstanding, there is 
stand out duplicate for every record put away in cloud regardless of the possibility that such a document is possessed  
by an enormous number of clients. Accordingly, deduplication framework enhances stockpiling use while lessening 
unwavering quality. Besides, the test of security for delicate information additionally emerges when they are outsourced by 
clients to cloud. Planning to address the above security challenges, this paper makes the main endeavor to formalize the 
thought of circulated solid deduplication framework. We propose new conveyed deduplication frameworks with higher 
unwavering quality in which the information lumps are dispersed over numerous cloud servers. The security prerequisites of 
information classification and label consistency are likewise accomplished by presenting a deterministic mystery sharing 
plan in conveyed stockpiling frameworks, rather than utilizing joined encryption as a part of past deduplication frameworks. 
Security investigation exhibits that our deduplication frameworks are secure regarding the definitions indicated in the 
proposed security model. As a proof of idea, we execute the proposed frameworks and show that the caused overhead is 
exceptionally constrained in practical situations. 
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I. INTRODUCTION 
 
Cloud computing is a collection of IT resources 
which are deployed in a network. By deploying IT 
infrastructure and services over the network, an 
organization can purchase these resources on an as 
needed basis and can easily avoid the capital costs of 
software and hardware. Cloud computing gets its 
name as a metaphor for the internet. Economically, 
the main appeal of cloud computing is that customers 
only use what they need, and only pay for what they 
actually use. Resources are available to be accessed 
from the cloud at any time, and from any location via 
the internet. There is no need to worry about how 
things are being maintained behind the scenes. The 
job of the customers is to just purchase the service 
they need from the cloud Because of this, cloud 
computing has also been called utility computing, or 
IT on demand‘. The important characteristic of cloud 
computing is that it is cost effective. Here cost is 
greatly reduced as initial expense and recurring 
expenses as much lower than traditional computing. 
Cloud is characterized by features such as platform, 
location and device independency, which makes it 
easily adoptable for all sizes of business ranging from 
small scale to large scale. 
Cloud computing and virtualization are like two faces 
of the same coin. Virtualization is relevant to cloud 
computing because it is one of the ways in which the 
users will access services on the cloud. There are two 
types of virtualizations namely full virtualization and 
paravirtualization. Full virtualization is technique in 
which a complete installation of one machine is run 
on another. The result is a system in which all 
software running on the server is within a virtual 

machine. In full virtualization the entire system is 
emulated. Paravirtualization allows multiple 
operating systems to run on a single hardware device 
at the same time by more efficiently using system 
resources, like processors and memory. In 
paravirtualization the management module operates 
with an operating system that has been adjusted to 
work in a virtual machine. Para virtualization 
typically runs better than the full virtualization model, 
simply because in a fully virtualized deployment, all 
elements must be emulated. 

 
A. TYPES OF CLOUD COMPUTING 

 
Public cloud (also referred to as external’ cloud) 
describes the conventional meaning of cloud 
computing: scalable, dynamically provisioned, often 
virtualized resources available over the Internet from 
an off-site third-party provider, which divides up 
resources and bills its customers on a utility basis. 
Private cloud (also referred to as corporate or internal 
cloud) is a term used to denote a proprietary 
computing architecture providing hosted services on 
private networks. This type of cloud computing is 
generally used by large companies, and allows their 
corporate network and data centre administrators to 
effectively become in-house service providers 
catering to customers within the corporation. 
It has been suggested that a hybrid cloud environment 
combining resources from both internal and external 
providers will become the most popular choice for 
enterprises. In other words hybrid cloud can also be 
defined as the combination of both public and private 
cloud which is connected via VPN. 
B. CLOUD SERVICES 
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The Cloud technology provides their services in 
three fundamental models as listed below: Software 
as a Service (SaaS): The capability provided to the 
consumer is to use the provider’s applications 
running on a cloud infrastructure. The applications 
are accessible from various client devices through 
either a thin client interface such as a web browser 
or a program interface. The consumer does not 
manage or control the underlying cloud 
infrastructure including network, servers, operating 
systems, storage or even individual application 
capabilities, with the possible exception of limited 
user specific application configuration settings. The 
examples are Zoho, Google apps.  

Platform as a Service (PaaS): The capability 
provided to the consumer is to deploy onto the cloud 
infrastructure consumer-created or acquired 
applications created using programming languages, 
libraries, services and tools supported by the 
provider. The consumer does not manage or control 
the underlying cloud infrastructure including 
network, servers, operating systems or storage, but 
has control over the deployed applications and 
possibly configuration settings for the application-
hosting environment. The examples of PaaS are 
Windows Azure, Google App Engine. 

Infrastructure as a Service (IaaS): The capability 
provided to the consumer is to provision processing, 
storage, networks, and other fundamental computing 
resources where the consumer is able to deploy and 
run arbitrary software, which can include operating 
systems and applications. The consumer does not 
manage or control the underlying cloud infrastructure 
but has control over operating systems, storage and 
deployed applications and possibly limited control of 
select networking components. The examples of IaaS 
are Dropbox, Amazon web services. 
 
C. PROBLEM STATEMENT 

Cloud computing enables highly scalable services to 
be easily consumed over the internet on an as-needed 
basis. A major feature of the cloud services is that 
user‘s data are usually processed remotely in 
unknown machines that users do not own or operate, 
this may result in tampering of User‘s data for 
example financial data, misusing of user‘s 
information, exploiting cloud resources. 
D. ASSURING CLOUD DATA STORAGE 

In cloud data storage system, users store their data in 
the cloud and no longer possess the data locally. 
Thus, the correctness and availability of the data files 
being stored on the distributed cloud servers must be 
guaranteed. One of the key issues is to effectively 
detect any unauthorized data modification and 
corruption, possibly due to server compromise and/or 
random failures. Besides, in the distributed case when 
such inconsistencies are successfully detected, to find 
which server the data error lies in is also of great 
significance, since it can always be the first step to 

fast recover the storage errors and/or identifying 
potential threats of external attacks [4] . 

Moving data into the cloud offers great 
convenience to users since they don‘t have to care 
about the complexities of direct hardware 
management. The pioneers of cloud computing 
vendors are Amazon Simple Storage Service (S3) and 
Amazon elastic Compute Cloud (EC2) are both well-
known cloud service providers. While these internet-
based online services do provide huge amounts of 
storage space and customizable computing resources, 
this computing platform shift, however, is eliminating 
the responsibility of local machines for data 
maintenance at the same time [4]. As a result, users 
are at the mercy of their cloud service providers for 
the availability and integrity of their data. On the 
other hand, although the cloud infrastructures are 
much more powerful and reliable than personal 
computing devices, broad range of both external and 
internal threats for data integrity still exist. 

Examples of outages and data loss incidents 
of noteworthy cloud storage services appear from 
time to time. On the other hand since the users may 
not retain a local copy of outsourced data, there exist 
various incentives for cloud service providers (CSP) 
to behave unfaithfully towards the cloud udders 
regarding the status of their outsourced data. For 
instance, to increase the profit margin by reducing 
cost, it is possible for CSP to discard rarely accessed 
data without being detected in a timely fashion. In 
order to achieve the assurance of data integrity, 
availability and enforce the quality of cloud storage 
service, efficient methods that enable on- demand 
data correctness verification on behalf of cloud users 
have to be designed [4]. However the fact that the 
users no longer have physical possession of data in 
the cloud prohibits the direct adoption of traditional 
cryptographic primitives for the purpose of the data 
integrity protection. Hence the verification of cloud 
storage correctness must be conducted without 
explicit knowledge of whole data files. 

Last but not the least, the deployment of 
cloud computing is powered by data centres running 
in a simultaneous, cooperated and distributed manner. 
It is more advantage for individual users to store their 
data redundantly across multiple physical servers so 
as to reduce the data integrity and availability threats. 
Thus distributed protocols for storage correctness 
assurance will be of most importance of achieving 
robust and secure cloud storage systems. 
E. SOLUTION STRATEGY 

A novel highly decentralized information 
accountability framework is developed to keep track 
of the actual usage of the user‘s data in the cloud, this 
is termed as Cloud Information Accountability (CIA) 
Framework, and this is also accompanied with 
tracking mechanisms. 
Cloud Information Accountability (CIA) 
framework: This is based on the notion of 
information accountability. Unlike privacy protection 
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technologies which are built on the hide-it-or-lose-it 
perspective, information accountability focuses on 
keeping the data usage transparent and traceable [1]. 
CIA framework provides end-to-end accountability in 
a highly distributed fashion. One of the main 
innovative features of the CIA framework lies in its 
ability of maintaining lightweight and powerful 
accountability that combines aspects of access 
control, usage control and authentication. 
Data Traceable Technique: Decentralized traceable 
should be achieved, which means a user can retrieve 
the details of the file stored in the cloud. Every access 
to the user‘s data should be updated. Records should 
be reliable and tamper proof. Records should be 
easily retrievable from the cloud whenever needed. 
Components of CIA:Cloud Information 
Accountability (CIA) is designed in order to keep 
track the actual usage of the user‘s data in the cloud 
this is achieved by tracking mechanisms along with 
user‘s data and policies. JAR programmable 
capabilities are used to create a dynamic and traveling 
object, and to ensure that any access to user‘s data 
will trigger authentication and automated updates the 
record. 
 
II. RELATED WORK 

 
There are some primitive techniques which are 
followed till today to protect the data stored in the 
cloud, but these security mechanisms can be easily 
compromised by the attacker and the security can be 
easily breached. Some of the primitive techniques are 
as follows; 
A Privacy Manager for Cloud Computing. [6] 

In this technique the user’s data is in 
encrypted form in cloud and evaluating is done on 
encrypted data. The privacy manager makes readable 
data from result of evaluation manager to get the 
correct result. In obfuscation data is not present on 
Service provider’s machine so there is no risk with 
data, so data is safe on cloud. This solution is not 
suitable for all cloud application, when input data is 
large this method can still require a large amount of 
memory. 
Accountability as a Way Forward for Privacy 
Protection in the Cloud [7] 

This presents procedural accountability to 
solving security risk in cloud, in this mechanism the 
policies are decided by the service providers, store or 
share that data irrespective of the jurisdiction in 
which information is processed. This has limitation 
that data processed on SP is in unencrypted at the 
point of processing so there is a risk of data leakage. 
A Logic for Auditing Accountability in 
Decentralized Systems [8] 

The data owner gives a privileges which 
permits to serve data with policies; User should prove 
their action and authorization to use particular data. 
In this logic data owner attach Policies with data, 
which contain a description of which actions are 

allowed with which data. There is the problem of 
Continuous auditing of user; they may provide 
solution that incorrect behavior. 
Decentralized Trust Management and 
Accountability in Federated System.[9] 

This is a three layers architecture, in first 
layer is authentication and authorization in this 
authentication does using public key cryptography. 
Second layer is accountability which perform 
monitoring and logging. The third layer is anomaly 
detection which detects misuse of resources. This 
mechanism requires third party services to observe 
network resources. 
Homomorphic Distributed Verification Protocol 
for Ensuring Data Storage in Cloud Computing 
[10] 

To ensure the confidentiality of remote data, 
proposed a privacy-preserving audit protocol, which 
allows a third party auditor to keep online storage 
honest. The client first encrypts the data file and pre-
computes a hash value over encrypted data using 
keyed hash function and sends it to the auditor. Their 
schemes may potentially bring online burden to the 
users when the keyed hashes are used up. 
PORs: Proofs of Retrievability for the Files [11] 

In this model, the encrypted data is being 
divided into small data blocks, which are encoded 
with Reed-Solomon codes. The “sentinels” are 
embedded among encrypted data blocks to detect 
whether it is intact. However, this can verify only 
limited number of times because this scheme has only 
finite number of “sentinels” in the file. When the 
finite “sentinels” are exhausted, the file must be sent 
back to the owner to re-compute new “sentinels”. 

 
III. EXISTING SYSTEM 

 
A specification is a document that describes how the 
project is supposed to be done. Specifications may 
take several forms, they can be straightforward listing 
of functional attributes or schematics of functional 
relationships or flow logic. Specifications can also be 
in the form of prototypes, mockups and models. The 
requirements and specification can be further 
classified as hardware and software requirements. 
These requirements will vary from one entity to 
another. In this project there are three key entities are 
used namely Data owner, cloud server and a user. 
The requirements and specification of each entity is 
defined as follows;  
 
A. CONNECTING DATA OWNER, CLOUD 
SERVER AND USER SYSTEMS 
 

The data owner, the user and the cloud server 
share the same system, and My SQL database is used 
to store the credentials of both the data owner and the 
user‘s information. Within My SQL database separate 
database is created for the Data owner, Cloud Server 
and the User, where the data owner‘s credentials, file 
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access details and User‘s information are recorded 
and stored respectively. A separate database is 
maintained in the same system for Data owner, Cloud 
server and User respectively. 
 

 
Figure 4: Block Diagrammatic Representation of 

Requirements and Specification 
 

      The User and Data owner system is implemented 
in the same system. In this system, user and data 
owner both acts as client and server. We have even 
given option for user to upload the file and will act as 
data owner. As database is maintained in the server, if 
the User needs to access the database he needs to be a 
registered User. The registered User will be given the 
access rights by using GRANT command. This 
access right facilitates the registered User to 
download and upload files into the database. The 
User as well as Data owner is the only person who 
has complete access rights over the database. 
The user retrieves the information stored in the cloud 
whenever needed via TCP/IP connection. But only 
TCP/IP connection is not sufficient to retrieve the 
user‘s information so My SQL connector is installed 
in the user system which is responsible for connecting 
the database present in the data owner‘s system. 
 
To allay users’ concerns, it is essential to provide an 
effective mechanism for users to monitor the usage of 
their data in the cloud. For example, users need to be 
able to ensure that their data are handled according to 
the service level agreements made at the time they 
sign on for services in the cloud. Conventional access 
control approaches developed for closed domains 
such as databases and operating systems, or 
approaches using a centralized server in distributed 
environments, are not suitable, due to the following 
features characterizing cloud environments. 
Problems on existing system: 
 First, data handling can be outsourced by the 
direct cloud service provider (CSP) to other entities in 
the cloud and theses entities can also delegate the 
tasks to others, and so on. 
 Second, entities are allowed to join and 
leave the cloud in a flexible manner. As a result, data 
handling in the cloud goes through a complex and 

dynamic hierarchical service chain which does not 
exist in conventional environments. 
 
IV. PROPOSED SYSTEM 
 
We propose a novel approach, namely Cloud 
Information Accountability (CIA) framework, based 
on the notion of information accountability. Unlike 
privacy protection technologies which are built on the 
hide-it-or-lose-it perspective, information 
accountability focuses on keeping the data usage 
transparent and trackable. Our proposed CIA 
framework provides end-to-end accountability in a 
highly distributed fashion. One of the main 
innovative features of the CIA framework lies in its 
ability of maintaining lightweight and powerful 
accountability that combines aspects of access 
control, usage control and authentication. By means 
of the CIA, data owners can track whether or not the 
service-level agreements are being honored. 
Associated with the accountability feature, we also 
develop two distinct modes for auditing: push mode 
and pull mode. The push mode refers to logs being 
periodically sent to the data owner or stakeholder 
while the pull mode refers to an alternative approach 
whereby the user (or another authorized party) can 
retrieve the logs as needed. 
 There is a provision of extensive 
experimental studies that demonstrate the efficiency 
and effectiveness of the proposed approaches with the 
following constraints. 
Our main contributions are as follows: 

 We propose a novel automatic and 
enforceable logging mechanism in the cloud 
to track the usage. 

  The data owner file is been stored in cloud 
in the form of Java Archive files which is 
created by Java Virtual Machine, only the 
authenticated user can download the file 
unlike unauthorized users. 

 Our proposed architecture is platform 
independent and highly decentralized, in that 
it does not require any dedicated 
authentication or storage system in place. 

 Every access to the user‘s data should be 
correctly and automatically logged. This 
requires integrated techniques to 
authenticate the entity that access the data, 
verify, and record the actual operations on 
the data as well as the time that the data have 
been accessed. 

 Log files should be reliable and tamper 
proof to avoid illegal insertion, deletion, and 
modification by malicious parties. Log files 
can access by both user and data owner. 

 The proposed technique should not 
intrusively monitor data recipient‘s systems, 
nor it should Introduce heavy 
communication and computation overhead, 
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which otherwise will hinder its feasibility 
and adoption in practice. 

II. SYSTEM DESIGN 
 

CIA FRAMEWORK 
 
The innovative features of Cloud Information 
Accountability (CIA) framework lay its ability in 
maintaining light-weight and powerful accountability 
that creates JAR files and stores in a cloud. This CIA 
framework helps the data owners in tracking whether 
the service level agreements are honoured or not. 
Associated with the accountability feature, two 
distinct modes for auditing is designed namely push 
mode and pull mode. The push mode sends the details 
of the user who accessed the file, and the pull mode 
refers to an alternative approach where the user can 
retrieve the logs and audit when needed. 
The CIA framework also conducts automated logging 
and auditing mechanisms by using a major component 
called logger. The logger job is to automatically 
record the logging access of the file [1]. The logger 
requires minimal server support from the server; as a 
result it is not a burden for the server to process along 
with the data. Any access to the data will trigger an 
automated authenticated and authenticated logging 
mechanism records the details of the user. The 
architecture of the CIA framework is shown below. 
 

 
Figure 4: Architecture of the CIA Framework 

 
The figure 5.1 depicts a complete architecture of the 
CIA framework. Data owner, Cloud service provider, 
users and cloud are some of the important entities in 
the architecture. 
Here the data owner has the original file wanted to 
upload to the cloud to share with the registered users. 
The data owner first authenticate with the cloud 
service provider, if he is authenticated the data owner 
will upload the file. After upload the CIA framework 
will create a JAR file of the original file and 

deposited in the cloud. The user can download the file 
from the cloud through our application by 
authenticate with the cloud service provider. 
Meanwhile whenever the user downloads the file this 
framework automatically triggers the logging 
mechanism records the details of the user. The 
detailed access log records can view by both the user 
and data owner. 
JAR creation entity 
After uploading the text file, the file goes through a 
JVM interpreter which creates JAR file of an 
uploaded text file, the raw data is encrypted in the 
JAR will be a Unicode 8byte character. This forms 
unintelligible code to read or analyze the pattern, 
after gone through JAR module the created JAR file 
will be stored in cloud server.  
Download entity 
The user entity is allowed to save or download a raw 
copy of the data; the raw data file will be directly 
downloadable in a pure form using a link. When an 
entity clicks this download link, the JAR file 
associated with the data will decrypt the data and give 
it to the entity in raw form. The decryption of data in 
JAR file is only possible in this application, if the 
CSP or Hacker access file from another application 
they wont be able to read the raw data. 
View 
The entity (i.e. CSP or Hacker) can only see the files 
in cloud but they cannot be able to read raw data of 
the file. Since, the data stored in cloud will be in JAR 
format which is created right after the upload of 
original text file. The data in the JAR file is encrypted 
by JVM by Unicode character of 8 byte code which is 
hard to decrypt, since it is strong encrypted the CSP 
or Hacker unable to read or analyse the pattern. 
 
DATA OWNER 
The whole mechanism begins from the data owner 
entity. The job of data owner is to upload files to the 
cloud. But before this he should undergo many 
security checks that is primarily the data owner 
should get registered with the cloud service provider 
to become an authorized data owner, later he will be 
allotted some free space in the cloud to store his files. 
The registered data owner will be issued a username 
and password from the cloud service provider to 
ensure authenticated sign in, into the cloud. The 
operations performed by the data owner are shown in 
the fig 5.2 the use case diagram of the owner is 
clearly show in the fig 5.3 
Primarily the data owner attempts to upload a file into 
the cloud, but before the file is uploaded the control 
checks the database where the owner‘s credentials are 
located, if he is a authorized data owner, then he can 
proceed further, but in case if he is not an authorized 
data owner, then a pure log is generated and a alert 
message will be displayed to the unauthorized data 
owner, to please enter the valid credentials 
(Username and Password) or register with the cloud 
service provider. After the first level of security 
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check the data owner starts uploading the file, if the 
file size exceeds the limit of uploading that is the data 
owner can upload only a file of size 2MB at once, but 
if the limit exceeds then a pure log is generated and a 
message will be displayed to the data owner which 
says that the file size has been exceeded, if the file 
size is within 2MB then the file is stored in the cloud 
server. The logger pushes the log records to the data 
owner at regular interval of time so the data owner 
can get the details about his files uploaded in the 
cloud server. If the data owner enters a particular user 
name then he can get all the details of the specified 
user. The database which is used to maintain the data 
owner credentials in this project is My SQL. 
 
CONCLUSION 
 
We proposed the distributed deduplication systems to 
improve the reliability of data while achieving the 
confidentiality of the users’ outsourced data without 
an encryption mechanism. Four constructions were 
proposed to support file-level and fine-grained block-
level data deduplication. The security of tag 
consistency and integrity were achieved.We 
implemented our deduplication systems using the 
Ramp secret sharing scheme and demonstrated that it 
incurs small encoding/decoding overhead compared 
to the network transmission overhead in regular 
upload/download operations. 
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