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Abstract— The Mobile Cloud Storage system is a service model in which data are managed, maintained and endorsement 
remotely on the cloud side and keeps data available to the users over a network. It provides a massive  and opportunely 
storing for data. To stored data on storage servers is encrypted form to reduce the seclusion and security risk. Mobile devices 
having encryption and decryption are overhead because it’s very small low power computation and retrieval process incurs a 
complicated communication between user and cloud. Traffic and Energy saving Efficiency Search off-load the computation 
from mobile devices to the cloud and this architecture optimizes the communication in client and cloud. Data seclusion does 
not degrade when performing enhancement methods are applied. This paper presents on a study of traffic and saving energy 
encrypted search. The network traffic also significantly reduced during file retrieval. 
 
 Keywords— Mobile Cloud Storage, traffic efficiency, energy efficiency, searchable data encryption. 
 
I. INTRODUCTION 
 
Cloud computing is a practical and social certainty 
and an emerging technology as the architecture 
design of IT enterprises, massively provides remote 
access, suitably stores the data is scalable. The cloud 
storage is defined by the storing of data online in the 
cloud. The Mobile Cloud Storage is a form of cloud 
storage, which applies to storing data on mobile 
devices individually in the form of cloud. It represents 
the more and more trendy in online service which 
facilitates the sharing file process without draining 
the local mobile device resources and high data 
accessibility. It can provide the services to abuser to 
stores the file on to the cloud through wireless 
communication. 
The data seclusion is the utmost important of cloud 
storage system, so data is encrypted by the admin 
prior to outsourcing on to cloud and data users 
retrieve the interested data by encrypted search 
scheme. The MCS system also imported in many 
traditional encrypted data methods. But traditional 
encryption methods incur new challenges, in 
consideration of limited battery capacity, computing 
power and sharing data through accessing 
approaches.  
The design scheme of mobile cloud storage should be 
efficiency in both network traffic and energy 
consumption with security requirements of wireless 
communication. 
Traffic and Energy saving Efficiency Search 
introduces the architecture. It realizes the efficiency 
of Mobile Cloud Storage application. It employs and 
modifies the keyword search scheme over encrypted 
data on mobile cloud. Traditionally two types exist 
are: RKS (Ranked keyword search) and BKS 
(Boolean keyword search). The RKS is more suitable 
for mobile cloud storage. Because it throws top-k 
relevant files to the user. The BKS sends all matching 

files to the users which causes a larger amount of 
network traffic. In traffic and energy saving efficiency 
search architecture with RKS offloads the security 
calculation to the cloud to save energy consumption of 
mobile devices. It simplifies the procedure encrypted 
search t reduce the traffic for data retrieving from 
encrypted cloud storage. To reduce  the statistic 
information leak and keyword file association leak it 
implements the advanced security mechanism 
procedure for modified search by adding noise in term 
function of frequency distribution and keep order 
preserving encryption attributes. 
The TEES advantages in comparison with traditional 
complex encrypted search procedure: 
 
 It reduces the network traffic for the 
communication of selected index and reduces the 
retrieving file time. 
It reduces the energy consumption by offloading the 
computation of the relevance scored search in cloud. 
 It also thesaurus the encrypted index to 
avoid static information leak and keyword should be 
wrapped in order to render them impossible to 
differentiate for an attacker and also guarantees that 
security level enhanced for mobile cloud storage 
wireless communication. 
 
II. RELEATED WORK 
 
Up to till now towards the ability sharing data has been 
evolved in searching encryption with user’s privacy 
data. After many method have been planned based on 
searching keywords. The retrieval of the information in 
the basis of term frequency-inverse document 
frequency. 
D. Song, D. Wagner,[1], 2000 “Practical techniques for 
searches on encrypted data” in this paper proposed 
technique intended for search on encrypted data. This 
method uses primitives from typical symmetric key 
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cryptography to define protection.  
Proposed method encrypts every word in the 
document individually. This encrypted look for 
improves the secrecy. To conquer the problem 
periodical key modify is needed and re-encrypt the 
document. Encryption method is not compatible with 
the existing method and cannot contact with data 
compression. 
R. Agrawal, J.Kirnan, [2], 2004 “Order Preserving 
encryption for numeric data” in this paper the 
proposed algorithm is very difficult for the mobile 
devices. 
K.Kumar and Y. Lu, [3], 2010 “Cloud computing for 
mobile user: Can Offloading computation save 
energy?” in this paper proposed four approaches to 
energy reduction and extend battery life time in 
mobile devices are: avoids the misuse energy, 
executes the programs slowly, eliminating 
computation altogether, adopting new generation of 
semiconductor technology. The paper proposed the 
estimation to saves the energy. The limitations are 
privacy and security risk is high. 
G.Heiser, A. Carroll, [4], 2010 “An analysis of power 
consumption in a smart phone” this paper says to 
measure the consumption power and efficiency 
energy of mobile devices. 
C.Wang, N. Cao, W. LOU and K. Ren [5], 2012 
“Enabling secure and efficient ranked keyword search 
over outsourced cloud data” proposed a one-to-many 
mapping order preserving encryption and it 
implements a complex algorithm for security 
protection. Their performance and consumption 
energy would a problem since their algorithm for 
protection. 
 Algorithm was complicated and need much 
computing resource. 
C. Wang, M. Li, N. Cao, [6], 2014, “privacy-
preserving multi- keyword search over encrypted 
cloud data”,  this paper presents privacy preserving 
method in such  way to  controls the double key leak 
for multi keyword search. 
B. Wang, S. Yu, W. Lou, and Y. T. Hou [7], 2014 , 
“privacy- preserving multi-keyword fuzzy search 
over encrypted data in the cloud”, In this method was 
presented i.e. a fuzzy multi keyword fuzzy search 
during search time should be inefficient with two trip 
communications. 
 Many previous schemes cannot straightly apply to 
mobile cloud. Only they prove themselves for 
accurate enough for secured and searching purposes.  
 
III. STUDY OF FILE RETRIEVAL IN CLOUD 
STORAGE 
 
The traditional cloud storage system denotes 
index/file encryption by data owner then  outsource  
data  to  the cloud storage and data retrieval and 
search  procedure of data users  in cloud computing. 
 
  

 
Fig 1: Traditional Architecture 
 
The above figure 1 first deals with the file/index 
encryption by data owner, executes the preprocessing 
and indexing work and he should invert the files to 
store on cloud. The data owner encrypts the index and 
stores in to the cloud server with encrypted file set. 
Next deals with the data search and retrieval procedure 
an authenticated user stem  the keyword encrypt with 
the key and hashes to get index and sends encrypted 
keyword to cloud. The server searches for keyword and 
send back the keyword related index to the user. The 
user calculates relevant score with selected index to 
find top-k relevant files to follow up request to cloud in 
order to retrieve files. The position of these files is 
selected and sent back to the data user from cloud. 
After that user decrypts the file and recovers the 
original data. 
The figure 2 gives a detail of two round trip scheme is 
implemented for authenticated user. This scheme 
requires more computation power and very 
complicated. It is more complex than plain text search 
where searching and retrieving is done without security 
service. These schemes are suitable for the users with 
personal computer but in case of mobile devices are 
heavy burden, more latency and cost more power. To 
solve these problems we introduce novel idea traffic 
and energy saving efficiency search. 
 

 
Fig 2: Two round trip encrypted search scheme 
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IV. SEARCH AND RETRIEVAL MODIFIED 
PROCESS 
During preprocessing and indexing stages the data 
admin index gets tem frequency table as index and 
uses the Order Preserving Encryption to it. The server 
calculates the relevance score and ranks them without 
decrypting index. This represents offloads the 
computation load, secure and possible. Modified 
processes of search and retrieval shown in below 
figure. 
 

 
Fig 3: New search and process of one round trip 
 
The user tries to retrieve top-k relevant files, the 
admin send back key to encrypt keyword. The user 
stems the keyword to be queried and using its keys. 
The user wraps encrypted keyword to a tuple to add 
noise to avoid static information leak this tuple is 
used to perform retrieval. Wrap keyword receives the 
cloud server first makes sure that it is accessed by 
legal user. The server is notified by the admin that 
this user become invalid in future, the search is 
performed but shows warning. If it is legal user the 
server unwraps the tuple to recover the keyword entry 
and searches it in the index. After calculating the 
relevance scores, position of these files corresponding 
keyword is picked and top-k relevant files sent back 
to the user’s mobile client without performing any 
decryption files. The user decrypts the files in mobile 
client and recovers the original data. 

V. SYSTEM ARCHITECTURE 
 

 
Fig 4:  Encrypted Search Architecture of TEES 

The above figure 4 shows the architecture of TEES, 
in which the relevance score is off-load to the cloud 
which eases the heavy burden on mobile clients. To 
solve the problems in previous scheme, the novel 
idea introduces the TEES. This features only one 
round trip communication for each search. 
Compared to traditional architecture the 
computation in user side, to find top-k relevant files 
in the table index is offloaded to the cloud. This 
architecture helps to easily observes and we 
elaborate and quantify them following benefits are 
reduce the traffic overhead, energy consumption, 
file search and retrieval time. 

VI. DESIGNING OF TRAFFIC AND ENERGY 
SAVING EFFICIENCY SEARCH SYSTEM 
The proposed system is defined in to the following 
modules. In order to achieves the security 
enhancement with energy and traffic efficiency. This 
system builds the aspects of the admin, user and 
cloud server. The admin builds the term frequency 
table as index, OPE algorithm for encryption. 
 

A.  Admin: 
It is responsible for the build index table, encrypion 
function and authentication procedure. Term 
frequency and Inverse Document Frequency is the 
product of two statistics. Term frequency is to use 
the raw frequency of term in document. The Inverse 
Document Frequency is the measures the term 
common. To build the index data admin collects the 
files to store in to the cloud. 

The OPE method is used for encrypting the 
data. This approach uses one-to-many mapping to 
every term frequency value to certain random 
number. The OPE algorithm is very simple secure 
and consumes less energy. 

The admin maintains an invalid user set 
and legal user set, an authenticated data admin 
checks the identity of the user. The admin legally 
updates the ensure security. If user is legal set then 
admin sends the keys and hashes to the user. The 
data admin checks the IMEI of users mobile and it 
stores in encrypted version. 

 
B.  User: It executes mobile client side. The user 
wraps the keyword to solve the keyword file 
association leak and it sends the relevance score 
calculation to the server. The wrap function of the 
user decrypts the files corresponds to encryption 
done by the data admin. 

 
C. Cloud Server: It unwrap the keyword and ranks 
the relevance scores for this system. This can be 
used to get top-k relevant files in order to searching 
a given keyword 
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VII. EXPECTED OUTCOMES 
Results obtained so far energy consumption is 
important for mobile devices. Compare to both ORS 
and TRS is shown below figure [5] and [6]. Slightly 
changes might occur comparison is somewhat 
precise. The offload calculation from mobile devices 
to cloud data it reduces the execution time. 
Compared to both schemes one round trip search 
scheme is more effective and secure. 
 

Fig 5:  TRS scheme 

 
Fig 6: ORS scheme 
 

CONCLUSION 
Project is based on the developed a new architecture 
system as a beginning attempt to create an efficient 
encrypted keyword search tool over Mobile Cloud 

Storage. 
The propose method with the single keyword search 
using TF-IDF table and Order Preserving Encryption 
algorithm. The basic refuge challenge of mobile cloud 
storage and this system handles the server information 
acquisition, keywords-file association leak, and static 
information leak. The proposed system only handles 
the single keyword search. To improve the correctness 
result multi-keyword search and can reduce the traffic 
by reducing top-k relevant files. The current work we 
are using order preserving encryption algorithm it is 
very simple and it does not support powerful algorithm 
implementing with efficiency in future work. 
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