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Abstract—In the present scenario cloud computing is emerging very rapidly. Number of users stores their data on Cloud 
and also uses the resources available on cloud on the basis of “pay per use” pattern. So, Security is an important factor in 
cloud computing to guarantee that client’s data is stored in a secure manner in the cloud. Data must not be stolen by the third 
party so authentication of client becomes an important task. Number of plans utilizing quality based encryption (ABE) have 
been put forward for access control of outsourced information in distributed computing; in any case, a large portion of them 
experience the ill effects of resoluteness in actualizing complex access control strategies. In this paper, we analyze the 
number of existing techniques available for security purpose on the basis of different parameters and factors like optimized 
resource, scalability, performance utilization. Also we will try to overcome the problems which we sorted in previous 
techniques and trying generate the new technique An Expansible approach which will be more efficient and effective. 
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I. INTRODUCTION  

 
Cloud computing is the ability to execute an 
application or a program on many computers at the 
same time. The component of cloud computing 
includes hardware, software, networking and storage. 
Cloud computing is the delivery of computing 
services over the internet. Cloud furnish the services 
which incorporate Software-as-a-Service (SaaS), 
Infrastructure as a Service (IaaS) and Platform as a 
Service (PaaS). 
The main goal of cloud computing services is data 
storage, data retrieval and usage of resources 
obtainable on cloud on the premise of “pay per use”. 
Cloud services permit individuals and businesses to 
use software and hardware where the management is 
done by third parties at remote locations. Cloud 
services involve online file storage, social networking 
sites, webmail, and online business applications. 
Cloud computing furnish a shared pool of resources, 
comprising space for data storage, networks, 
computer processing power, and user applications. 
Security is a paramount confrontation in cloud system 
due to its nature of outsourced computing. Unless and 
until strong security scheme is put into practice, cloud 
system will be vulnerable to various attacks and 
manageable by the users. Data security is assurance 
given by a number of different security parameters 
via Authentication, Authorization, Confidentiality, 
Integrity and Availability. Mostly, confidentiality, 
integrity and authentication are the critical areas. In 
our paper, we are proposing various leveled quality 
Expansible Approach which is an augmentation to 
Attribute Based Encryption. 
 
II. LITERATURE REVIEW 
 
Various algorithms and techniques are already 
available for cloud security. Encryption algorithm 

transform the data into scrambled form by using “the 
key” and alone user possess the key to decrypt the 
data. Fig. 1 shows some of the symmetric along with 
asymmetric algorithms. 
 

 
Fig. 1 Types of algorithm 

 
 
A. Symetric Algorithm: 
 DES: This is the abbreviation used for Data 

Encryption Standard with development year 
1977. This was the first encryption standard to 
be approved by NIST (National Institute of 
Standards and Technology). DES is comprised 
of 64 bits key size with 64 bits block size. 
Since that time, number of attacks and 
methods have endorsed weaknesses of DES, 
which made it an insecure block cipher.[1] 

 BLOWFISH: This was developed in 1993. 
This is the public algorithms provided by 
Bruce Schneier. Blowfish consists of variable 
length key, 64-bit block cipher. Not any attack 
is known to be successful against this. Number 
of experiments and research analysis proved 
the preferable of Blowfish algorithm 
comparing other algorithms in premise of the 
processing time. Blowfish is the comparatively 
better than other algorithms in throughput and 
power consumption.[2] 

 RC5: It was introduced in the year 1994. The 
key length of RC5 is MAX 2040 bit with a 
block size of 32, 64, 128 bit. The use of this 
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algorithm presents that it is Secure. The speed 
of this algorithm is not fast. [3] 

 3DES: This was introduced in the year 1998 as 
an enhancement of DES. In this  the 
encryption method is same as in original DES 
but applied triple times to increase the 
encryption level. But it is well known fact that 
3DES is slower than other block cipher 
methods. This is an intensification of DES and 
it is 64 bit block size along with 192 bits key 
size.  In terms of power consumption and 
throughput 3DES has low performance when 
analyze with DES. It requires always large 
time than DES because of its triple phase 
encryption characteristics.[2],[4] 

 AES: This is the abbreviation used for 
Advanced Encryption Standard, this 
encryption standard recommended by NIST to 
replace DES. Brute force attack is the single 
powerful attack known against it, in which the 
attacker attempt to test all the characters 
combinations to unseal the encryption. Both 
AES and DES are block ciphers. They have 
variable key length of 128, or 192, or 256 bits; 
default 256. It encrypts data blocks of 128 bits 
in a multiple of 10, 12 and 14 round 
susceptible on the key size. AES encryption is 
quick and flexible; it can be carry out on 
various platforms especially in small devices. 
Also, AES has been used in many security 
applications.[3][4]. 

 
B. Asymmetric Algorithm: 
 RSA: It is an Internet encryption and 

authentication system that uses an algorithm 
developed in year 1977 by Rivest, Shamir, and 
Adleman. The RSA algorithm is the most 
commonly used encryption. Till now it is the 
single algorithm used for private and public 
key creation and encryption. RSA has a 
multipliable homomorphism property i.e., it is 
possible to gather the product of the plain text 
by multiplying random cipher texts. The result 
of the operation will be the text ciphered on 
the given product.[5]  

 DSA: The Digital Signature Algorithm (DSA) 
is a Standard for digital signatures. It was 
endorsed by National Institute of Standards 
and Technology (NIST) in 1991 August for 
use in their Digital Signature Standard (DSS) 
and accepted as FIPS 186 in the year 1993. 
Four versions of v1 specification have been 
released: FIPS 186-1 in the year 1996, FIPS 
186-2 in the year 2000, FIPS 186-3 in the year 
2009, and FIPS 186-4 in the year 2013. With 
DSA, the entropy, secrecy, and unlikeness of 
the random signature value k is critical [4]. It is 
so critical that disrupting any one of those 
three requirements can expose the entire 
private key to an attacker. Using the same 

value two times (even while keeping k secret), 
using a predictable value, or outflow even a 
few bits of k in each of various signatures [5], 
is enough to break DSA. 

 Diffie-Hellman Key Exchange (D-H): 
Diffie–Hellman key exchange is a distinct 
method of interchanging cryptographic keys. 
The Diffie–Hellman key method allows the 
two mutual parties that have no earlier 
reference of each other to establish a shared 
secret key over an non-secure communications 
channel. This key can then be used to encrypt 
successive communications using a symmetric 
key cipher. 

 EI Gamel: The ElGamal is an asymmetric key 
encryption algorithm for public-key 
cryptography basically taking reference based 
on the Diffie–Hellman key exchange. This was 
defined by Taher Elgamal in 1980’s. ElGamal 
encryption is used in the free GNU Privacy 
Guard software, currently available versions of 
PGP, and further cryptosystems. The Digital 
Signature Algorithm is a varied from the 
ElGamal signature scheme.  ElGamal 
encryption can be determined over any cyclic 
group. 

 
C. Other Schemes For Cloud Security: 
In G.Wang, Q. Liu, and J.Wu  [6] study on a few 
plans, for example, Cipher content Policy Attribute-
Based Encryption, Key-Policy Attribute-Based 
Encryption, Cipher content Policy Attribute Set 
Based Encryption, Hierarchical Identity Based 
Encryption, Fuzzy Identity-Based Encryption, 
Hierarchical Attribute-Based Encryption and 
Hierarchical Attribute-Set-Based Encryption for 
access control of outsourced information are chatted.  
In J. Li, N. Li and W. H. Wins borough [7] exhibited 
an overview on different encryption routines that 
gives security, versatile and adaptable fine grained 
access control. As the information is partitioned over 
the system, it is required to be scrambled. 
Dissemination of information means the information 
ought to be ensured and appropriate access control 
ought to be kept up. There are numerous encryption 
frameworks that offer security and access control in 
mists that guarantee that approved client's get to the 
information and the framework.  
 In Rakesh Bobba, Himanshu Khurana & Manoj 
Prabhakaran [8] talked about another type of 
distributed computing environment that speak to trait 
based access control instrument. It demonstrates the 
best approach to propose of trait based access control 
instrument for distributed computing.  
Yan Zhu et.al [9] proposed a productive worldly get 
to control encryption plan for cloud administrations 
with the help of cryptographic whole number 
differentiations and an intermediary construct re-
encryption component in light of the present time. It 
additionally offered a double corresponding 
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appearance of whole number decisions to expand the 
force of trait expression for executing different 
worldly limitations.  
Shucheng Yu  [10] paper tended to this requesting 
open worry by, on one hand, characterizing and 
upholding access strategies taking into account 
information properties and on the other, the 
information proprietor to appoint the greater part of 
the calculation assignments included in fine-grained 
information access control to depended cloud servers 
without uncovering the fundamental information 
substance. We accomplish this objective by joining 
strategies of trait based encryption (ABE), 
intermediary re-encryption, and sluggish re-
encryption. The proposed system additionally has 
most imperative properties of client access benefit 
protection and client mystery key responsibility. 
Guojun Wang et.al [11] proposed a progressive trait 
based encryption plan (HABE) by consolidating a 
various leveled character based encryption (HIBE) 
plan and a ciphertext-approach quality based 
encryption (CP-ABE) plan.  

 
III. PROBLEM STATEMENT 

 
SECURITY & PRIVACY 

 In cloud computing management of data and 
infrastructure is done by third party so it is 
very risky to handover confidential 
information to such providers.  

LOCK-IN 
 For the customers it is very difficult to swap 

from one Cloud Service Provider (CSP) to 
another. It causes dependency on a particular 
CSP for service. 

 ISOLATION FAILURE 
 This may cause vulnerability of isolation 

procedure that separates storage, memory, 
routing between the different tenants. 

INSECURE OR INCOMPLETE DATA DELETION 
 It may might be possible that the data asked 

for deletion may not get deleted. 
 
IV. SOLUTION DOMAIN 
 
 For protecting data in the cloud we use mechanisms 
like 

 Access Control 
 Auditing  
 Authentication 
 Authorization 

As the data which is stored in cloud can be accessed 
from any place, hence, we must have a procedure to 
isolate data from direct access by client for data 
security. For isolating storage in cloud Brokered 
Cloud Storage Access is one of the approach. In this 
approach, two services are created: 

 A broker with no access to client but full 
access to storage.   

 A proxy without access to storage but access 
to both client as well as broker. 

 
We propose An Expansible approach for access 
control in distributed computing. This augments the 
figure content approach trait set-based encryption 
(CP-ASBE, or ASBE for short) [12] plot with a 
various leveled structure of framework clients, in 
order to accomplish versatile, adaptable and fine-
grained access control. 
To make the development suitable for distributed 
computing, we remarkably join PRE with KP-ABE 
and empower the information proprietor to designate 
the greater part of the calculation serious operations 
to Cloud Servers without revealing the basic 
document substance. Such a development permits the 
information proprietor to control access of his 
information documents with an insignificant 
overhead as far as calculation exertion and online 
time, and in this way fits well into the cloud 
environment. 
 

 
Fig.2 Expansible Approach 

 
In this paper we use some modules also namely: 
 
Data Owner Module  
In this module, the owner of the data uploads their 
data in the cloud server. The data owner secure the 
data file (through encryption technique) and then 
store in the cloud. The data owner is capable to 
change the policy over data files by reediting the 
expiration time. The Data owner can have capability 
for manipulating the encrypted data file. And the data 
owner can grant permission to the encrypted data file.  
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Data Consumer Module 
This module implies that, if the user has the privilege 
to access the file the user have the permission to only 
access the data file with the encrypted key. For the 
user level, Domain authority will give all the 
privileges and the Data users are under the 
supervision of Domain Authority only. Users may 
attempt to ingress data files either within or outside 
the domain (scope) of their access privileges, so 
malicious users may deceit with each other to get 
confidential and important files above their 
privileges. 
  
Cloud Server Module 
To provide data storage service the cloud service 
provider manages a cloud. Data files are encrypted by 
data owners along with storing the data in the cloud 
for distribution with data consumers. To access the 
shared data files, data consumers download encrypted 
data from the cloud and then unravel them. 
 
Attribute based key generation Module 
The trusted authority is obliged for originating and 
sharing system parameters, root master keys and for 
authorizing the foremost domain authorities. A 
domain authority is responsible for designated keys to 
subsidiary domain authorities at the subsequent level 
or users within its domain. Each user in the setup is 
allotted with a key structure which specifies the 
attributes associated with the decryption key of user. 
The trusted authority calls the algorithm to set up 
system public parameters PK and master key 
MK.[12] 

 
CONCLUSION 

 
In this paper, number of symmetric and asymmetric 
algorithms have been studied. The current framework 
gives the cloud administration supplier to encourage 
both encryption and unscrambling administration and 
capacity administration as a solitary unit. To improve 
the encryption and decoding gauges and capacity 
administrations, it's required to particular encryption 
and unscrambling standard and stockpiling 
administrations as discrete unit. To address this, a 
plan of action for distributed computing need to the 
acquainted so as with expansion the administration 
execution of both the units. The proposed framework 

handles this plan of action and the execution of 
particular encryption and decoding administration 
and capacity administration is upgraded. In future our 
plan can be stretched out to manage any profundity of 
the key structure additionally framework can be 
enhanced amid new calculations and strategies.  
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