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Abstract- Encryption and Information Hiding are the greater challenges for researchers to secure the data for intended users. 
This paper proposes a scheme of information hiding in an encrypted image. First the image is encrypted using an encryption 
key, which is random.  Next the information hiding method subjects the encrypted image into two level decomposition, and 
selects the sub images for secret information hiding. Embedding process uses the secret information as a text message. 
Proposed method uses variable bit length which is adaptive, based on pixel range. Then embedding key is used for 
information hiding by LSB substitution method, hence this algorithm increases the embedding rate. The information can be 
extracted efficiently with embedding key and decryption of image using encryption key. In this method there is a tradeoff 
between embedding rate and PSNR of decrypted image. Tradeoff depends on the selection of the embedding key. This 
method gives, in an average eight times higher embedding rate, and also better PSNR and SSIM than the existing methods. 
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I. INTRODUCTION  
 
In recent days communication systems have been 
digitized for information processing in an encrypted 
domain which has attracted considerable researchers. 
It is essential to maintain confidentiality of both 
image and secret information in many applications 
such as cloud computing, media database systems, 
confidential communication etc. Many techniques 
have been developed for data processing in encrypted 
domain, compressing of encrypted gray scale images 
[4], [5], applying  reversible watermarking on images 
[8], reversibly hiding data in encrypted image [6], [7]. 
For example, in a military application a confidential 
route map image has to be sent along with the secret 
information regarding the number of missiles, its 
locations, and other required secret guidelines. In 
such applications encryption of image and embedding 
of secret information plays a vital role. Also perfect 
extraction of information as well as reconstruction of 
original image is required on the receiver side. 
Idea proposed by Hong, an encrypted image [2] 
which is partitioned into blocks, by subjective 
flipping of three LSBs from pre-defined pixels each 
block carries one bit. By observing the block 
smoothness data extraction and image is 
accomplished. In this method a different approach for 
determining block smoothness is used and also adopts 
the side-match arrangement while extracting bits to 
further decrease the error rate.  
 
In a traditional method, compressing after encrypting 
grayscale image [4] through Slepian-Wolf coding, 
lossless compression of encrypted image can be 
achieved. They propose a resolution progressive 
compression where it compresses an encrypted image 
progressively in resolution, such that receiver can 
observe a lower-resolved version of the image, and 

study local statistics based on it. With the basic study 
of the local statistics one can decode the next 
resolution level.  
 
Reversible image watermarking by Lixin, which uses 
interpolation [3] can reimpose the original image 
once the hidden data is extracted, without any 
deformation. This scheme uses an interpolation 
technique, which can implant a large amount of secret 
data into images with indiscernible modification. The 
difference between interpolation value and 
corresponding pixel value is estimated using 
interpolation error, for embedding bit ‘1’ or ‘0’ by 
expanding it additively or leaving it unchanged. Due 
to the minimal modification of pixels, high image 
quality is conserved. 
 
This paper involves an encryption technique, uses a 
random 32x32 key, and permutation and combination 
of this to form an encryption key of entire image size. 
A two level decomposition of encrypted image is 
applied, selected sub images are embedded with data 
using embedding key [1]. After encryption, 
information hiding is done by embedding secret bits 
in the encrypted domain, without accessing the 
original contents of the image. Therefore on the 
receiver side perfect extraction of secret information 
using embedding key and reconstruction of original 
image using encryption key is done. The proposed 
method achieves a high embedding data rate and 
security with good quality reconstruction of image.  
Using variable bit length algorithm provides good 
PSNR and SSIM for reconstructed image. 
 
II. PROPOSED METHOD 
 
The proposed system shown in Fig. 1, has two phases 
Encryption with Embedding process and Decryption 
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with Extraction process.  In first phase, the original 
image is encrypted using encryption key to form 
stream cipher. Encrypted image is subjected to two 
level decomposition to form sub-images, and then 
using variable bit length LSB substitution method 
information hiding is done using embedding key. 
Sub-images are integrated to form encrypted-
embedded image, same as original image size. In 
second phase, encrypted-embedded image is 
subjected to two level decomposition to form sub-
images, using embedding key and variable bit length 
LSB substitution method hidden information is 
extracted. Integrate sub-images to form information 
extracted image. A new image is created by 
performing AND operation on each pixel with one of 
the three integer values depending on the bit length of 
the embedded bits in each pixel, for better decryption 
of image. Then by encryption key decrypt the image.   
 
A. Image Encryption 
Original gray scale image I with all pixel values in 
the range [0, 255], and the size of an image is M×N, 
where both M and N are power of 2.  Decomposing 
each pixel into 8 bits, original image [1] is turned to 
plain text using 

 
 
where pi,j,u the original image pixels, 1 ≤ i ≤ M,  1 ≤ j 
≤ N. 
Choose a 32x32 random key, take permutation and 
combination of this random key to form an 
encryption key Kenc of size M×N. Decompose each 
key element into 8 bits to form key bitstream using 

 
 
where ki,j,u are the key stream bits, 1 ≤ i ≤ M,  1 ≤ j ≤ 
N. 
Encrypting the bitstream of the original image with 
key bitstream by using 

 
 
where ei,j,u the generated cipher text, and ‘   ‘ denotes 
exclusive OR. 

Note that there is no shuffling of pixel location 
but only scrambling of pixel values for the stream 
cipher in (3) 
Therefore, the encrypted image E [1] can be 
constructed by 

 
 
Ei,j are pixel values of encrypted image, 1 ≤ i ≤ M,  1 
≤ j ≤ N. 
 
B.  Information Hiding 
Step1: Decomposition of Encrypted Image 
To embed secret information into the encrypted 
image E, first level of decomposition form four sub-
images E(1), E(2), E(3) and E(3) , each of size M/2×N/2 
[1]. 

 
    
E(k) (i,j)  ( k=1,… , 4 ) are pixels of the first level sub-
images. 
E(2), E(3), and E(4) are subjected to second level 
decomposition to form twelve sub-images each of 
size M/4×N/4. 
     

      
      
 
E(21), E(22), E(23) and E(24) from sub-image E(2). E(31), 
E(32), E(33) and E(34)  from sub-image E(3). E(41), E(42), 
E(43) and E(44) from sub-image E(4)are generated each 
of size M/4×N/4. Out of which E(1), E(21), E(31) and 
E(41) are unaltered, so that it can provide better 
reconstruction of image as the encrypted bits are kept 
unchanged in these sub-images. Remaining second 
level decomposed sub-images are used for embedding 
information into it. 
Step2: Information Embedding Procedure [9] 

1. Selected sub-images are divided into number 
of 8x8 blocks. 

2. The number of secret information bits to be 
embedded in pixel is determined using the 
Bit Length (BL) calculation algorithm 

 If (pixel > = 24, BL = 4; 
 else if (pixel < 24 and pixel > = 23), BL = 3; 
 else , BL = 2; 

Hence, high embedding rate is obtained because of 
variable bit length. 

3. The pixels are selected according to the 
embedding key. This key is an 8x8 matrix of 
1’s and 0’s, where 1’s represents embedding 
and 0’s represents no embedding of secret 
information bits in that particular pixel.  

4. LSB substitution is done in each of the 
selected pixel of 8x8 block, to embed secret 
bits by using the mathematical equation (9) 

             

 
where pixelemb is the embedded pixel, MBL is the 
decimal value of secret information bits. 
After embedding information bits, first level 
integration of sub-images is done to form four sub-
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images of size M/2×N/2. These sub-images are 
second level integrated to form encrypted-embedded 
image of size M×N. 
 
C. Information Extraction  
Encrypted-embedded image of size M×N, is 
subjected to two level decomposition, same as step1 
as done in the information hiding.  

1. Selected sub-images which contain embedded 
information are divided into number of 8x8 
blocks. 
2. Using same bit length calculation algorithm and 
embedding key, as used in the information 
embedding procedure, secret information bits are 
extracted from each of the selected pixels by 

 
3. Extracted information bits are converted to text 

data. 
Once the information bits are extracted, first level 
integration is done to form four M/2×N/2 sized sub-
images. Then second level integrated is performed to 
form an extracted image of size M×N. 
 
D. Image Decryption 
Create a new input image for decryption, by 
performing logical AND operation on each pixel of 
an encrypted-embedded image with unsigned integer. 
If bit length is 4, 3 and 2, unsigned integer values are 
248, 252 and 254 respectively. Decryption is 
performed on newly created image with encryption 
key by following the encryption procedure. 
 
III. RESULTS AND DISCUSSION  
 
The proposed method is simulated using standard 
gray scale images of size 256×256 using standard 
research database. The Fig. 2, illustrates simulation 
results with Lena. Fig. 2(a), is original Image, using 
Random Encryption key in Fig. 2(b), Encrypted 
Image is generated as shown in Fig. 2(c). Using 
Embedding Key_1, 35937bits are embedded with 
embedding rate 0.5484bpp to form an Encrypted-
Embedded Image as shown in Fig. 2(d). Fig. 2(e), 
shows image after Information extraction. Decrypted 
image is shown in Fig. 2(f), with PSNR 43.4454 and 
SSIM of 0.9721. Table I shows simulation results for 
various images using Random Encryption key and 
five different Embedding keys. Table II shows 
average bits, embedding rate, PSNR and SSIM for 
embedding keys Key_1, Key_2, Key_3 Key_4 and 
Key_5 performed for ten images from standard 
research database. Existing methods can have 
maximum of embedding rate of 0.2952, in the 

proposed technique embedding rate can be up-to 
1.40855. 
 
CONCLUSION AND DISCUSSION  
 
Random encryption key is used, so it is difficult to 
generate encryption key to decrypt the image by the 
unauthorized users. Embedding rate depends on the 
variable-bit length LSB substitution algorithm and 
embedding key. It has higher rate than all the 
previous methods and perception of image is good 
after decryption. There is a tradeoff between 
embedding rate and PSNR of decrypted image. 
Tradeoff depends on the chosen embedding key. On 
an average 2-4 bits are embedded in each pixel, there 
is maximum of one, two or three bit errors in the 
decrypted image. Hidden information can be 
extracted perfectly without an error. Small size of 
encryption and embedding key makes the system less 
complex, which in turn reduces the computation time. 
Future work is to secure the keys with higher 
embedding rate, better PSNR and SSIM. 
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Fig. 1. Block Diagram of Proposed method 

 

 
Fig. 2 (a) Original Image (b) Random Key (c) Encrypted Image (d) Encrypted-Embedded Image (e) Information Extracted Image 

(f) Decrypted Image 
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TABLE I. Bits, Embedding Rate, PSNR and SSIM results on the standard research database 
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TABLE II.  Average Bits, Embedding Rate, PSNR and SSIM results on the standard research database. 

 
 
 
 
 
 
 
 
 
 
 
 

 


