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Abstract- Cybercrime is well known as an act of insult to individuals, damaging or harming organisations or institutions 
materials using a computer or the internet. Questions about cybercrimes and other crimes are asked to individuals and their 
perspectives are analysed using data mining techniques.Data mining is a field comprising many different techniques that can 
be used in acquiring new information or better information from the gathered data. These techniques include association, 
classification, clustering, prediction, sequential patterns, and decision trees. Nowadays the effect of cybercrime on people 
and their lives is a very important are to study. This paper aims to predict individuals classification based on their 
perspective on cybercrime by following the classification method and association rule method of data mining. 
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I. INTRODUCTION 
 
Internet was first generated not for everyone’s access 
but for the military usage (communication mainly). 
However, with time passing the advantages of the 
internet is being noted out,later then it’sbeen 
developed for things like solving problems and 
information miningglobally. Individuals can find the 
internetas a useful and beneficial environment or 
technologyonly if used wisely [1].Nowadays, with 
massive change in the internet technology almost 
every organisation and institution tend to make use of 
it in converting the workload on people to the internet 
for better access and management, individuals 
became computer literate and internet users to do 
stuffs like trading, shopping, banking and many more 
interesting things anytime and anywhere they like. 
The internet gave everyone chance to do anything of 
own desire and capability whether by connecting with 
a personal computer through wired or wireless or by 
connecting with other electronic devices such as 
tablet computers and smartphones. People connect to 
the internet to share information or knowledge every 
minute of the day, for example, workers with their 
co-workers, students with their school mates, friends, 
parent and teachers, customers with their organisation 
and so on. 
According to Turkish Statistics Institutions report 
[2],the percentage of the internet usage among the 
individuals aged between 16 and 74 reached 55.9% 
compared to the percentage of 2014 report which was 
53.8%. It is reported that the percentage of 
households with internet access was 69.5% by April 
of 2015, the percentage of households with 
broadband internet access was 67.8%, with that 
37.4% of the household were using fixed broadband 
internet connection (ADSL, wired, fibre etc.), 58.7% 
were using mobile broadband internet connection and 
only 2.7% of the household were using narrowband 
internet connection.The percentage of cell phones or 
smart phones usage around the household was 96.8%, 

for landline phones 29.6%, desktop computers 25.2%, 
laptop computers 43.2% and 20.9% were using smart 
television (television with internet connection).The 
report also shows that 80.9% of it were using social 
media to create profiles, send messages and photos 
etc. and 70.2% were reading online newspapers and 
magazines, 66.3% used to search for health 
information, 62.1% shared self-creative text, music, 
photos, videos etc. and 59.4% used to search about 
goods and services.Below is a graph showing the 
increase in household with internet access, 
individuals’ computer usage and internet usage from 
2007 to 2015; 
 

 
Figure1. Increase in household with internet access, 

individuals’ computer usage and internet usage from 2007 to 
2015 

 
The internet usage is extended in many areas such as 
online shopping, downloading music and videos, 
online banking, e-mail communication etc. Clearly 
there is an increment of all the three factors yearly, 
for computer and internet usage only individuals with 
higher education level often to use it most. 
However, the technology of internet gives advantages 
along with disadvantages, unwanted behaviours 
online threads and illegal actions are being seen on 
the internet such as hacking people’s e-mail, social 
media accounts, frauds, cyber-attack and so on. 

mailto:mkarabatak@firat.edu.tr,
mailto:usman.g.umar@gmail.com


International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-3, Issue-6, Jun.-2016 

Evaluating Of People's Perspectives About Cybercrime By Using Data Mining Techniques 
 

135 

Because of these actions being happened on the 
internet many organisations, individuals, companies 
and other institutions suffer a loss of money, goods, 
documents etc. These kinds of matters were 
considered by the Turkish government and came out 
with criminal law for cyber-crimes, Law number 
5237 of Panel code. 
In this paper, the questions from questionnaire of [3] 
are used and based on the answers of the questions 
individuals’ personalities are classified and both the 
cybercrimes and other crimes are clustered, classified 
and analysed using data mining methods which lead 
to the findings of accuracy of 83.7% approximately in 
classification methods for “Exposed to cybercrime” 
and some interesting results of association rule 
methodfor lift value are observed and given in this 
paper both above and below 1.0 in the “Exposed to 
cybercrime” classification. This concludes that the 
situation of individuals on cybercrime can be 
predicted based on their degree in “exposure to 
cybercrime” and also,relations can be made between 
personalities and cybercrimesor other crimes based 
on the answers given from certain personal 
classifications. 
 
II. CYBER-CRIME 
 
As a result of massive development in technology and 
huge amount of data being stored on the internet and 
individuals becoming literate about computer, the 
world became small place in such a way that people 
are able to interact with each other and computers are 
able to communicate with each other to search for 
information, download or upload stuffs, purchase or 
sale goods and do many other things via internet 
easier.The advantages are much for example if 
someone wants to buy goods from another place, city, 
or even country, without going there that person can 
just open his computer and execute the transaction 
process, likewise people can now check their bank 
account balance online without going to the bank or 
ATM.  
However, someone or group of people is using the 
technology (e.g. Hack Tools [4]) in a bad way to get 
access to people’s bank account, social media profile 
and e-mail account to steal, post without permission 
or gather information about something secret. This 
kind of act is call cybercrime. Cybercrime can simply 
be defined as any illegal action taken with the 
intention to harm or not harm someone or group of 
people using a computer or the internet [5], attacks in 
computer and internet environments bysending 
viruses, malware malicious codes, worms and 
Trojans, phishing e-mails and social networks, 
maliciousinsiders,web-based attacks and so on [6]. 
There are a lot of reports about cybercrimes such as; 
proving a pharmaceutical company, criminal 
organization stole company money from the bank[7], 
a headline “Hacktivists Threaten to Target Law 
Enforcement Personnel and Public Officials” [8]. 

III. QUESTIONNAIRE 
 
The questionnaire is formedwith two sections. In the 
first section,some demographicinformation, in the 
second section questions on people’s opinion about 
cyber and some other crimesare asked. The 
participants are asked to explain the degree of 
flagitious and minor offence. After the data is 
analyzed, there were 95 participants to this 
questionnaire, where 67.37% (64) were male and 
32.63% (31) were female. The analysis shows that 
36.84% of the participant work on information 
system, 14.74% work on law and 48.42% are with 
other field professions.  Below in Table 1 much 
information like gender, age, computer skills and 
profession about the participants is shown. 

 
TABLE 1.  STATISTICAL FINDINGS ABOUT THEPARTICIPANTS 

 
 
The second section of the questionnaire which is 
questions on cyber and other crimesis illustrated 
below in Table 2. As part of cybercrime, questions of 
some other judicial crimes which are mentioned in 
Turkish Crime Law are asked to the participants in 
order to allow themto compare and answer in 
accordance.   Diagrams, table of comprehensible and 
each number of the crime are listed in Table 2. 

 
TABLE 2.QUESTIONS ON CYBERCRIME AND OTHER CRIMES 

MENTIONED IN THE QUESTIONNAIRE 
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IV. DATA MINING 
 
Simply Data Mining (DM) is a way of attaining the 
most valuable data from a large amount of data or the 
practice of examining large pre-existing databases in 
order to generate new useful information [9]. By 
considering the step in data mining models, it can be 
concluded that data mining resembles classic 
statistical methods [10].Data mining methods can be 
grouped basically into three main heads; these are 
Classification, Clustering, and Association Rule. 
 
V. METHODS 
 
In this paper Classification method of analysis is used 
to obtain results. Classification is chosen because 
classification in data mining predicts the targeted 
class for every instance in the data accurately and 
Association Rule is used to show the relation between 
categories in the datasets. There are a lot of 
algorithms in classification method to evaluate 
collected data such as Naïve Bayes algorithm, C4.5 
algorithm, K-Nearest neighbouring algorithm, ID-3 
algorithm and so on. Naïve Bayes (NB) algorithm is 
selected for this paper because it gives result in 
details and better than other algorithms. For the 
process, Weka is the application used because it has 
many data mining algorithms for classification, 
clustering and association Rule methods. 
Classification in data mining is to learn a function 
that classifies the data item into one or more 
predefined classes [11]. Classification of data mining 
is a method used frequently to uncover hidden 
patterns in databases [12]. As explained above, NB 
classification algorithm is used in this paper to obtain 
better results. 

Naïve Bayes classifier being developed based on 
Bayes theorem is one of the simplest algorithms for 
calculating probabilistic classifications [13] and [14], 
it can be described as a model that put class labels to 
problem iterations or instances; it is represented as 
vector of a feature value, where the class labels are 
drawn from some finite set in the dataset [15]. 
The result performance in NB classification method 
is based on the evaluation of the confusion matrix 
that comprises three cases; Sensitivity, Specificity 
and Accuracy [16]. Where True Positive (TP), True 
Negative (TN), False Positive (FP) and False 
Negative (FN) values are used to calculate the cases. 
TP, properly reported true positive test result in the 
data, FP,false positive is any error reported in the data 
indicating improper test results which are negative as 
positive, TN, properly reported true negative test 
result in the data, FN,false negative is any error 
reported in the data indicating improper test results 
which are positive as negative [17]. Below are the 
formulae for calculating the Sensitivity, Specificity 
and Accuracy; 

Sensitivity =
TP

TP + FN 

Spesitivity =
TN

TN + FP 

Accuracy =
TP + TN

TP + FN + TN + FP 
 
The confusion matrix is a dimension of NxN (mostly 
2x2) table containing TP, TN, FP and FN. 
Association Rule in data mining is a way of finding 
out the relationship (s) between one or more items 
that are in large number in the database [18] and [19]. 
Association Rule is used to find all the rules of 
association fitting both the minimum of support and 
confidence of transactions or constraints in the 
database [20]. 
AssociationRule method of analysis is also used in 
this paper to obtain results. Association Rule is 
chosen because it helps in getting rules or relations 
about categories from the dataset. Association rule is 
used topredict next actions by providing sensitive 
relation among the items in the datasets. Apriori 
algorithm is chosen in Association Rule analysation. 
The same Weka application is used for Apriori 
algorithm. 
In Association Rule “Support” is defined as the 
percentage of records divided bythe fraction of the 
records which contains the union of the two values 
that are contained inthat database, and “Confidence” 
is the percentageof thenumber of instancescontaining 
the union of two records to the total number of 
records containing the first record [21]. Lift can be 
defined as the fraction of the union of two records to 
the product of the two records [22] and [23]. 
There are a lot of parameters for NBunder 
classification inWeka application that allows the user 
to navigate and obtain different results, the most 
common used ones are such; “use training set”, 
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“supplied test set”, “cross-validation”, and 
“percentage split”. 
 
VI. RESULTS 
 
The data analysation is performed based on 
classification method where Naïve Bayes (NB) 
classifier and Association Rule which Apriori 
algorithm is used in Weka application. The cross-
validation was selected to be 10 in classification and 
20 in associationprocess. The dataset was randomly 
separated into six different parts. This separation 
helps the program classify the data simultaneously. 
There are six specific attributes selected to be the exit 
for each dataset while running the program.In the 
process of analysing the data, it’s decided that the 
dataset be clustered into seven different clusters, 
namely; cluster 1, 2, 3, 4, 5, 6, and 7. Cluster 1 is the 
complete version of questions in the dataset, cluster 2 
includes question number 2, 3, 4, 5, 8, 9, 10, 11, 19, 
21, 25, 28, 30, 35 and 36, cluster 3 includes question 
number 1, 6, 7, 12, 13, 14, 15, 16, 17, 18, 20, 22, 23, 
24, 26, 27, 29, 31, 32, 33, 34 and 37, cluster 4 
includes question number 2, 3, 8, 9, 10, 11, 19, 21, 25 
and 30, cluster 5 includes question number 4, 5, 28, 
35 and 36, cluster 6 includes question number 14, 15, 
17, 18, 20, 22, 27 and 29, cluster 7 includes question 
number 1, 6, 7, 12, 13, 16, 23, 24, 26, 31, 32, 33, 34 
and 37 respectively. After clustering the dataset, a 
data mining classification method (NB) is applied in 
Weka and some results are found as shown in the 
table below. 
 

TABLE 3. OBTAINED RESULTS OF NB CLASSIFIER FOR 
DIFFERENT EXITS AND MAX VALUE BASED ON CLUSTERS 

 
 

As seen in Table 3 the shaded cells are the maximum 
accuracy values obtained from the analysis of NB 
classifier.Based on the highest values of accuracies, 
individual’s gender, age, education level, field of 
expertise, computer skills and exposed to crime 
classifications can be predicted with 67.3%, 61.1%, 
62.1%, 57.9%, 64.2% and 83.7% considering cluster 
number 5, 7, 6, 4, 5, and 3 respectively. In the last 
row it’s noticed that there are three clustersall having 
the same accuracy value, the one with minimum 
“mean absolute error” is selected among them (i.e. 
cluster number 3). Below are the confusion matrixes 
of the exits with maximum accuracy value. 

TABLE 4. CONFUSION MATRIX FOR GENDER CLASSIFICATION 

 
 

TABLE 5. CONFUSION MATRIX FOR AGE CLASSIFICATION 

 
 

TABLE 6. CONFUSION MATRIX FOR LEVEL OF EDUCATION 
CLASSIFICATION 

 
 

TABLE 7. CONFUSION MATRIX FOR FIELD OF EXPERTISE 
CLASSIFICATION 

 
 

TABLE 8. CONFUSION MATRIX FOR COMPUTER SKILLS 
CLASSIFICATION 

 
 

TABLE 9. CONFUSION MATRIX FOR EXPOSED TO CYBERCRIME 
CLASSIFICATION 

 
 
The Apriori algorithm of Association Rule is also 
used in this paper to find the relation between one or 
more crimes.Asexplained before, Association Rule is 
used to predict next actions in the datasets.There are a 
lot of parameters about Apriori algorithm under 
Association Rule in Weka application that allows the 
user to navigate and obtain different and interesting 
results or rules. Mostly the parameters are left 
standard but can be changed.Forexample, the delta is 
0.05, the metric type is “confidence”, “number rules” 
is 10, the significant level is -1.0 and so on. After 
navigating and changing some parameters values the 
following best results are obtained; 
1. Age=26-40 55 ==> Exposed to crime=No 49    
confidence is 0.89 and lift value is 1.04 
2. Gender=Male 64 ==> Exposed to crime=No 
52    confidence 0.81 and lift value is 0.95 
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3. Exposed to crime=No Warrantless 
wiretapping and access=5 49 ==> Hijacking secret 
documents of state=5 45    confidence is 0.92 and lift 
value is 1.2  
4. Field of profession=Others 46 ==> Exposed 
to crime=No 44    confidence is 0.96 andlift value is 
1.12 
5. Field of profession=Others 46 ==> Exposed 
to crime=No 44    confidence is 0.96 and lift value is 
1.12 
6. Field of profession=Others 46 ==> Exposed 
to crime=No 44    confidence is 0.96 and lift value is 
1.12 
7. Exposed to crime=No Sexual harassment=5 
64 ==> Sexual abuse on children=5 64    confidence 
is 1 and lift value is 1.09  
 
CONCLUSION 
 
The Naïve Bayes classifier is being considered one of 
the simplest but it’s also known as the most powerful 
classification method and Apriori as one of the best 
algorithms in Association rule for predicting the next 
action in the dataset. According to the results 
obtained from NB classifier, individuals’exposed to 
cybercrimecan be predicted with 83.7% accuracy 
followed by gender which has 67.3% accuracy. This 
shows that the fastest way of predicting individuals’ 
perception on cybercrime is by determining whether 
or not are exposed to cybercrime followed by their 
gender. Based on rules found in Apriori analysation, 
most of the individuals that are not exposed to crime, 
aged between 26 and 40, males, and their field of 
profession are neither information system nor law. 
It’s also noticed that individuals with given above 
properties tend to commitcybercrimeor 
othercrimes.There is a straight relation between the 
diversification of exposure to cybercrime and field of 
profession among the individuals. It means that 
individuals who know the rules and regulations about 
the internet and criminal acts are more careful to 
commit such crimes. 
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