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Abstract— In cloud computing, users can outsource their data to cloud servers using Internet.  Much of the data stored in 
cloud is highly sensitive, for example, personal details. Providing security and privacy are thus major challenges in cloud 
computing. The user should authenticate oneself before initiating any transaction, and on the other hand, he/she must be 
ensured that the cloud does not tamper with the data that is outsourced. In order to search in cloud, some requirements is 
needed. Multi-keyword search is necessary because single-keyword search returns inaccurate search results. Also, the 
search results should be ranked according to the relevance of search request of documents from user. Our paper focuses on 
enhancing search efficiency on encrypted data through use of Natural Language Processing technique and POS tagger 
which enables multi keyword ranked search experience for user 
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I. INTRODUCTION 
 
Cloud Computing is a technology for enabling 
convenient, on-demand network access to a shared 
pool of configurable computing resources(servers, 
network) that can be rapidly provisioned and 
released with minimal management effort or service 
provider interaction. In simple terms, Cloud 
Computing is defined as anytime, anywhere access to 
resources that are delivered dynamically as a service.  

 
                      Fig.1. Origin of Cloud 
 
II. RELATED WORK 
 
2.1 System Model 
 The encryption of the documents are done in cloud 
server which is an inefficient scheme and affects 
searching data in cloud. Outsourced encrypted Data 
are directly stored in cloud, which may lead to severe 
confidentiality and privacy issues. Searchable 
encryption schemes fail to offer sufficient 
insightstowards the construction of full functioned 
search over encrypted cloud data. All the files 
uploaded by the user are encrypted in cloud and  

 
stored in static memory locations .This makes  multi- 
keyword search impossible on the encrypted cloud 
data. In order to make a search, the existing system 
downloads all the encrypted files and then decrypt 
for content based searching which is the traditional 
way to search. This is time-consuming and 
inaccurate way of searching data. In searchable 
symmetric encryption (SSE) schemes, large number 
of documents, search results should be retrieved in 
an order of the relevancy with the searched keywords 
using TF-IDF method. 
 
2.2 Related Issues 
The  files of cloud users are stored  across all  the 
cloud servers and encryption is done. Hence, there is 
wastage of storage   space. This may also lead to 
redundancy. Only single keyword search is possible 
in the existing system because encryption is done in 
cloud server. This makes Multi- keyword search 
impossible on the encrypted cloud data. There is also 
need for downloading the encrypted files for 
searching the encrypted data. This method takes 
more time and there is also a wastage of storage 
space which makes this scheme inefficient. It 
implements Server side encryption which is in 
secure. Group sharing with access control on 
encrypted data is not well studied 
 
III. ENHANCING SEARCH EFFICIENCY 
 
3.1 Cloud Architecture Design 
 
The architecture that is used to overcome the 
problem of cloud data storage is represented below. 
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Fig.2 Ensuring Search efficiency in cloud 

 
3.2 Proposed Work 
In Proposed system, we introduced an efficient and 
reliable methodology for search over encrypted data 
where data is splitted in to multiple blocks and then 
stored in blind storage. Here the encrypted multi 
keyword search pre computes the resulting search 
documents for the input query from users through 
Natural Language processing Technique which is 
implemented on gateway (client side) on user file 
upload. Hence the matching documents are retrieved 
from cloud. Here we do not pull all the encrypted 
data from cloud for searching, which is time 
consuming and ineffective. The matching documents 
memory locations on blind storage are retrieved from 
the serializable objects which is stored in the 
gateway. User can download the resulting documents 
after getting the keys from the group owner.  
Multiple groups can be created. Each group will have 
an owner and users. User can upload the files in 
public and private mode. If user uploads files in 
public mode, the file is encrypted using Base64 
algorithm. If user uploads in private mode the file 
content is encrypted using RSA algorithm and then 
gives access control for each group user.  If data user 
wants to read the contents of files, data user should 
request to cloud and then cloud will request to data 
owner. Data owner checks the user attributes and 
access control, then the owner forwards the private 
key and data in secure manner. 
 
3.3 Algorithm Used 
Base 64 Algorithm 
Base64 is a group of similar binary-to-text encoding 
schemes that represent binary data in an ASCII 
string format by translating it into a radix-64 
representation. The term Base64 originates from a 
specific MIME content transfer encoding 
For eg: Consider the below text 
Man is distinguished, not only by his reason, but by 
this singular passion from 

other animals, which is a lust of the mind, that by a 
perseverance of delight in the continued and 
indefatigable generation of knowledge, exceeds the 
short vehemence of any carnal pleasure. 
The below text is the encoded form of the Base 64 
algorithm 
 
TWFuIGlzIGRpc3Rpbmd1aXNoZWQsIG5vdCBvbm
x5IGJ5IGhpcyByZWFzb24sIGJ1dCBieSB0aGlz 
IHNpbmd1bGFyIHBhc3Npb24gZnJvbSBvdGhlciBhb
mltYWxzLCB3aGljaCBpcyBhIGx1c3Qgb2Yg 
dGhlIG1pbmQsIHRoYXQgYnkgYSBwZXJzZXZlc
mFuY2Ugb2YgZGVsaWdodCBpbiB0aGUgY29udGl
u 
dWVkIGFuZCBpbmRlZmF0aWdhYmxlIGdlbmVyY
XRpb24gb2Yga25vd2xlZGdlLCBleGNlZWRzIHRo 
ZSBzaG9ydCB2ZWhlbWVuY2Ugb2YgYW55IGNh
cm5hbCBwbGVhc3VyZS4= 
 
In the above quote, the encoded value of Man is 
TWFu. Encoded in ASCII, the characters M, a, and 
n are stored as the bytes 77, 97, and110, which are 
the 8-bit binary values 01001101, 01100001, and 
01101110. These three values are joined together 
into a 24-bit string, producing 
010011010110000101101110. Groups of 6 bits (6 
bits have a maximum of 26 = 64 different binary 
values) are converted into individual  
numbers from left to right (in this case, there are four 
numbers in a 24-bit string), which are then converted 
into their corresponding Base64 character values. 
 
RSA Algorithm 
RSA involves a public key and private key. The 
public key can be known to everyone, it is used to 
encrypt messages. Messages encrypted using the 
public key can only be decrypted with the private 
key. The keys for the RSA algorithm are generated 
the following way: 
 
1.Choose two different large random prime numbers 
p and q 
 2.   Calculate n=pq 
 •     n is the modulus for the public key and the 
private keys 
 3.   Calculate the totient: 

.  
 4.   Choose an integer such that 1 < e and e is 
coprime to         
       Step 3 
•      e is released as public key component 
5.   Compute d  to satisfy the congruence relation 

   
•      d is kept as the private key component 
 
The public key is made of the modulus n and the 
public (or encryption) exponent e . 
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The private key is made of the modulus n and the 
private (or decryption) exponent d which must be 
kept secret. 
•     All parts of the private key must be kept secret in 
this form. p and q are sensitive since they are the 
factors of n, and allow computation of d and e. If p  
and  q are not stored in this form of the private key, 
then they are securely deleted along with other 
intermediate values from key generation. 
 
CONCLUSION 
 
The problem of searching in cloud environment has 
been investigated and it poses a challenge for this 
internet based technology. To solve this problem and 
achieve the assurances of data security, we 
introduced an efficient and reliable methodology for 
search over encrypted data called multi-keyword 
ranked search where data is split into multiple blocks 
and then stored in blind storage. Here the encrypted 
multi keyword search pre computes the resulting 
search documents for the input query from users 
through Natural language processing Technique 
which is implemented on gateway (client side) on 
user file upload.  Here we do not pull all the 
encrypted data’s from cloud for searching which 
rapidly reduces wastage of time. User can download 
the resulting documents after getting the keys from 
the group owner and data is secured. 
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