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Abstract— In this paper, we will describe about the security features in cloud computing, which is very necessary to avoid 
the data loss from the cloud and to reduce the risk of private data being stolen or misused in a cloud. We will describe about 
all the possible method to secure the online data stored in cloud, some of these methods are  Data integrity, Homomorphic 
Encryption, Encrypted Database, Distributive storage, Hybrid storage, Data concealment. Data security and privacy 
protection are the two main factors of user’s concern in the cloud computing. There are many researches going on both in 
academics and industries. Data security and privacy protection issues are relevant to hardware and software in the cloud 
architecture. This is the study to review different techniques and challenges for protecting data in the cloud and aims at 
enhancing the data security and privacy protection for the trustworthy cloud for the users.     
 
Keywords— Cloud Computing, Security Techniques. 
 
I. INTRODUCTION 
 
Security of data has become a major issue in 
information technology, especially in cloud. In cloud 
computing, both applications and resources are 
delivered on-demand over the internet as services. 
Cloud computing enables convenient, on- demand 
access to the network to a shared pool of configurable 
computing resources that can be rapidly provisioned 
and released with minimal management effort or 
service provider interaction. 
Cloud computing can be considered as a new 
computing archetype that has three well known used 
service models in the cloud paradigm are: software as 
a service (SaaS), platform as a service (PaaS), 
infrastructure as a service (IaaS). In SaaS, software 
with the related data is deployed by a cloud service 
provider and users can use it through the web 
browsers. In PaaS , a service provider facilitates 
services to the users with different software programs 
that can perform a specific tasks. In IaaS, the cloud 
service provider facilitates services to the users with 
virtual machines and stores them to improve their 
business capabilities.  
Cloud computing environment provides two basic 
types of functions: computing and data storage. 
During the access to the data and computing, the 
users don’t even know that where these information’s 
are being installed or stored and which machines 
execute the computing tasks. Coming to data storage, 
data protection and security are the primary factors 
for gaining users trust and making the cloud 
technology successfully used. As there are many 
techniques proposed for the data security and 
protection in the research field of cloud computing 
but it has to be enhanced more. The use of cloud 
computing is continuously growing because it could 
provide high performance computational services at 
cheaper rates. 
 
It has its implementation in different service provider 
such as Amazon Stack, Google Apps Engine. 

Depending on the accessibility of data by the users, 
cloud is differentiated into three types: Private cloud, 
Public cloud, Hybrid cloud.   
The major issues in the cloud computing include 
resource security, resource management and resource 
monitoring. Data security in cloud also includes data 
privacy, data protection, data availability, data 
location, and service transmission. The security 
challenges in a cloud include threats, data loss, 
service disruption, outside malicious attacks and 
multitenancy issues.  As security plays a critical role 
in the cloud computing and hence it is divided into 
four subcategories: safety mechanisms, cloud server 
monitoring or tracing, data confidentiality, and 
avoiding malicious insiders’ illegal operations and 
services hijacking.  
In this paper, we will review different security 
techniques and challenges for data storage security 
and privacy protection in the cloud computing 
environment. Hence, it presents a comparative 
research analysis of the existing research work 
regarding the techniques used in the cloud computing 
through data security, aspects including data integrity, 
confidentiality, and availability. Comparative studies 
on data security and privacy could help to enhance 
the user’s trust by securing data in the cloud 
computing. 
 
II. DATA INTEGRITY 
 
Data integrity basically means maintaining and 
assuring the accuracy and completeness of data. A 
user or a client aspects that the information stored in a 
cloud is secured and protected which means that the 
data cannot be illegally tampered, modified, deleted 
and fabricated. Data integrity can easily be achieved 
in a standalone system with a single database, which 
is maintained by database constraints and finished by 
the DBMS ( Database Management System). Most 
databases support ACID (Atomicity, Consistency, 
Isolation, and Durability) transactions to preserve 
data integrity. 
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Data integrity is the basis to provide cloud computing 
services such as SaaS, IaaS and PaaS. It is normally 
enforced in a database system by a series of integrity 
constraints. Integrity can be a physical or it may be 
logical. 
Physical Integrity: It basically deals with the storing 
and fetching of data securely. There are many 
challenges to do it like design flaws, etc. It often 
makes extensive use of error detecting algorithms 
known as error correcting codes. Human induced data 
integrity errors can be detected by many algorithms 
whereas, Computer induced transcription errors can 
be detected through Hash Function. 
Logical Integrity: It is concerned with the 
correctness or rationality of a piece of data, given a 
particular context. This includes referential integrity 
and entity integrity in a relational database. 
 
Data integrity can be obtained by techniques such as 
RAID-like strategies and digital signature. 
Authorization in cloud environment is crucial in 
assuring that only authorized user can interact with 
the data. By avoiding the unauthorized access, 
organization can achieve greater confidence in data 
integrity. There should be a monitoring system to 
monitor that when and by whom the data is being 
accessed. 
 
Cloud computing providers are trusted to maintain 
data integrity and accuracy. However, it is necessary 
to build the third party supervision besides users and 
cloud service provider. Verification of  data integrity 
in cloud remotely is the perquisite to deploy 
applications. 
 
Cooperative Provable Data possession for 
integrity verification 
   

 
  
  
Basic Structure Of Data Transfer In Cloud 
Computing  
 

 
 

III. DATA ANONYMIZATION 
 

Data Anonymization  is  a technique that enterprises 
can use to increase the security of data in the public 
cloud while still allowing the data to be analyzed and 
used. It is the process of changing the data that will 
be used or published in a way that prevents the 
identification of key information. It is a process of 
either encrypting or removing personally identifiable 
information from data sets, so that the people whom 
the data describe remain anonymous. It is a technique 
in which a clear text is converted into a non human 
readable to irreversible form which is called as 
encryption and in this decryption key has been 
discarded. 
Anonymization can block some forms of data mining 
attacks, because by adding fictitious data, it is 
impossible to determine the number of companies, or 
the companies with the most revenue and the last 
revenue. Anonymization can have severe 
consequences if it is done incorrectly. 
Several models of security is there which helps to 
improve data anonymization, including k-anonymity 
and L-diversity. 
 
K-anonymity: It is a formal model of privacy by 
L.Sweeney. Its purpose is to make each record of the 
data indistinguishable from a defined number (k) of 
other records if attempts are made to identify the data. 
A set of data is k-anonymized if for any data record 
with a given set of attributes, there are at least k-1 
other records that match those attributes.  
 
 It assigns properties to data attributes and requires 
that they should in handled in a specific ways. 
 
L-Diversity: There are two attacks that can be 
countered by this diversity i.e. Homogeneity attack 
and Background knowledge attack.  
Homogeneity Attack: If an attacker knows that the 
user has an entry in the data and that user is in his 
30s, then the attacker will know that user has a 
cancer. 
Background Knowledge Attack: If an attacker knows 
that 41-year old user has an entry in the data and that 
as a user is unlikely to have a specified diseases. 
 
The difference between the two is that while k-
anonymity requires each component of quasi-
identifiers to have k-entities, l-diversity requires that 
there are l different sensitive values of each 
combination of quasi-identifiers. 
 
Difference between Encryption and 
Anonymization: 
 
Data anonymization is the process of transforming 
data so that it can be processed in a useful way, while 
preventing that data from being linked to individual 
identities of people, objects or organizations. 
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Encryption involves transforming data to render it 
unreadable to an unauthorized user i.e. the user who 
don’t have its key to decrypt it. 
Encryption is a useful technique to perform 
anonymization particularly while hiding the 
information in a set of data, but encryption is not 
sufficient for doing anonymization. 
 
Security Analysis: One way to detect a security 
anomaly is to look for a spike in log activity. Because 
this method of detection can be subverted through a 
slow attack. 
 
Performance Analysis: We also wanted to use the 
SaaS log management supplier to study the 
performance of the web sites we were analyzing. 
 

Figure 1: Proof of the concept analyzed 
anonymized log data in the cloud 

 

 
 
IV. DATA OBFUSCATION 
 
It is a form of data masking where data is purposely 
scrambled to prevent unauthorized access to sensitive 
materials. This form of encryption results in 
unintelligent or confusing data. It is a programming 
technique. 
There are two types of data obfuscation encryption: 
 
Cryptographic Data Obfuscation: Input data 
encoding prior to being transferred to another 
encryption schema. 
 
Network Security Data Obfuscation: Payload 
attack methods are purposely enlisted to avoid 
detection by network protection systems. 
Data Obfuscation also known as data scrambling and 
privacy preservation.  

Table: k-Anonymity Attributes 

 
1.  

V. DATA CONFIDENTIALTY 
 
It is the property that data contents are not made 
available or disclosed to illegal users. Outsourced 
data is stored in a cloud and out of the owner’s direct 
control. 
 

Figure 2: Basis cloud security structure 
 

 
 
VI. ENCRYPTION TECHNIQUE 
 
Ciphertext Encryption:  In this, encryptor controls 
access strategy, as the strategy gets more complex, 
the design of the system public key becomes more 
complex, and the security of the system is proved to 
be more difficult. 
 
Searchable Encryption: It is a cryptographic 
primitive which offers secure search functions over 
encrypted data. In order to improve search efficiency, 
a search encryption solution generally builds keyword 
indexes to securely perform user queries. It is 
classified into two: 
Search encryption based on secret key cryptography. 
Search encryption based on public key cryptography. 
Encryption can protect the confidentiality of 
messages but other techniques are still needed to 
protect the integrity and authenticity of messages by 
MAC (message authentication code) or by a digital 
signature. 
 
Purpose of encryption: Its purpose is to give the 
permission to access the data or information to the 
authorized users. To access the data, the authorized 
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user has to decrypt the information. If it is an 
unauthorized user the he can decrypt the data. 
 
Types of Encryption: It can be symmetric key 
encryption or the public key encryption. 
Symmetric key Encryption: In this, the encryption 
and decryption keys are same. Before communication 
both the sender and receiver must have the same key 
to encrypt and decrypt the message. 
Public key Encryption: In this, the encryption key is 
published to anyone to use and encrypt messages. 
However, only the receiving party has access to the 
decryption key that enables messages to be read. 
 
Use of Encryption: Encryption can also be used to 
protect data in transit i.e. the data transferred through 
the networks, mobile telephones, wireless 
microphones, Bluetooth devices and wireless 
telecom, etc. 

 
VII. VIRTUALIZATION &CLOUD DATA 
SECURITY 

 
Cloud and virtualization gives you agility and 
efficiency to instantly roll out new services and 
expand your infrastructure. But the lack of physical 
control, or defined entrance and egress points, bring a 
whole host of cloud security issues- data co-mingling, 
privileged user abuse, snapshots and backups, data 
deletion, data leakage, and many more. It provides 
flexibility allowing the vendors to copy, move, and 
manipulate their VMs at will.  
Cloud computing effectively stands for many 
computers pretending to be one computing 
environment. Cloud computing would have many 
virtualized systems to maximize resources.  
 
Resource Attacks: It include manipulation of 
available resources into mounting a large-scale botnet 
attack. These kinds of attacks target either cloud 
providers or service providers. 
 
Data Attacks: It includes the unauthorized 
modification of sensitive data at nodes, or performing 
configuring changes to enable a sniffing attack via a 
specific device. This attack focuses on the cloud 
providers, service providers and service users. 
 
Denial of service Attacks: The creation of a new 
virtual machine is not a difficult task, and thus, 
creating rouge VMs and allocating huge spaces for 
them can lead to a denial of service attack for service 
providers when they opt to create a new VM on the 
cloud. This kind of attack is generally called virtual 
machine sprawling. 
 
Backdoor: Another threat on a virtual environment 
empowered by cloud computing is the use of 
backdoor VMs that leak sensitive information and 
can destroy data privacy. Having virtual machines 

would indirectly allow anyone with access to the host 
disk files of the VM to take a snapshot or illegal copy 
of the whole System.   
 

Figure 3: Virtualization and cloud computing 

 
 
CONCLUSIONS 
 
In conclusion, we have described a Privacy 
Techniques and shown that this is a practical 
approach. We described the different techniques that 
can be used in the security of cloud computing. It is 
also described that how the data in the cloud 
computing system is being secured by encryption and 
decryption. 
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