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Abstract— Internet services and applications are very important part of daily life.Due to there increasing use and 
complexity they move to multitier architecture. Most of  intrusion Detection Systems (IDSs) observes the network packets 
individually within both the web server and the database system. multitier Anomaly Detection (AD) systems  generate 
models of network behavior for both web and database network interactions. In such architectures, the back-end database 
server is often protected behind a firewall while the web servers are remotely accessible over the Internet. Unfortunately, 
though they are protected from direct remote attacks, the back-end systems are susceptible to attacks that use web requests as 
a means to exploit the back end. we propose IDS called as Dual safeguard system that models the network behavior of user 
sessions across both front-end web (HTTP) requests and back-end database (SQL) queries. This container-based and session-
separateed architecture enhances the security  and also provides the isolation between the information flows that are 
separated in each container session.  To detect the abnormal behaviors on a session/client level, Casual Mapping profile 
model is  developed to map between the web server requests and the subsequent DB queries. Using Dual safeguard we will 
able to detect intrusion with 100%accuracy and 0%false positive for  static web applications and0.4%false positive for 
dynamic web application. 
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I. INTRODUCTION 
 
Compressive Internet Applications and Services are 
becoming very popular as they are use in various 
daily task such as banking, social networking, travel 
.this services use front end to run aplications user 
interface and back end consist of database or file 
server. as increasing use of web application for 
personal and corporate data they are target of attack. 
these  attacks  are very different as these attacks finds 
the vulnerabilities of web applications to corrupt the 
back end databases.  
A surplus of Intrusion Detection Systems (IDSs) 
currently examine network packets individually 
within both the web server and the database system. 
In multitier architectures, the back-end database 
server is often protected at the back of firewall while 
the web servers are remotely accessible over the 
Internet. The IDSs cannot detect cases where in 
normal traffic is used to attack the web server and the 
database server. Unluckily, within the current 
multithreaded web server architecture, it is not 
possible to detect or profile such causal mapping 
between web server traffic and DB server traffic since 
traffic cannot be clearly attributed to user sessions. 

 
Fig. 1.1: Web server instances running in container 

In this project, we present Dual safeguard, a system 
used to detect attacks in multitier web services. Our 
approach can create  models of isolated user sessions 
that include both the web front-end (HTTP) and back-
end (File or SQL) network transactions. To achieve 
that, we use a lightweight virtualization technique to 
assign each user’s web session to a dedicated 
container, an isolated virtual computing environment. 
We use the container ID to accurately associate the 
web request with the subsequent data base queries. 
Thus, Dual safeguard can build a fundamental 
mapping profile by taking both the web server and 
data base traffic into account. The container-based 
web architecture not only provide  profiling of causal 
mapping, but it also provides an isolation that 
prevents future session-hijacking attacks.  
Within a lightweight virtualization environment, we 
ran many copies of the web server instances in 
different containers so that each one was isolated 
from the rest. As ephemeral containers can be easily 
instantiated and destroyed, we assigned each client 
session a dedicated container so that, even when an 
attacker may be able to compromise a single session, 
the damage is confined to the compromised session; 
other user sessions remain unaffected by it.  Using 
our prototype, we show that, for websites that do not 
permit content modification from users, there is a 
direct causal relationship between the requests 
received by the front-end web server and those 
generated for the database back end.  
In dynamic website case, there are web services that 
permit persistent back-end data modifications. These 
services, allow HTTP requests to include parameters 
that are variable and depend on user input .back end 
query based on parameter passed in request. So 
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casual relationship is not deterministic. Sometimes, 
the same application’s primitive functionality (i.e., 
accessing a table) can be triggered by many different 
web pages. To address this challenge while building a 
mapping model for dynamic web pages, we first 
generated an individual training model for the basic 
operations provided by the web services. 
 
II. SYSTEM ARCHITECTURE  
 
Our system works at two places i.e. between the 
client and the application and also between the 
application and the database. Thus, it is capable of 
detecting and serving wide range of discrepancies in 
the system. In Dualsafeguard, the new container-
based web server architecture enables us to separate 
the different information flows by each session. This 
provides a means of tracking the information flow 
from the web server to the database server for each 
session. Our approach also does not require us to 
analyze the source code or know the application 
logic. For the static web page, our Dual safeguard 
approach does not require application logic for 
building a model.  for dynamic web services, we do 
need to know the basic user operations in order to 
model normal behavior. 
 

 
Fig 2.1 Architecture and Design 

 
2.1. Building Normality Model 
 This architecture allows us to identify the Mapping 
between web server requests and subsequent db 
queries, and to utilize such a mapping model to detect 
abnormal behaviors on session/client level. once we 
build the mapping model, it can be used to detect 
abnormal behaviors. Both the web request and 
database queries within each session should be in 
accordance with the model. if there exist any request 
or query that violates the normality model within a 
session, then the session will be treated as a possible 
attack. 
 
2.2Attack scenario 
Our approach is effective at capturing the following 
types of attacks. 
2.2.1 Privillage escalation attack- 
suppose website is used by both regular user and 
administrators, regular users will trigger web request 
with  set of sql queries while administrator will 
trigger a web request with the set of admin level 
quries. suppose that an attacker logs into the web 

server as normal user, changes or upgrades his/her 
details and tries to obtain an administrators data by 
triggering an admin queries this type of attack can 
never by either of web server ids or database 
ids.because both the request and queries are 
permissible.but according to our mapping model,a 
database query doesn’t match to web request and 
therefore we can detect this type of attacks. 

 
Fig 2.2.1.Privilage Escalation Attack 

 
2.2.2Hijack future session attack- 
This type of attack is mainly happen at web server 
side. An attacker takes over the web server and 
hijacks all the permissible user session to launch 
attack.an attacker can listen,send,spoofed replies and 
drop user request by hijacking the session of other 
users.we can say that a man in the middle attack,a 
denial of service attack or a reply attack are the 
categories of hijack session attack.fig states that web 
server can harm all the hijack future session by ot 
generating any database quries for normal user 
requests. 

 
Fig 2.2.2.Hijack Future Session Attack 

 
2.2.3 Sql injection attack- 
in this type of attack an attacker can use existing 
exposure in the web server logic to inject the data or 
string content which contents the achievements to 
attack the backend database.the sql injection attack 
changes the structure of sql queries,and it generates 
sql queries in different structure even if the injected 
data were to go through web server side. 

 
Fig 2.2.3 Sql injection attack- 
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2.2.4Direct db attack 
It is possible for an attacker to bypass the web server 
or firewalls and connect directly to the database. An 
attacker could also have already taken over the web 
server and be submitting such queries from the web 
server without sending web requests. 

 
Fig 2.2.4Direct db attack 

 
2.3 Modelling Mapping Patterns 
 Due to their diverse functionality, different web 
applications exhibit different characteristics. Many 
websites serve only static content, which is updated 
and often managed by a content management 
system.(CMS).This creates tremendous challenges for 
IDS system training because the HTTP requests can 
contain variables in the past parameters.The variable 
values in both HTTP requests and database queries, 
preserving the structures of the request and queries. 
 
2.3.1. Deterministic Mapping 

      
 Fig 2.3.1: Deterministic Mapping Scenario. 

   
2.3.2 Empty Query Set 

 
Fig 2.3.2: Empty Query Set Scenario. 

 
2.3.3 No Matched Request 

 
Fig 2.3.3: No Matched Request Scenario. 

    
2.3.4 Non-deterministic Mapping 

     
Fig 2.3.4: Non-deterministic Mapping Scenario. 

III. IMPLIMENTATION 
 
3.1Algorithm Steps: 
 User request analysis in terms of the module 

being accessed by the user 
 The system identifies the type of user based on 

his session attributes 
 The type of user attribute enables the system to 

identify the mapping model for the 
corresponding type of user 

 Based on the access rights identified by the 
system, the system detects whether the user is 
a valid user or an invalid user for the 
corresponding module of the system. 

 If user is identified as a valid user here, the 
second level of detection is activated. 

             
3.2Module Information- 
3.2.1 OTP Generation 
A one-time password (OTP) is a password that is 
valid for only one login session or transaction, on a 
computer system or other digital device. OTPs avoid 
a number of shortcomings that are associated with 
traditional (static) password-based 
authentication; The most important advantage that is 
addressed by OTPs is that, in contrast to 
static passwords, they are not vulnerable to replay 
attacks.we use text messaging method for  delivering 
otp. Each new OTP may be created from the past 
OTPs used. An example of this type of algorithm, 
uses a one-way function (call it f). This one-time 
password system works as follows: 
1A seed (starting value) s is chosen. 
2.A hash function f(s) is applied repeatedly (for 
example, 1000 times) to the seed, giving a value 
of: f(f(f( .... f(s) ....))). This value, which we will 
call f1000(s) is stored on the target system. 
3.The user's first login uses a password p derived by 
applying f 999 times to the seed, that is, f999(s). The 
target system can authenticate that this is the correct 
password, because f(p) is f1000(s), which is the value 
stored. The value stored is then replaced by p and the 
user is allowed to login. 
4.The next login, must be accompanied by f998(s). 
Again, this can be validated because hashing it 
gives f999(s) which is p, the value stored after the 
previous login. Again, the new value replaces p and 
the user is authenticated. 
5This can be repeated another 997 times, each time 
the password will be f applied one fewer times, and is 
validated by checking that when hashed, it gives the 
value stored during the previous login. Hash 
functions are designed to be extremely hard to 
reverse, therefore an attacker would need to know the 
initial seed s to calculate the possible passwords, 
while the computer system can confirm the password 
on any given occasion is valid by checking that, when 
hashed, it gives the value previously used for login. If 
an indefinite series of passwords is wanted, a new 
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seed value can be chosen after the set for s is 
exhausted.  
 
3.2.2 IP Address Detection 
Internet Protocol AddressDetection is a unique 
address that computing devices such as personal 
computers, tablets, and smartphones use to identify it 
and communicate with other devices in the IP 
network. Any device connected to the IP network 
must have an unique IP address within the network. 
A new version of the IP protocol (IPv6) has been 
invented to offer virtually limitless number of unique 
addresses. An IP address is written in "dotted 
decimal" notation, which is 4 sets of numbers 
separated by period each set representing 8-bit 
number ranging from (0-255). Class A, B, C and 
CIDR networks Traditionally IP network is classified 
as A, B or C network. The computers identified the 
class by the first 3 bits (A=000, B=100, C=110), 
while humans identify the class by first octet(8-bit) 
number. With scarcity of IP addresses, the class-
based system has been replaced by Classless Inter-
Domain Routing (CIDR) to more efficiently allocate 
IP addresses. 
 
3.2.3 MAC Address Detection 
 
A MAC address is a unique identifier for network 
interfaces. It is a 48-bit number (12 hexadecimal 
characters). They can either be written in either of 
these formats: 

1. MM:MM:MM:SS:SS:SS 
2. MM-MM-MM-SS-SS-SS 

 
Technique- 
For MAC Address Detection We Use MAC scanner 
that allows retrieving MAC addresses from network 
computers available in the local network. It can 
perform MAC scanning in domains, workgroups and 
across subnets in entire network. MAC addresses are 
retrieved using the best suitable mechanism for a 
particular network configuration. Collected 
information can be exported to CVS and XML files 
and in order to be used by external tools. 
 
3.2.4. Encryption  
In this module we use MD5 algorithm for Encryption. 
MD5 algorithm consists of 5 steps: 
Step 1.Appending Padding Bits. The original message 
is "padded" (extended) so that its length (in bits) is 
congruent to 448, modulo 512 
Step 2.Appending Length. 64 bits are appended to the 
end of the padded message to indicate the length of 
the original message in bytes.  
Step 3.Initializing MD Buffer. MD5 algorithm 
requires a 128-bit buffer with a specific initial value.  
Step 4.Processing Message in 512-bit Blocks. This is 
the main step of MD 5 algorithm, which loops 
through the padded and appended message in blocks 
of 512 bits each. For each input block, 4 rounds of 

operations are performed with 16 operations in each 
round.  
 
CONCLUSION 
 
Dual safeguard is an ids system used to detect various 
attacks in multitier web applications.it builds model 
of normal behavior for multitier web applications 
from both front-end web (HTTP) requests and back-
end database (SQL) queries..  it is also used for static 
as well as dynamic web server which provides better 
security for data and web application. We achieved 
this by isolating the flow of information from each 
web server session with a lightweight virtualization. 
In addition, the detection accuracy of this approach is 
also enumerated when attempted to model static and 
dynamic web requests with the back-end file system 
and database queries. For static websites, a well-
correlated model is built, to be efficient at detecting 
different types of attacks. Additionally, this held true 
for dynamic requests where both retrieval of 
information and updates to the back-end database 
done using the web server front end. Dual Safeguard 
was able to identify a wide range of attacks with 
minimal false positives. Finally, for dynamic web 
applications, the false positives are reduces from 0.4 
percent to minimum. 
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