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Abstract— Cloud computing is a virtual environment in which resources of the computing infrastructure are provided as 
data security and access control when users outsource sensitive data for sharing on cloud servers, which are not within the 
same trusted domain as data owners. To keep sensitive user data confidential against untrusted servers, existing solutions 
usually apply cryptographic methods by disclosing data decryption keys only to authorized users. If a cloud system is 
responsible for both tasks on storage and encryption/decryption of data, the system administrators may simultaneously 
obtain encrypted data and decryption keys. This allows them to access information without authorization and thus poses a 
risk to information privacy. An authentication method is proposed at a lower level which can be implemented by cloud 
providers. It is a simple way of authentication which can be utilized by developers along with encryption. 
 
 
I. INTRODUCTION 
 
At the present world of networking system, Cloud 
computing is one the most important and developing 
concept for both the developers and the users. 
Persons who are interrelated with the networking 
environment, cloud computing is a preferable 
platform for them. The cloud offers many strong 
points: infrastructure flexibility, faster deployment of 
applications and data, cost control, adaptation of 
cloud resources to real needs, improved productivity, 
etc. 
Over the recent years, there is a great advancement in 
the field of Computer Science. Cloud Computing is 
the result of advancement in the existing 
technologies. It shares the characteristics with 
Autonomic Computing, Client Server Model, Grid 
Computing, Mainframe Computer, Utility 
Computing, Peer-to-Peer and Cloud Gaming. Cloud 
Computing is beneficial not only for users but also 
for large and small organizations. Security issues are 
the major concern in Cloud Computing. 
In the cloud environment, resources are shared among 
all of the servers, users and individuals. As a result 
files or data stored in the cloud become open to all. 
Therefore, data or files of an individual can be 
handled by all other users of the cloud. Thus the data 
or files become more vulnerable to attack. As a result 
it is very easy for an intruder to access, misuse and 
destroy the original form of data. An intruder can also 
interrupt the communication. Besides, cloud service 
providers provide different types of applications 
which are of very critical nature. Hence, it is 
extremely essential for the cloud to be secure.  
If a cloud system solves both the tasks on storage and 
encryption-decryptionof data, the system 
administrators may concurrently obtain encrypted 
data and decryption keys and there may be 
thechances of unauthorized disclosure of data to any 
user. This allows them to access information without 
authorization and thus poses a risk to information 
privacy.  

II. OBJECTIVE 
 
As Cloud Computing has been spreading widely, 
users and service providers enables to use resource or 
service cheaply and easily without owning all the 
resource needed. However, Cloud Computing has 
some security issues such as virtualization technology 
security, massive distributed processing technology, 
service availability, massive traffic handling, 
application security, access control, and 
authentication and password. User authentication 
among them requires a high-guaranteed security. 
Hence, this paper would like to discuss technologies 
of access control and user authentication briefly and 
look at the problems inside. 
Along with authentication of user and all other parties 
involved in the process of data storing, encrypting, 
decrypting and retrieving another major goal of this 
project is securing the cloud by isolating the 
processes of encryption and decryption. This can be 
done when encryption and decryption will be done 
separately by different vendors. In this way the keys 
used for encryption and decryption will be kept 
secret. The processes will be in control and there will 
not be much threat to the security. 

 
III. LITERATURE REVIEW 
 
Cloud Computing Business Model: Cloud computing 
is the use of computing resources (hardware and 
software) that are delivered as a service over a 
network. The name comes from the use of a cloud 
shaped symbol as an abstraction for the complex 
infrastructure it contains in system. Cloud computing 
entrusts remote services with a user's data, software 
and computation.  
 
Services by cloud computing over the network are: 

A. PaaS- In this type of service, Platform is 
provided to the cloud consumer as a service. 
For example-Operating System.  
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B. IaaS- In this type of service, infrastructure is 
provided to the cloud consumer as a service. 
For example-Storage area, server physical 
equipment.  

C. SaaS- In this type of service, Software is 
provided to the cloud consumer as a service. 
For example-Microsoft Word, Notepad, Paint, 
or many other applications. 

 
In the last decade, much development has taken place 
in the field of authentication models. A number of 
frameworks, models and architectures have been 
proposed by researchers. 
The architecture of cloud services can be divided into 
three levels: infrastructure, platform and application 
software. In the business model using software as a 
service, users are provided access to application 
software and databases. The cloud providers manage 
the infrastructure and platforms on which the 
applications run.  
 
IV. PROBLEM DEFINITION 
 
This section addresses the core theme of this chapter, 
i.e., the security and privacy-related challenges in 
cloud computing. There are numerous security issues 
for cloud computing as it encompasses many 
technologies including networks, databases, operating 
systems, virtualization, resource scheduling, 
transaction management, load balancing, concurrency 
control and memory management. Therefore, security 
issues for many of these systems and technologies are 
applicable to cloud computing. Data security involves 
encrypting the data as well as ensuring that 
appropriate policies are enforced for data sharing. In 
addition, resource allocation and memory 
management algorithms have to be secure. 
For securing data, cryptographic encryption 
mechanisms are certainly the best options. The hard 
drive manufacturers are now shipping self-encrypting 
drives that implement trusted storage standards of the 
trusted computing group. These self-encrypting 
drives build encryption hardware into the drive, 
providing automated encryption with minimal cost or 
performance impact. Although software encryption 
can also be used for protecting data, it makes the 
process slower and less secure since it may be 
possible for an adversary to steal the encryption key 
from the machine without being detected. 
Encryption is the best option for securing data in 
transit as well. In addition, authentication and 
integrity protection mechanisms ensure that data only 
goes where the customer wants it to go and it is not 
modified in transit. Strong authentication is a 
mandatory requirement for any cloud deployment. 
User authentication is the primary basis for access 
control. In the cloud environment, authentication and 
access control are more important than ever since the 
cloud and all of its data are accessible to anyone over 
the Internet. 

V. RESEARCH METHODOLOGY 
 
With the growing popularity of cloud, companies are 
investing heavily in the research of cloud computing 
security. In this paper some of the significant and 
latest research is included which mainly focus on the 
authentication phase of cloud security. After the 
thorough review of literature in cloud computing 
authentication, some new directions and approaches 
are set forth that can facilitate the researchers in this 
area. 
Research methodology was selected in order to 
perform this research, because master research 
focuses on designing and developing a security 
system (artifact) which addresses particular security 
problems for a cloud computing domain – cloud 
environment.  
RSA is Public-Key algorithm. It has been developed 
by Ron Rivest, Adi Shamir and Len Adleman in 
1977. We use RSA algorithm to encrypt the data so 
that no unauthorized user access it. It provides 
security of data in cloud. User data is first encrypted 
and then it is stored in the Cloud. When data is 
required by user Cloud provider authenticates the 
user and then delivers the data. RSA is like a block 
cipher, where every message is mapped to an integer. 
It consists of Public-Key and Private-Key. Public-
Key is known to all, but Private Key is known only to 
the user who owns the data. Therefore, encryption is 
done by Cloud service provider and decryption is 
done by the Cloud user. When the data is encrypted 
with help of Public-Key, it can only be decrypted 
with the corresponding Private-Key. RSA algorithm 
involves three stages: 1. Key Generation 2. 
Encryption 3. Decryption 
Starting with identification of the research problems 
and studying related solutions, existing technologies 
and standards, the research goals are defined. Then 
designing stage goes after, which leads to the 
preliminary solution for the entire research problem. 
Afterwards, prototype development process will be 
performed. During the development stage several 
modifications and improvements can be introduced, 
as per the changes in requirements and specifications. 
System design and prototype development will be 
followed by testing and deployment stage. 
Deployment step resulted in collecting several 
outcomes form system functionality point of view. 
Finally, analysis and evaluation will be performed 
from theoretical and practical points of view and 
further improvements and suggestions will be 
presented for future work. 
VI. OUTCOME 
 
The paper witnesses the evolution of authentication. 
It shows the development from the usage of hardware 
tokens to authenticate the client (user). Research is 
still in progress finding new methods and schemes to 
authenticate the user in order to challenge the security 
threats faced by the Cloud. These new approaches by 
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various researchers offer a good foundation for 
further research and development in the field of 
Cloud security. 
Here we are focusing on the security goal by 
enhancing the authenticity of the client along with the 
vendor responsible for encryption and the vendor 
responsible for decryption process, since there 
cryptographic processes will be done separately to 
reduce the risk of misusing the information of 
decryption key that will be used. Hencewise, more 
security will be provided to the cloud environment.   

 
CONCLUSION 
 
Three services are provided by cloud Software as a 
Service (SaaS), Platform as a Service (PaaS) and 
Infrastructure as a Service (IaaS). Cloud service can 
be accessed by a device that can access the internet, 
the device may be Laptop, PC, and Smart Phone etc.  
If storage and encryption/ decryption are provided by 
a single service provider than there may be a more 
chances for unauthorized access of data from high 
level authority like System administers, as he has 
access to Decryption key and encrypted data that is 
stored. This paper proposes a Secured cloud 
computing model based on separating the cloud 
computing services into two different service 
providers. Therefore a contract is to be signed for 
establishing a cooperation model for providing 
common services to clients. The main aim of this 
paper is dividing of authority to reduce operational 
risk due to which unauthorized access of data. 
This study proposes a Business Model for Cloud 
Computing Based on a Separate Encryption and 
Decryption Service. For cloud computing to be used 
and spread, users must have a high level of trust in 
the methods by which service  providers protect their 
data, emphasizing that authorization of the storage 
and encryption/decryption of user data must  be 
differentiated with two different service providers. 
The privileges of storing as a service provider include 
storing user data which is already encrypted through 
an Encryption/Decryption service. 
Cloud Computing is still an evolving paradigm where 
computing is on-demand service. Once the 
organization moves to the cloud, it faces many 
security issues. Thus, the amount of protection 
needed to secure data in cloud is directly proportional 
to the value of the data stored. Security of the Cloud 
can be improved by trusted computing and 
cryptography. Thus, in our proposed work, we used 
RSA algorithm to provide security where only the 
authorized user can access the data. Even if some 
unauthorized user gets the data accidentally or 
intentionally and he captures it, he cannot decrypt it 
and get back the original data from it.  
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