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Abstract— Deduplication of data is a technique used for eliminating duplicate copies of records also has been usually used 
in cloud storage to decrease storage space and upload bandwidth. Though, there is only one copy for each and every file 
stored in cloud even if such a file is owned by a vast number of users. As a result, deduplication system improves storage 
operation even as reducing reliability. Still, the challenge of privacy for sensitive data also arises when they are outsourced 
by users to cloud. Target to address the above security challenges, our system makes the first attempt to formalize the view 
of distributed reliable deduplication system. We suggest new distributed deduplication system secure in terms of maximum 
reliability, data confidentiality, Integrity and proof of ownership. The security requirements of data confidentiality and 
integrity are also achieve by introducing a deterministic secret sharing scheme in distributed cloud storage systems. As a 
proof of idea, we are improving the future systems and reveal that the incurred overhead is very limited in practical 
environments. 
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INTRODUCTION 
 
Cloud computing provides unlimited virtualized 
recourse to user as services across the whole internet 
while hiding the platform and implementing details. 
To make data management scalable in cloud 
computing, deduplication has been a conventional 
technique. Datacompression technique is used for 
eliminating the duplicate copies of repeated data in 
cloud storage to reduce the data duplication. This 
technique is used to improve storage utilization and 
also be applied to network data transfers to reduce the 
number of bytes that must be sent. Keeping multiple 
data copies with the similar content, deduplication 
eliminates redundant data by keeping only one 
physical copy and refer other redundant data to that 
copy. Data deduplication occurs file level as well as 
block level. The duplicate copies of identical file 
eliminate by file level deduplication .For the block 
level duplication which eliminates duplicates blocks 
of data that occur in non-identical files. Although 
data deduplication takes a lot of benefits, security as 
well as privacy concerns arise as users’ sensitive data 
are capable to both inside and outside attacks. In the 
traditional encryption providing data confidentiality, 
is contradictory with data deduplication. Traditional 
encryption requires different users to encrypt their 
data with own keys. 
To develop authorized data de-duplication for 
protecting the data security by including differential 
privileges of users in the duplicate check and conduct 
test bed experiments to evaluate the overhead of the 
prototype. De-duplication is one of important data 
compression techniques for eliminating duplicate 
copies of repeating data. For that purpose Authorized 
duplication check system is used. This paper 
addresses problem of privacy preserving de-
duplication in cloud computing and propose a new 

de-duplication system supporting for Differential 
Authorization, Authorized Duplicate Check ,Integrity 
In distinguish ability of file token/duplicate-check 
token, Data Confidentiality 
 
II. SYSTEM ARCHITECTURE 
 
Description: 
 
� In this architecture two entities are considered 

cloud server and user.  
� First Data owner uploads a file on server. 

while uploading a file first file is divided into 
different shares and tag generated for each 
share.  

� After that server check every share/block is 
duplicated or not.  

� If it is not duplicated then server stores the file 
on the cloud.  

� Otherwise server send the message to data 
owner that file is already present and sends the 
pointer for that block to the user.  

 

 
Fig. 1: System Architecture 
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� If it is not duplicated then server stores the file 
on the cloud.  

� Otherwise server send the message to data 
owner that file is already present and sends the 
pointer for that block to the user.  

 
Basically system architecture is divided into four 
modules, they are as follows:- 
 
Module1: Data Owner 
Input: Send a file 
 
Output: Upload file into 
shares. Module2: Data 
Deduplication 
 
Output: Check blocks are duplicated or not 
Module3: Building Blocks Secret Sharing 
Scheme Input: Text File 
 
Output: Text File divided into different 
shares Module4: Tag Generation 
 
Input: shares 
 
Output: Tag generated for each share 
 
III.PROPOSED SYSTEM 
 
With the explosive growth of digital data, 
deduplication techniques are widely employed to 
backup data and minimize network and storage 
overhead by detecting and eliminating redundancy 
among data. Instead of keeping multiple data copies 
with the same content, deduplication eliminates 
redundant data by keeping only one physical copy 
and referring other redundant data to that copy. 
Deduplication has received much attention from both 
academia and industry because it can greatly 
improves storage utilization and save storage space, 
especially for the applications with high 
deduplication ratio such as archival storage systems. 
A number of deduplication systems have been 
proposed based on various deduplication strategies 
such as client-side or server-side deduplications, file-
level or block-level deduplications. 
 
Data deduplication techniques become more 
attractive and critical for the management of ever-
increasing volumes of data in cloud storage services 
which motivates enterprises and organizations to 
outsource data storage In this paper proposed the 
secure deduplication with the help of token 
generation and Secure upload download we can 
assure the user about high data security and also 
avoid data deduplication. Security analysis 
determines that our schemes are secure in terms of 
insider as well as outsider attacks specified in the 
proposed security model. As a proof of concept, we 
executed a prototype of our proposed authorized 

duplicate check scheme and conduct tested 
experiments on our prototype. In this paper we have 
to provide the different techniques to reduce the 
deduplication in cloud storage and maintain the 
security. In future by using Cloud Service Provider 
(CSP) have significant resources to govern distributed 
cloud storage servers and to manage its database 
servers. It also provides virtual infrastructure to host 
application services. These services can be used by 
the client to manage his data stored in the cloud 
servers. 
 
The CSP provides a web interface for the client to 
store data into a set of cloud servers, which are 
running in a cooperated and distributed manner. In 
addition, the web interface is used by the users to 
retrieve, modify and restore data from the cloud, 
depending on their access rights. Moreover, the CSP 
relies on database servers to map client identities to 
their stored data identifiers and group identifiers. 
 

Building blocks 
Secret Sharing Scheme There are two algorithms in a 
secret sharing scheme, which are Share and Recover. 
The secret is divided and shared by using Share. With 
enough shares, the secret can be extracted and 
recovered with the algorithm of Recover. In our 
implementation we will use the Ramp secret sharing 
scheme (RSSS) to secretly split a secret into shards. 
Specifically, the (n, k, r)-RSSS (where n > k > r ≥ 0) 
generates n shares from a secret so that (i) the secret 
can be recovered for many k or more shares, and (ii) 
no information about the secret can be deduced from 
any r or less shares. Two algorithms, Share and 
Recover, are defined in the(n, k, r)-RSSS. 
 
Share divides a secret S into (k −r) pieces of equal 
size, generates r random pieces of the same size, and 
encodes the k pieces using a non-systematic k-of-n 
erasure code into n shares of the same size; 
 
Recover takes any k out of n shares as inputs and 
then outputs the original secret S. It is known that 
when r = 0, the (n, k, 0)-RSSS becomes the (n, k) 
Rabin’s Information Dispersal Algorithm (IDA). 
When r = k−1, the (n, k, k−1)-RSSS becomes the 
(n,k) Shamir’s Secret 
 
Sharing Scheme (SSSS). 
 
 

Tag Generation Algorithm 
In our constructions below, two kinds of tag 
generation algorithms are defined, that is TagGen and 
TagGen’. 
 
TagGenis the tag generation algorithm that maps the 
original data copy F and outputs a tag T(F). This tag 
will be generated by the user and applied to perform 
the duplicate check with the server. Another tag 
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generation algorithm TagGen’ takes as input a file F 
and an index j and outputs a tag. This tag, generated 
by users, is used for the proof of ownership for F. 
 
File Upload: To upload a file F, the user first 
performs the file-level deduplication by sending F to 
the storage servers. The user performs the block-level 
deduplication as follows. 
 
He firstly divides F into a set of fragments {Bi} 
(where i = 1, 2, · · · ). For each fragment Bi, the user 
will perform a block-level duplicate check by 
computing Bi= TagGen(Bi), where the data 
processing and duplicate check of block-level 
deduplication is the same as that of file-level 
deduplication if the file F is replaced with block Bi. 
Upon receiving block tags {B}, the server with 
identity idj computes a block signal vector σBi for 
each i. 
 

• i) If σBi=1, the user further computes and sends 
Bi;j= TagGen′(Bi, j) to the S-CSP with identity idj. 
If it also matches the corresponding tag stored S-
CSP returns a block pointer of Bi to the user. Then 
the user keeps the block pointer of Bi and does not 
need to upload Bi.  

 
• ii) If σBi=0, the user runs the secret sharing 
algorithm  

 
SS over Bi and gets {cij} = Share (Bi), where cijis 
the j-th secret share of Bi. The user also computes 
Bi; jfor 1 ≤ j ≤ n and uploads the set of values {F, 
F;idj, cij, Bi;j} to the server idj via a secure 
channel. The S-CSP returns the corresponding 
pointers back to the user.  

 
File Download: To download a file F = {Bi}, the user 
first downloads the secret shares {cij} of all the 
blocks Bi in F from k out of n S-CSPs. Specifically, 
the user sends all the pointers for Bi to k out of n 
servers. After gathering all the shares, the user 
reconstructs all the fragments Biusing the algorithm 
of Recover ({·}) and gets the file F = {Bi}. 
 
Message Authentication:- 
This Algorithm is most useful in Cloud computing it 
is the arising technology to minimize the user burden 
in the updating of data in business using internet. 
Instead of local data storage and maintenance, the 
user is assisted with the cloud storage so that the user 
can remotely store their data and enjoy the on-
demand high quality application from a shared pool 
of resources. The data stored must be protected in the 
cloud storage. To enhance the correctness of data, 
auditing process is done which is carried out by TPA 
(Third Party Auditor). The TPA must be efficient to 
audit without demanding the local copy of data. In 
this paper we have proposed a method that uses the 
keyed Hash Message Authentication Code (HMAC) 

with the Holomorphic tokens to enhance the security 
of TPA 
 
IV.MATHEMATICAL MODEL 
 

S={S,E, X, Y,  } 
 
Where, 
 

S = Start of the program. 
 

1. Log in with webpage.  
 

2. Load Files on cloud.  
E = End of the program. 

 
Retrieve the file from cloud storage 
system. X = Input of the program. 

 
Input should be Text 
File. Y = Output of 
the program. 

 
File will be first fragmented then it is encoded and 
the fragments are allocated. Finally when we 
request for file downloading we get file as output. 
X, Y ∈ U 

 
Let U be the Set of System 

 
U= {Client, F, S, T, M, D} 

 
Where Client, F, S, T, M, D are the elements 
of the set. Client=Data Owner, User 

 
F=Fragmentation 

 
S=Fragments encoded using Secret Sharing 
Scheme T=Generate Tags for file blocks 

 
M=Message Authentication Code for generating 
hash values D=Check for duplicate file or block 

 
SPACE COMPLEXITY: 

 
The space complexity depends on Presentation and 
visualization of discovered patterns. More the 
storage of data more is the space complexity. 

 
TIME COMPLEXITY 

 
Check No. of patterns available in the 
datasets= n If (n>1) then retrieving of 
information can be time 

 
consuming. So the time complexity of this 
algorithm is O . 

 
= Failures and Success 

conditions. Failures: 
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1. Huge database can lead to more time 
consumption to get the information.  

 
2. Hardware failure.  

 
3. Software failure.  
 
Success: 
 
1. Search the required information from available in 

Datasets.  
 
2. User gets result very fast according to their needs.  
 
 
V.TECHNICAL DETAILS 
 
� There are three entities defined in our system, 

that is, users, private cloud and Secure cloud 
service provider(S-CSP) in public cloud. The S-
CSP accomplish deduplication by checking if 
the contents of two files are the identical and 
stores only one of them. 

� The access right to a file is describe based on a 
set of privileges. The accurate definition of a 
privilege varies across applications. Token 
means each privilege is represented in the form 
of a short message. Each file is related with 
some file tokens, which denote the tag with 
specified privileges.  

� A user computes as well as sends duplicate 
check tokens to the public cloud for authorized 
duplicate check. Users have access to the 
private cloud server and a semi trusted third 
party which will help in performing 
deduplicable encryption by generating file 
tokens for the requesting users.  

� S-CSP. This is an entity that contributes a data 
storage service in public cloud. The S-CSP 
provides the data outsourcing service as well as 
stores data on behalf of the users. To diminish 
the storage cost, the S-CSP removes the storage 
of redundant data via deduplication and keeps 
only unique data.  

� In this paper, we assume that S-CSP is always 
online and has huge storage capacity and 
computation power. Data Users. A user is an 
entity that desire to outsource data storage to the 
S-CSP and access the data later.  

� In a storage system supporting deduplication, 
the user only uploads unique data but does not 
upload any duplicate data to save the upload 
bandwidth, which may be owned by the 
identical user or different users.  

� Each user is issued a set of privileges in the 
setup of the system for the authorized 
deduplication system. Each file is protected with 
the convergent encryption key as well as 
privilege keys to realize the authorized 

deduplication with differential privileges.  
� Private Cloud: After Compared with the 

traditional deduplication architecture in cloud 
computing, this is a new entity introduced for 
facilitating users secure usage of cloud service.  

� Specifically, since the computing resources at 
data user/owner side are inadequate and the 
public cloud is not fully trusted in practice, 
private cloud is able to provide data user/owner 
With an execution environment and 
infrastructure working as an interface between 
user and the public cloud.  

 
CONCLUSION 
 
We proposed the deduplication systems to improve 
the reliability of data while achieving the 
confidentialityof the users’ outsourced data without 
an encryption mechanism. Four constructions were 
proposed to block-leveldata deduplication. The 
security of tag consistency and integrity wasachieved. 
We implemented our deduplication systems using the 
Ramp secret sharing scheme and TAG GEN 
algorithm. 
 
ACKNOWLEDGEMENT 
 
We would like to take this opportunity to thank my 
internal guide Mrs. Z.Y.Shaikh and 
Mrs.V.M.Barkade Project Coordinator for helping 
and guiding as we needed. we would also grateful to 
Dr. A. B. Bagwan Head  of  Computer  Engineering  
Department  JSPM’s RSCOE for his indispensable 
support, suggestions. 
 
REFERENCES 
 

[1] Jin Li, Xiaofeng Chen, Xinyi Huang, Shaohua Tang and 
Yang Xiang Senior Member, IEEE and Mohammad 
Mehedi Hassan Member, IEEE and 
AbdulhameedAlelaiwiMember, IEEE “Secure Distributed 
Deduplication Systems with Improved Reliability’’   IEEE   
Transactions   on   Computers Volume: PP Year: 2015  

[2] Jin Li, Yan Kit Li, Xiaofeng Chen, Patrick P. C. Lee, 
WenjingLou” A Hybrid Cloud Approach for Secure 
Authorized Deduplication” IEEE Transactions on Parallel 
and Distributed Systems:PP Year 2014  

[3] M. Bellare, S. Keelveedhi, and T. Ristenpart. Dupless: 
Serveraided encryption for deduplicated storage. In 
USENIX Security Symposium, 2013.  

[4] P. Anderson and L. Zhang. Fast and secure laptop backups 
with encrypted de-duplication. In Proc. of USENIX LISA, 
2010.  

[5] M. Bellare and A. Palacio. Gq and schnorr identification 
schemes: Proofs of security against impersonation under 
active and concurrent attacks. In CRYPTO, pages 162–
177, 2002.  

[6] Mr.Vinod B Jadhav Prof.Vinod S Wadne Secured 
Authorized De-duplication Based Hybrid Cloud Approach 
International Journal of Advanced Research in Computer 
Science and Software Engineering.  

[7] A.Abdul   Samadhu,   J.Rambabu,   R.Pradeep Kumar, 
R.Santhya Detailed Investigation on a Hybrid 
ClouApproach for Secure Authorized Deduplication 
International Journal for Research inApplied Science and 
Engineering Technology (IJRASET). 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-3, Issue-6, Jun.-2016 

Deduplication System With Security and Improved Reliability 
 

28 

[8] [8]Jadapalli Nandini1, Ramireddy Navateja Reddy 
Implementation Deduplication System With Authorized 
Users International Research Journal of Engineering and 
Technology (IRJET). 

[9] Sharma Bharat, Mandre B.R. A Secured And Authorized 
Data Deduplication With Public Auditing International 
Journal of Computer Applications (09758887)  

[10] Wee Keong Ng SCE, NTU Yonggang Wen SCE, NTU 
Huafei Zhu Private Data Deduplication Protocols in Cloud 
Storage SAC12 March 2529,2012, Riva del Garda, 

Italy.Copyright 2011 ACM 9781450308571/12/03.  
[11] Shweta D. Pochhi, Prof. Pradnya V. Kasture Encrypted 

Data Storage with Deduplication Approach on Twin Cloud 
International Journal of Innovative Research in Computer 
and Communication Engineering.  

[12] Bhushan Choudhary, Amit Dravid A Study On Secure 
Deduplication Techniques In Cloud Computing 
International Journal of Advanced Research in Computer 
Engineering and Technology (IJARCET).  

 
 
 
 

 
 


