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Abstract— Multi-tenancy, which allows use of a single application to emulate multiple application instances, has been 
proposed as a solution to the tenant management problem. By sharing one application across many tenants, multi-tenancy 
attempts to replace small application instances with one or more large instances thus bringing down the overall cost of IT 
infrastructure. We present architecture for achieving multi-tenancy at the SOA (Service Oriented Architecture) level, which 
allows tenants (users) to run their services and other SOA artifacts in a multi-tenant SOA framework as well as provides an 
environment which can build multi-tenant applications. Primary focus is on design and implementation of multi-tenant SOA 
platform which allows users to run their ongoing applications in a multi-tenant environment with minimal resource 
utilization and maximum out equation. With the explosive growth of mobile devices, any organization that offers public 
services must be ready to deal with the burst load at levels never seen before. Sharing a data centre is the lowest level of 
resource sharing. Reusing the facilities environment like air conditioner or network infrastructure is the simplest way of 
reducing costs. Application Service Providers have adopted this concept for years. However, sharing the data centre only has 
a limited cost saving potential, e.g. workload fluctuations of different customers can’t be considered for resource 
optimization. MWF includes features like authentication, authorization, tenant tracking, mobile data outsourcing and  
securing tenant (user)  data. 
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I. INTRODUCTION 
 
Enterprise IT infrastructure sustains many costs 
ranging from hardware and software licenses/ 
maintenance costs to the costs of monitoring and 
managing IT infrastructure. The recent emergence of 
cloud computing offers some real prospects of 
decreasing some of those costs. However, 
abstractions provided by cloud computing are often 
inadequate to provide considerable cost savings 
across the IT infrastructure life-cycle. This is due to 
the gap that exists between users and cloud 
computing technologies where what users choice is to 
outsource their complete IT infrastructure as a 
service, whereas cloud computing  provides much 
lower levels of virtualization. A tenant is a group of 
users sharing a similar view on an application they 
use. This includes the data they access, the 
configuration, the user management, particularly 
functional and related non functional properties. 
Commonly the groups are members of different legal 
entities. This comes with limitations (e.g. data 
security and privacy). Multi-tenancy is an approach to 
share an application instance between different 
tenants by providing every tenant a dedicated share of 
the instance, which is isolated from other shares 
regarding performance and data privacy [10]. A 
commonly used analogy for explanation is a living 
complex where different parties share some of their 
resources like heating to cut down costs, but also like 
to enjoy their privacy and therefore claim a certain 

level of isolation (in particular when it comes to 
noise). Besides multi-tenancy there is also a concept 
of tenant space. A tenant space refers to the position 
where customers rent a predefined space of resources 
in which they can run different application instances. 
One example is an IaaS offering where a customer 
buys resources in which he installs the applications 
which he chooses [7]. Scenarios where multiple 
applications run on one instance of the same runtime 
environment sometimes are also referred to as multi-
tenancy, in particular from the perspective of PaaS 
providers, because their customers deploy many 
applications. This concept we call multiple 
application deployment and not multi-tenancy, 
because the entities to be separated have different 
features and the challenges in this scenario are of 
different nature. Thus, multi-application deployment 
should not be considered equal to multi-tenancy. 
 
II. RELATED WORK 
 
Multi-tenancy is a significant feature of Software as a 
Service (SaaS) in cloud computing. Multi-tenant 
applications provide multiple customers to share a 
single application instance. By leveraging Multi-
tenancy, SaaS providers can significantly ease 
operations and decrease delivery cost for a huge 
number of tenants. Multi-tenancy is an architectural 
standard that optimizes resource sharing. The 
applications will be delivered from a shared 
environment while providing satisfactory levels of 
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isolation to the tenants and Quality of Service (QoS) 
throughout the environment. There are number of 
cloud service providers which enable the 
development multi-tenant application like Microsoft 
windows azure however the deployment and 
management of the tenant is most difficult task on 
cloud. There are still many improvements required 
for secured solution for multi-tenancy. 
In this paper, we have explained an efficient way of 
secured data storage and service approach on cloud 
multi-tenant environment. Other issue regarding the 
mobile data outsourcing on cloud tried to solve using 
efficient 3 tier encryption technique. This framework 
will allow the development and deployment of multi-
tenant application on cloud. 
 
III. SYSTEM ARCHITECTURE 

 

 
Fig.1. System Architecture 

 
The main components of system architecture are 
admin, user, cloud server and MWF components. 
The architecture flow is as follows: 
To get data and service access on cloud, user sends 
his request to cloud server, serve generate token for 
valid user. To protect data in transaction, data is sent 
to tenant and decrypted on client side using tenant 
specific key by system. 
 
1) User configuration 

Tenants doregistration request to admin with their 
attributes. Admin does the verification of user request 
and then storageof tenant attributes in tenant 
configuration file on cloud takes place. Framework 
generate key for each tenant and store in configuration 
file.MWF uses the tenant configuration to form the 
tenant keystore for tenant specific encrypt and decrypt 
key, tenant file share location, tenant’s configuration 
to access the application, tenant Service Level 
Agreement(SLA), tenant service configuration through 
authorization. All the attributes and information stored 
on cloud on encrypted format. 

a. Authorization: 
Tenant filter(TF) retrieves the key from tenant key 
store. Then submitted tenant id and password is 
encrypted. Password verification is performed in 
encrypted mode. Once tenant is authenticated 
session oriented token will be generated and used 
for further request from tenant. This token is also 
used to prevent multiple login from same tenant 
for same session. 
 

b. Authentication: 
MWF supports attribute based access to services 
and files. Each tenant, service and file have its 
attributes which are used to control the access on 
cloud. Apart from this tenant admin have control 
on the authorization of each tenant. MWF support 
the multiple admin which control the 
authorization of tenant.Access group is created by 
tenant admin. Access groups are used to control 
the authorization of multiple tenant at the same 
time. 
 

Mathematical model describing tenant 
authorization: 
Service Attribute (S) ={S1, S2, ….. Sn, 
Sn+1…} 
File Attribute (F) ={F1, F2, ….. Fn, 
Fn+1…} 
Attribute Collection (C)= { S, F} 
Access Group (G) = { S1, F1,…} 
 
User Authorization Collection (U) for 
User1: 
UUser1 = { G1 U G2 U G3….} 
Granting additional access to User1 by 
Access Group (G) 

UUser1 = { UUser1 U Gn } 
Granting additional access to User1 by 
Access Group (G) 
UUser1 = { UUser1 U Gn } 
Granting additional access to User1 by 
Service/File Attribute 
UUser1 = { UUser1 U Sn U Fn } 
Revoking Access group from User1 Access 
UUser1 = { UUser1 - Gn } 
Revoking Service/File Attribute from User1 
Access 
UUser1 = { UUser1 - Sn } 
UUser1 = { UUser1 – Fn } 
Service Verification (V) for User access 
V = FN( Service URL, UUser1) 
 

2) Data Communication 
a. Data upload : 

Here, encryption of the data samples by RC7 
with tenant specific key takes place at client side 
and then data is transferred on cloud.On cloud 
tenant data is stored at different location for each 
tenant. Application admin or tenant admin 
controls data access on cloud. 
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b. Data download:  
When tenant request data or service on cloud 
admin validates tenants request by authentication 
and authorization. Specific file or service access 
is depends on attributes of tenant. File 
downloaded from cloud. Decryption of data with 
tenant specific key is done at client side. 
For valid user, system will generate session 
oriented token for the tenant, which is used for 
tenant data and service validation for particular 
session. 
 

3) Mobile data outsourcing 
 
For high sensitive mobile data application will apply 
3 tier security using RC7, AES and MD5.Mobile data 
is stored on cloud using cryptographic techniques. A 
3-tier security is used for storing mobile data.As First 
tier security, encryption is done using MD5 
algorithm with the keygiven by the tenant.As second-
tier security, the encrypted data is again encrypted 
using AES algorithm.As a third-tier security further 
encryption of data or key id is done using RC7 
algorithm. 

 
4) Data Authentication and service access 
 
For secured access of data on cloud framework use 
file attributes and tenant attributes. Tenant attributes 
are used to control the access privileges of each 
tenant. Multiple login from same user is prevented 
using tenant session token.To get data and service 
access on cloud, user sends his request to cloud 
server, server generate token for valid user. To 
protect data in transaction, data is sent to tenant and is 
decrypted on client side using tenant specific key. 
 

a) Keyword Search:  
To search a keyword in file, framework allows 
search in encrypted mode, which is a secured 
way of searching.Keyword which is to be 
searched is taken from tenant. Depending on 
tenant id, encryption key from the configuration 
file taken by MWF and keyword encrypted. This 
encrypted keyword used to search in encrypted 
file. While searching, matched file indexed and 
list displayed to tenant.   
b) File Sharing: 
Files’ sharing is done by using symbolic link 
reference where actual location of shared file is 
not known to receiving user. On the request of 
shared file, shared link is mapped to file by 
MWF. Then requested file is send to the tenant. 
 

IV. PROPOSED SCHEME 
 
4.1. RC7 Algorithm 
RC7 is an algorithm which is an improvement in RC6 
by adding to its existing functionalities. To improve 
the encryption efficiency of the already existing RC6 

algorithm, RC7 has been proposed which takes 
relatively less time for encryption and is 
comparatively more flexible. Instead of four registers, 
RC7 makes use of six registers which makes it a 
better alternative to RC6.  
Algorithm:  
 
Input: Plaintext stored in six w-bit input registers as 
“A, B, C, D, E, and F”  
Number of rounds as “r”  
W-bit round keys “S [0 . . . 2r + 1]”  
Output: Cipher text stored in A, B, C, D, E, F  
Procedure:  
B = B + S [0]  
D = D + S [1]  
F = F + S [2]  
fori = 1 to r do  
{  
t = (B × (2B + 1)) <<<lg w  
u = (D × (2D + 1)) <<<lg w  
v = (F × (2F + 1)) <<<lg w  
A = ((A ⊕ t) <<<u) + S [2i+1]  
C = ((C ⊕ u) <<<t) + S [2i+ 2]  
E = ((E ⊕ v) <<<t) + S [2i+ 3]  
(A, B, C, D, E, F) = (B, C, D, E, F, A)}  
A = A + S [2r - 1]  
C = C + S [2r]  
E = E + S [2r + 1] 
 
RC7 (proposed) is better owing to increased 
throughput, increased efficiency and decreased 
encryption time. Its advantages over RC6 are as 
follows:-  
1. Has more secured block cipher. 
2. Offers good performance and is more flexible.  
3. Makes use of 6 registers instead of 4. 
4. It has a block-size of 256 bits.  
5. The implementation of the cipher works as per the 
restrictions provided by the respective systems. 
 
4.2. MD5 Algorithm 
The algorithm produces a 128-bit hash value, which 
is expressed in text format as a 32 digit hexadecimal 
number. It has been used in cryptographic 
applications and is also used to verify data for its 
integrity. MD5 digests have been used in software 
areas to provide basic assurance that a transferred file 
has arrived in proper format.  
Steps for MD5: 
1. Appending the padding bits. 
2. Appending the length. 
3. Initializing MD buffer.  
4. Processing the message in 512-bit blocks 
5. Output 
 
4.3. AES algorithm 
AES algorithm is a symmetric key algorithm. 
Symmetric key algorithm uses same key for 
encryption and decryption. The data is divided into 
blocks of size 128 bits and can process data blocks of 
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128 bits using cipher keys of length 128,192 and 256 
bits. Depending on the key length, AES is categorized 
into “AES-128”, “AES-192”, and “AES-256”. We 
have chosen AES as it has only one private key which 
is distributed among users. Hence it is beneficial for 
the users to handle single key rather than two keys i.e. 
public key and private key. It serves the purpose of 
saving memory space as the data encrypted by AES is 
of same size as that of original file while, in public 
key cryptography encrypted file size increases.  
For AES algorithm, the length of cipher key(K) is 
128 bits,192 bits and 256 bits, depending on this key 
length is represented by Nk= 4, 6, or 8. This Nk 
reflects the number of 32-bit words in the Cipher 
Key(K).  
 
CONCLUSIONS AND FUTURE SCOPE 
 
We are designing multi-tenant web framework 
system to provide easy deployment of multi-tenant 
application on cloud. It will provide management of 
tenant, security on cloud for storage and services and 
mobile data outsourcing on cloud in efficient way. 
We proposed secure, scalable and multi-tenant 
schema to solve the problem of tenant management 
by providing SaaS on cloud. Data access on cloud is 
controlled by attributes of tenant and file attributes. 
Service access on cloud is controlled by service 
attribute and tenant attributes. Cost of each part in our 
scheme is independent of the number of participating 
tenant. We provide encryption at tenant side and 
decryption at both tenant and server side. Our 
proposed framework will produce scalable, efficient 
and secure multi-tenant services and data storage on 
cloud. 
The future scope is use of hybrid cloud to store and 
retrieve data instead of single one and provide 
multiple domain accessibility services like PaaS 
(Platform as a Service), IaaS (Infrastructure as a 
service). 
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