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Abstract— Downloading has become indispensible to use an application and to work with. Peer to Peer method of 
downloading allows users to quickly download a file from any of the peers but sometimes the data in peer gets corrupted and 
makes the user to download the corrupted/fake file and also it’s difficult for the corrupted peer to recover their file back. So 
in this paper we are using Secured Hash Algorithm-1(SHA-1) algorithm for validity test and to recover the corrupted data 
using a centralized server.  
  
Index Terms— Peer-to-Peer, SHA1, Centralized Server. 
 
I. INTRODUCTION 
 
Most of the popular software and game digital 
downloads are in old client/server downloading 
method. The problem over here is while downloading 
a large file and when the demand for that file is high 
this will result in slow download speed overall and 
crash of server mostly. So in order to overcome this we 
are going to use peer to peer method of downloading 
(i.e. file transfer). Even though many P2P file-sharing 
systems [1] [2] have been proposed and implemented, 
only very few have stood the test of intensive daily use 
by a very large user community. The Bit Torrent 
file-sharing system is one of these systems. 
Measurements on Internet Backbones indicate that Bit 
Torrent [3] has evolved into one of the most popular 
networks. Therefore for testing and comparison will 
use bit torrent. It's the great idea but why it is not 
implemented by any big software and game 
corporations? The reason is that the torrent client is 
much vulnerable to the malware, adware and even 
virus. This paper suggests an idea to reduce the 
vulnerability significantly. 
 
II. STATISTICAL ANALYSIS OF TORRENT 
TRAFFIC IN INTERNET 
 

TABLE 1.1: STATISTICAL ANALYSIS OF TORRENT 
TRAFFIC IN INTERNET 

 
 
When you  look with intend, you will come to know 
that majority of  the people  are  mostly downloading 
video files, that is 61.4% to be exact.27.2% comes 
under games and software application and the rest 
11.3% comes under audio type of files. 

III. ANALYSIS OF TORRENT VULNERABILITY  
 
It has been shown [5] that only 20 moderators 
combined with numerous other volunteers solve the 
fake-file problem on Bit Torrent / Supernova. 
Decentralization would provide an obvious solution, 
but makes the meta-data more vulnerable. The current 
implementation gives no data security. If the 
downloaded file is fake / corrupted it’s lost forever. 
There is no reliable source to download the fragment 
in peer network. 
 
IV. IMPLEMENTATIONS  
 
i. To reduce Vulnerability 
Consider a file size of 20 GB, when a user downloads 
this file and identifies it’s a fake/corrupted file. This 
will result him to download the entire file again which 
is a big loss in bandwidth. So we need to make use of 
fragmented sharing. 
 
Fragment the file into number of small pieces in a 
sequence, encrypt all the fragmented parts so that it 
can provide privacy and also allow user to access the 
data only if he gets the decrypt key, the decrypt key 
will be provided only when the files downloaded pass 
the “validation test”. 
 
Now generate the SHA1 code [1] and store it in a 
Centralized server (don’t release along with 
fragmented files). Client sends a request to the Server 
for the file. Then torrent file is created for the 
requested file in the Server and client downloads the 
torrent file. In the client, after downloading the 
complete file, generate the SHA1 code for the 
downloaded fragments and store it in a sequence same 
as the one released by the organization which is stored 
in centralized server. Now at last allow the file 
sharing application in the client to download the 
SHA1 file for the particular download from the 
centralized server.  
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ii. Code Mismatch 
If the SHA1 code is not matched, identify the 
fragments of the original file for which the code 
doesn’t match and delete those files alone and 
re-download from the centralized server copy. 
 
iii. Advantage of Fragmentation 
When a hacker or a malware node changes the file 
content then we need to download only the fragment of 
file which are affected not the whole file again, which 
is a big problem in case of large. Aim of a hacker is not 
only to hack and gain the data but also to make it 
unusable for the client to use it. 
 
iv. Advantage of Encryption 
In order to prevent the client from unknowingly 
opening the content of the downloaded file before 
verifying it, we are encrypting it in different format 
which can’t be opened by the user. So that even if it 
contains the virus we can prevent from some level of 
trigger action. Only after the successful pass from the 
SHA1 comparison the decryption key is given for the 
client to access the downloaded file.  
 
V. Triple DES (3DES) Encryption Technique 
In this paper the encryption technique used is Triple 
DES (3DES) is the common name for the Triple Data 
Encryption Algorithm. Here the brute force attack is 
feasible but Triple DES provides a relatively simple 
method of increasing the key size of DES to protect 
against Brute Force attacks, without the need to design 
a completely new block cipher algorithm. 
 
Triple DES (3DES) 
Triple DES uses a "key bundle" that comprises three 
DES keys, K1, K2 and K3, each of 56 bits 
(excluding parity bits). The encryption algorithm is: 
Cipher text = EK3 (DK2 (EK1 (plaintext))) 
I.e., DES encrypts with K1, DES decrypt with K2, then 
DES encrypt with K3. 
Decryption is the reverse: 
Plaintext = DK1 (EK2 (DK3 (cipher text)) 
I.e., decrypt with K1, encrypt with K2, then decrypt 
with K1.Each triple encryption encrypts one block of 
64 bits of data. In each case the middle operation is the 
reverse of the first and last. This improves the strength 
of the algorithm when using keying option 2, and 
provides backward compatibility with DES with 
keying option 3. 
B. Keying options 
Keying option 1 
All three keys are independent. 
Keying option 1 is the strongest, with 3 × 56 = 168 
independent key bits. 
Keying option 2 
K1 and K2 are independent, and K3 = K1. 
Keying option 2 provides less security, with 2 × 56 = 
112 key bits 

Keying option 3 
Keying option 3 is equivalent to DES, with only 56 key 
bits. 
All three keys are identical, i.e. K1 = K2 = K3. 
 
VI. IMPLEMENTATION OF FILE CHECKSUM 
INTEGRITY IDENTIFIER (FCIV): 
 
SHA 1 is used as a FCIV method in this paper, it 
works as  
Follows, 
 

 
Fig 1.1 : File Data Before Modification 

 

 
Fig 1.2:SHA1 hash code before modification of the File  

 
Note the size of the data present in the file and the code 
generated. We can see that even when there is slight 
modification in the data present in the file the code 
varies.  
The Fig1.1 and Fig1.3 shows the content. And The 
Fig1.2 and Fig1.4 shows the respective SHA1 code. 
Even when the fake/corrupted file is of same size as 
original file we can identify it.  
 

 
Fig 1.3:File Data After Modification 
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Fig 1.4:SHA1 hash code after modification of the file 

 
Thus we can clearly see when the data is changed; the 
SHA-1 code generated varies. So we can easily come 
to know that the file corrupted in a peer. 
 
VII. FUTURE IMPLEMENTATION 
 
Using the tracker list in the file downloader 
application we can find the client who corrupted the 
original file.          More secured Encryption algorithm 
can be implemented such as Advanced Encryption 
Standard or AES  

CONCLUSION 
 
Thus peer to peer file sharing application has been 
made more secured when compared to the current 
implementation, though when a fragment is corrupted 
/ fake we can download the particular fragment from 
the much reliable centralized server than the 
unreliable peer node and that can be used to recover 
the data present in the corrupted peer. 
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