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Abstract— Biometric cryptosystem provides solution for cryptographic key generation, encryption and decryption. In high 
authentication accuracy, good biometric cryptosystem is expected to protect biometric template which requires helper data 
because it does not reveal important information about template. In this paper, we point out the limitation of single biometric 
and fingerprint based multi biometric using decision level fusion and propose the multi biometric cryptosystem using three 
way checking protocol. The three way checking protocol provides stronger security, better authentication and accuracy 
compared with a cryptosystem based on multi-biometric. 
 
Index Term— Biometric Cryptosystem, Authentication  Accuracy, Template Protection, Security. 
 
I. INTRODUCTION 
 
In traditional authentication technique such as 
password and token cards, biometric technique offer 
reliable option for individual authentication.  
Trustable authentication plays an important role in 
secure communication systems. It is used to provide 
security. But this security can be breached since 
dynamic passwords are easily divulged and guessed 
by means of social engineering or dictionary attacks. 
Token-based authentication (smartcard) is used to 
compensate the limitations of knowledge-based 
authentication (password) because it is not reliable 
and easily stolen. If passwords and smartcards are 
shared or stolen, there is no way to know who the 
actual user is. In knowledge based authentication, 
passwords are used as a login key for voting. After 
password verification, access is granted thus eligible 
for voting. Generally password generator is software 

program or hardware device that creates password 
from a random or pseudo-random generator. This 
random password can be generated manually and 
using simple sources such as Dice or coins, or they 
can be generated using a computer. This randomly 
generated passwords does not ensure the password is 
a strong password, it is possible to guessed or hacked 
by imposter. So for bettersecurity, we use biometrics 
of user for authentication. 
 
II. BIOMETRICS 
 
Biometric authentication was first introduced in the 
1970s and early 1980s. There are two traits in 
biometric authentication system. They uses the 
physiological (fingerprints, face, hand geometry, iris) 
and/or behavioral traits (voice, signature, keystroke 
dynamics) of an individual to identify a person or to 
verify a claimed identity. 

 

 
Fig.1.Electronic Voting Machine 

 
III. SINGLE BIOMETRIC 
 
In Single Biometric Cryptosystem(SBC), we use only 
one biometric image (ie) fingerprint. This is used to 
ensure the security to avoid fake and repeated voting 
etc. It also provides accuracy and speed of the process 

compared to password systems. This single biometric 
system uses thumb impression for voter identification 
as we know that thumb impression of every human 
being has a unique pattern. The purpose of this 
system is to ensure that voting rights are accessed 
only by a legitimate user and no one else. 
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Enrollment process:  
 

 
(a) 

 Verification process: 

 
(b) 

Fig.2.The Framework of (a)Enrollment process (b)Verification 
process. 

                                                                                                                                             

Biometric based authentication system include two 
enrollment process, system scans user biometric 
image, create template from image and stores this 
template in database. In Verification process, system 
scans an individual’s live biometric data, extract 
biometric feature as did in the previous process and 
compare them with the template of user, that already 
stored in the database. If both the template match then 
output will produce that, the user is allowed for 
voting. If it see any mismatch then it denied the user.  
The limitation in single biometric is that if the person 
has a scar on his thumb, we cannot extract the 
features from the finger. so it is not a efficient system. 
So for better security purpose we move on to 
multibiometric cryptosystem.  As the name indicates, 
it uses multiple biometrics such as iris, fingerprint, 
face, palm print for better security purpose. 
 

 
 
IV. MULTI BIOMETRIC 
Binding of multiple biometric images together is 
known as Multi biometric cryptosystem. It is used in 
large-scale biometric application because it has 
several advantages like low error rate and it cover 
large population compared to uni-biometric. In multi 
biometric, there are three types of fusion level: 
feature at the fusion level, feature at the score level, 
feature at the decision level. They are explained 
below: 

 

Feature Level: 
This is the level where the biometric of the user are 
taken. From that multiple biometrics, features are 
extracted. Hence this features are combined in the 
name of fusion and then this features are converted 
into templates. 
 
Score Level: 
This is the level where the converted templates are 
compared with the templates that are stored in 
database at the initial time. On comparison, score is 
given for this compared template. This score indicate 
how the extracted templates are close to the original 
biometric template stored in the database. After 
assigning score, this is given to the decision level. 
 
Decision Level: 
In this level, it finds, whether the assigned score 
reaches the threshold value or not. If it reaches the 
maximum value, then the user is a valid person 
otherwise the person is unauthorized. Thus the three 
levels are used in multi-biometric cryptosystem to 
ensure the authorized user for voting. Multi-biometric 
cryptosystem offers the following advantages 
improve the accuracy of biometric verification and 
identification, provide the flexibility for biometric 
traits, reduce spoof attacks. Hence it is mostly used in 
many large JBE -scale biometric applications (e.g., 
FBI-IAFIS). One of the limitations of multi-biometric 
is that it is possible for an adversary to get 
successfully authenticated by spoofing only a subset 
of the involved biometric traits. This issue is also 
possible in multi-biometric cryptosystem. It is 
important for multi-biometric to ensure the presence 
of a minimum amount of discriminatory information 
from a subset or all the biometrics of the user, 
especially that are difficult to spoof. For increased 
security we go for the proposed system which is 
known as three way checking protocol. 
 
V. THREE WAY CHECKING 
 
Our proposed system check the authentication in 
three levels of generating keys. It uses the following 
three thing for this verification.  
They are  

1. Biometric sensor to sense the live biometrics  
2. Biometric image stored in the voter ID  
3. Biometric data stored in the external database. 

 
Biometric Sensor: 
As mentioned above, the biometric sensor is used to 
sense the live biometrics from the user in the voting 
action. Then the present biometric measure is 
converted into the templates. 
 
Voter ID Biometric: 
Similarly at the time of voting, we bring the voter ID 
from the user and extract the biometrics stored in 
user’s voter ID and they are converted into templates. 
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Biometric in Database: 
Generally for the purpose of applying voter ID, the 
user to enroll their biometrics to ensure that they are 
the actual user is. Thus initially the biometrics are 
taken from the user, from that the bio-encrypted key 
is generated and this key is stored in the database. 
Since this key is used with the above two biometrics 
to generate the new cryptographic key.  
 
VI. PROCESS 
 
There are three sections in this system.  
They are 

1. Voting section  
2. Verification section  
3. Biometric database: Thus the following 

process is done in our proposed system. 
i. At a voting section, a user claims his voter ID, and    
measures his biometric (e.g. facial image, fingerprint 
or iris). 
ii. The ID is sent to the third-party database to extract 
the biometrics stored in that. 
iii. The bio-encrypted key is transmitted to the voting 
section from the database. 
iv. The bio-encrypted key and the live biometric 
measurement are combined to drive a cryptographic 
key, or rather a hashed version of it. 
v. The image of the iris, face or fingerprint is 
extracted from the voter ID and used together with 
the bio-encrypted key to drive another hashed version 
of the cryptographic key. This will validate the 
biometric stored on the voter ID. 
vi. Both hashed versions of the key derived on steps 4 
and 5 are transmitted to the verification authority and 
verified against the database version. The user is 
allowed for voting when all three versions are exactly 
the same. If it is not, then it shows the user is not 
eligible for voting. 
Thus our proposed system works in three level of 
checking the user’s  authority. In summary, the user’s 
privacy is protected since the biometric image or 
template is not stored in a central database;  instead, a 
secured bio-encrypted key is stored. Thus this three 
way checking provides more security than the 

previous method. Thus we can use this same 
procedure for e-passport checking at the border. 
 
VII. ALGORITHM 
 
Algorithms used are Gray Level Co-occurrence 
Matrix [GLCM], Local Binary Patterns [LBP], 
Steganography algorithm and Encryption & Key 
Generation. Steganography is the method of hiding 
any secret information like passwords, data & image 
behind any image. In standard steganography method, 
changing LSB bits of the image using steganography, 
we have to embed some secret message inside any 
cover file in encrypted form so that no one will be 
able to extract actual secret message and also no one 
can decrypt the encrypted message without knowing 
the exact key matrix. The advantage of this method is 
that if we change the key-text little bit then the whole 
encryption and decryption process will change. This 
method can be made more secure by compressing the 
secret message first and then encrypt it and then 
finally embed inside the cover file. Local Binary 
Patterns [LBP] is the most efficient descriptors used 
in texture analysis now. LBP descriptors is both 
computationally inexpensive and easily 
parallelizable. To perform an LBP representation in 
input texture image is initially converted into gray 
scale before this operator is applied to each individual 
pixel within the image feature vector describing the 
textural properties of the image is then obtained from 
a histogram of LBP value of the image. This feature 
vector acts as signature for the texture to be used in 
textual classification. Gray Level Co-occurrence 
Matrix[GLCM] is the distribution of pixel gray level 
can be described by second order statistics like the 
probability of two pixel having particular gray levels 
at particular spatial relationships. Haralick defines 
some statistical features to extract textual 
characteristics. Some of these features are entropy, 
contrast, homogeneity, correlation etc. Contrast is 
used to measure the local variation in the gray level 
of GLCM. Correlation is used to measure the joint 
probability of occurrence of pixel pairs of GLCM. 
Entropy is used to give the sum of squared pixel 
values of GLCM. Homogeneity refers to the 
closeness of distribution of elements to the GLCM 
diagonal. Homogeneous textures contain ideal 
repetitive structures. Weak homogeneity refers to 
variation in texture elements in their spatial 
arrangements. 
Advantages: 
1. It improves the system security. 
2. It checks the user identification in three ways. 
3. It provides stronger security. 
4. It also provides better authentication. 
5. It will reduce the error rate. 
6. It covers large population compared to uni-
biometric. 
7. It does not reveal any significant information about 
user. 
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8. The speed of the system is faster than previous 
method. 
9. Spoof  attack is reduced in this method. 
10. It does not contain noisy data. 
 
Related works: 
Nagar proposed the feature level fusion of multi-
biometric templates. For higher level security, the 
multiple traits of an individual are combined into a 
single secure sketch. There are three phases in this 
paper. First phase is to obtain biometric 
characteristics and convert to binary string, and in 
second phase is to combining the above biometric 
traits and third phase is securely sketching. Fuzzy 
vault and fuzzy commitments are algorithms used in 
this paper for decoding. The former uses a 
Berlekamp-massae algorithm and latter decoding 
depends on the crossover probabilities. Fu proposed a 
method of Multi-biometric .Cryptosystem, by binding 
the multiple features of biometrics to cryptography. 
There are two levels of combining, i.e. combining at 
the biometric level and combining at the 
cryptographic level. Shannon entropy is used to 
afford security. Accuracy and efficiency was also 
evaluated and it was compared with other systems. 
Pradeep Majhi  provides   inexpensive solutions to 
the above, this project will be implemented with 
biometric system i.e. finger print scanning. This is 
used to ensure the security to avoid fake, repeated 
voting etc. It also enhances the accuracy and speed of 
the process. 

 
VIII. RESULTS 
 

   
    

 

 
 

 
 
CONCLUSION 
 
The use of biometrics have become an essential part 
of our lives. It changes the traditional method of 
transactions like tokens, usernames and passwords. In 
this paper, we point out the limitations of single 
biometric cryptosystem (SBC)  and multi-biometric 
cryptosystem (MBC). In SBC, the limitation is we 
use only the fingerprint. If the user have scar on his 
hand, he will become an unauthorized user. The 
limitation of MBC is we use two features iris and 
fingerprint but the checking is done only once. so it is 
not a secure method. Then we propose a three way 
checking protocol. Here the checking is done in three 
ways. So it is more secure than previous method. 

 
FUTURE ENHANCEMENT 
 
Accuracy is measured by False Acceptance 
Rate(FAR) and  False Rejection  Rate(FRR). 

 
FALSE ACCEPTANCE RATE is the probability of 
imposter being accepted as an authorized user. This is 
because two people have similar biometric 
characteristics-fingerprint or iris or face-that system 
finds high degree of correlation between the user’s 
template. 
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FALSE REJECTION RATE is the probability of a 
legitimate user being rejected as an imposter. This is 
because the user have scar on his hand or over aging 
iris cannot be extracted. FAR can be reduced by 
adjusting the thresholds but the false rejection rate 
will increase. High FRR will result in lost 
productivity, frustrated users, and an increased 
burden on help desk or support personnel.FRR occurs 
due to the factors such as  scars , aging. To overcome 
this problem,  scanned image of palm print is used  
instead of fingerprint. 
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