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Abstract— Identifying and disabling the terrorist that who act as a threat to our society. To identify the terrorists and also to 
identify the weapons which are hidden from normal visual, our system is used which is highly based on Local Vector 
Patterns (LVP).The gray level intensity is measured   in order to identify the hidden weapons and explosives by using 
backscattering X-ray method. 3D-camera is used for face-recognition. To alert the guards through SMS by using GSM 
module (SIM 300). It works on frequencies such as 900MHz, 1800MHz and 1900MHz.It produces an alarm if any threats 
have been identified. 
 
 
I. INTRODUCTION 
 
Now a days, terrorism becomes a major threat to our 
country. Our technology has well improved still we 
cannot restrict their actions. Such events like terrorist 
attack in TAJ hotel in Mumbai in the year of 2008.To 
protect our country from these kind of terrorist 
attacks and overcome the drawbacks of the existing  
system .We all introducing a system called    
“Advanced security system for face tracking and 
weapon detection”. This system is mainly introduced 
in order to protect from existing terrorist by 
identifying them using face tracking and also to 
identify the new terrorist who carries weapon or 
explosives with him by using backscattering 
technology. 
 
II. 3D FACE RECOGNITION UNIT 
It is mainly used to identify the  terrorists and other 
unwanted persons who are in disguise. It consists of 
3D camera, which can capture the facial image of the 
person. 

 
The block diagram for this unit is given below: 

 
 
It can also be used in darkness and has the ability to 
identify the person at different angle views. The 
captured images will be compared with the existing 

images that are already been stored in the storage 
unit. The storage unit contains number of images, 
who are in the most wanted list. It can identify the 
difference between twins, by comparing the 3D 
skeletal view of the captured image. For further 
comparison, it follows local vector patterns it is 
mainly used for image segmentation and comparison. 
If any similarities seems between the action of 
comparison means, it will switch on the alarm. 
 
II. (a)WHY 3D FACE RECOGNITION UNIT? 
Can you identify this image?  
 

 
 
This is the image of the famous terrorist Osama Bin 
laden in disguise .This shows the importance of 3D 
face recognition unit in a security device likewise, it 
can identify terrorist even in disguise. 
 
III.WEAPONS & EXPLOSIVES DETECTION 
 
It is the another method to identify the terrorists (or) 
hidden weapons (or)explosives which may lead to 
make any disasters, to overcome these kind of 
devastations we introduce a system called                       
Back Scattering X-Rays. 
 
BACK SCATTERING X-RAY METHOD: 
It is one of the x-ray methods, it acts as a tool, to 
identify the hidden weapons (or) explosives, that are 
hidden from the normal human visuals.  
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The systematic operation of this method is given 
below: 

 
Unlike normal x-rays, it collects the hidden 
information from the person, who is engaged into this 
system. It is having x-ray generators which shoot the 
x-rays to the person, it strikes the objects which are 
hidden under the clothes and get reflected by 
collecting the information from the body, then it 
stores the collected object information in the kind of 
various gray level into the storage unit. The 
deflection pattern of X-rays depends on the material it 
encounters. Plastic explosives, weapons and drugs 
consist of organic materials such as oxygen, carbon, 
nitrogen and hydrogen. 
 
III. (A).DETECTION OF WEAPONS: 
 
It is the another image processing unit, which mainly 
process the imaging values with respect to the gray 
level. The actual gray level of the hidden weapons are 
recorded by using back scattering x-ray method. It 
collects the details about the hidden weapons under 
the clothes of the person, the recorded gray level 
values are stored into the storage unit. 
The reflected rays hold the content in the form of 
different gray levels of the hidden objects and 
compare it to existing gray levels which are already 

been stored in the storage unit.It can be explained by 
the block diagram which is given below: 
 

 
 
III. (B) DETECTION OF EXPLOSIVES: 
 
It is also dealing with gray level comparison to detect 
the hidden explosives, which can make huge 
devastations. The hidden explosives will be recorded 
by using back-scattering x-rays .It compares the 
recorded gray level matters to the gray levels which 
are already present in the storage unit. For further 
comparison of gray level matters ,it follows  local 
vector patterns. If any similarities  seems between the 
action of comparison means, it will switch on the 
alarm. It can be explained by the block diagram 
which is given below: 
 

 
 
WORKING OF WHOLE SYSTEM 
The system consists of two doors (one at the front and 
one at the back) the first door opens and the person 
enters the system. The weight sensing unit gives a 
signal to the control unit. Based on this the control 
unit positions the person correctly on the system by 
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using cameras and positioning unit. Then  switches 
on the 3D face recognition system at first and along 
with this the back scatter X-ray unit I and unit II 
which are placed in the system I and II are switched 
on. The back scatter X-ray unit I and unit II are 
coordinated by the coordinator in such a way that 
they would not interfere with each other. This is 
achieved by introducing a time delay between the two 
X-ray generators. The whole system is designed in 
such a way each and every unit works independently 
so that every unit switches on the alarm separately so 
that different kind of sounds can be generated 
depending on the basis a person is identified by the 
system.  
The 3D face recognition unit having 3D camera, 
which can capture the facial image of the person. The 
captured images will be compared in the form of 
pixel variations with the existing images that are 
already been stored in the storage unit. 
Simultaneously, the weapon detection process also be 
engaged ,it is having two x-ray generators, which are 
emitting the x-rays to collect the hidden weapons(or) 
explosives under the clothes and get reflected by 
collecting the information from the body. The  
reflected  x- rays can hold the content of the hidden 
weapons(or)explosives in the form differing gray 
level values and it will be compared to the existing 
gray levels which are already been stored in the 
storage unit. If any similarities seems at any of the 
above identification processes means ,it switch on the 
alarm, by sending a alert message to the guards 
whose are enabled by the GSM module .If the person 
is clear to go, the second door opens and he can enter 
the building or place otherwise, he will be trapped in 
the machine itself. The alarm system can be directly 
connected to the loud speaker or wirelessly connected 
to the wrist watch of the security guards. If the person 
get caught means an alert message would be sent to 
the guards by already they are connected through 
GSM module.  
OUTPUT: 
(A)FACE TRACKING: 
The figure (a) shows the output  of authorized 
person’s entry.  
 

 
(a) Authorised 

The figure (b) shows the output of the unauthorized 
entry ie if any unauthorized entry is found it will alert 
the gaurds 
 

 
(b) Not Authorised 

 
(B)WEAPON DETECTION: 
The below diagram shows the output of the person 
who is carrying weapon in hidden manner. 
 

 
 
CONCLUSION 
 
Thus the conclusion is that, the system is mainly used 
to identify the terrorist and to detect the weapons and 
explosives.  In the future this technology can be 
enchanced by introducing mild electric current  
discharge to the person, which makes him disable and 
also using security robots for detecting terrorists even 
in streets and  thereby making the life more secure 
from terrorist. 
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