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Abstract— Image can be tampered while sending an image through wireless network, due to that detecting the tampered 
area of the received image and recovering the lost information in the tampered zone has to be done on the receiver side. For 
that the image is source coded using channel encoding algorithm, In which Check bits and reference bits are used for 
tampering detection and self-recovery of the image. Secret key is used for secure transmission and Image compression is 
used to compress the size of the image for easier transmission. 
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I. INTRODUCTION 
 
Image processing method is used to convert images 
into digital form and perform some operations like 
transmitting the image through wireless network and 
to get an enhanced image. Its an signal dispensation 
in which input is image, video frame and output will 
be image or characteristics associated with that 
image. The Image Processing system treats images as 
an two dimensional signals and applying already set 
signal processing methods to them. 
 
There are two types of methods used in image 
processing. Analog and Digital Image Processing are 
the two types of image processing. Analog or visual 
techniques  image processing is used for the hard 
copies like printouts and photographs. Which is used 
for advertisement in photographs and printouts like 
embedding letters or images at the background. In 
digital image the information can be secretly attached 
with the image and can be transmitted, which will 
useful in military purpose.  
 
In the existing systemauthentication  and localization 
of tampered zone is done, if the received image is 
tampered  and recovering the lost data in the 
tampered zone. In which existing method only aim to 
verify the integrity of image[1]-[3] and locate the 
tampered area with limited robustness. Another type 
of watermarking techniques aims to accomplish both 
tasks of tampering localization and error detection in 
a single process by requesting the sender to send the 
image again using query and check the image for 
tampering by comparing both the images bit by bit. 
Which is an efficient method to recover the lost data 
in the tampered zone, but if the image that received 
again is tampered mean the recovery of the image 
cannot be processed,due to that recovery of the image 
has to be done in the tampered image itself by 
sending reference bits and check bits with it for 
detecting and recovering the lost data. 

II. REVIEW OF RELATED WORK 
 
The self-recover  which similar to our proposed 
method is image self embedding based on DCT 
coefficient of the image by zhang et.al[4].where the 
reference data may lost due to tampering which can 
be recovered by compositive reconstruction approach 
only if tampering of the reference data is  at an 
certain limit.  
 
III. METHODOLOGY 
 
Detecting the tampered area of the received image 
and recovering the lost data in the tampered zones is 
the main aim of this project, for which Check bits and 
reference bits are used to detect and recover the lost 
information in the received image, by RS channel 
encoding algorithm In which the original image is 
source coded and the output bit stream is protected 
using appropriate channel encoder. where check bit is 
used to check the entire image for tamper detection 
and reference bit contain entire information about the 
image so recovering the lost data can be done using 
reference bit.DWT compression is use to compress 
the size of the image for easier transmission and gray 
scale is used to change the color image into an black 
and white image for easier source coding and 
permution. 
 
 
 
 

 
 

FIG- 1 
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3.1. DWT Image Compression 
Algorithm: 
At first the image that has to be transmitted is 
selected and then the image has to be compressed for 
an easier transmission in  wireless network and also 
to reduce the chance of image getting tampered while 
transmitting. In our project DWT compression 
algorithm is used which compresses the image bit 
wise and the quality of the will not be reduced. DWT  
Algorithm compress the image in to one fourth of the 
original image size in an appropriate manner by 
which image cannot be tampered while transmitting 
shown in the figure(2). When the image is source 
encoded the check bitsand reference bits are created 
for detection and recovering the tampered image and 
also secret hash key will be stored in the compressed 
image. the source decoded on the receiver side to find 
the original version of the image. 
 

 
Fig. 2 :example of DWT compression in simulation 

 
3.2. Grayscale&Permutation  
After compressing the original image is converted 
into black and white image by gray scale by which 
the image can be source coded into zeros and ones, 

by which the quality of the won’t affected while 
using check bits and recovery bits in the recovery 
process and then the image is permuted. 
 
Permutation means interchange the value of x and y 
axis by which the image will be tilted in anti 
clockwise and then the image will be source coded 
using check bits and reference bit for detection and 
recovery process. By permutation process even if the 
image is leaked while transmitting, decoding the 
image is not possible because the hacker doesn’t 
know the image is permuted and then source coded. 
 
3.4. RS-CHANNEL CODING Algorithm For 
Detection And Recovery. 
The image is source coded using RS channel 
encoding algorithm[5]-[7], which uses check bits and 
reference bits for detecting and recovering the 
tampered area of the image. Reference bit 
containentire information about the image by which 
recovery process is done. reference bit contain 
reference of bits that present before and after each bit 
for the entire image. For instance if the image is 
tampered and some information lost in it, then by 
comparing the reference bit with the image using 
check bits the lost information can be detected and 
can be recovered using the reference bit. After 
channel encoding the secret key is encoded using 
hash codes by which only if the appropriate secret 
key is  entered on the receiver side only then the 
image can be decoded on the receiver side by which 
even if the image is leaked or hacked while 
transmitting without the secret key the image cannot 
be decoded 
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IV. RESULT& DISCUSSION 
 

 

 
  
The figure(a) is the image that has to be  the 
transmitted in wireless network to the receiver. The 
image is compressed using DWT compression which 
compress the size of the image for easier 
transmission, shown in the figure(b).After  image is 
compressed using  DWT compression, the 
compressed image is taken separately is shown in the 
figure(c), then the image is converted into black and 
while image using gray scale shown in figure(d), then 
the image is permuted by changing the x and y axis of 
the image called as permutation shown in figure(e), 
then the image encoded using RS encoding algorithm, 
which uses check bits and reference bit for checking 
and recovering the tampered area in the receiver side. 
Then the image is repermuted to its original position 
figure (f) and send to the receiver. On the receiver 
side the image is permuted and by channel decoding, 
check bits check for any tampering in the received 
image, if there any it will be automatically recovered 
using reference bit. 
 
CONCLUSION 
 
The original image is compressed using DWT-
compression,then the compressed image is converted 
into grayscale as black and white image, then the 
image is permuted. Then the image is source coded 
using RS-encoding algorithm and secret key is 
encoded. In which reference bits and check bits 
encode from the image by RS encoding for detection 
and recovering of the tampered image. For instance 
the image is tampered by hacker. On the receiver side 
first the image is permuted and then the secret key is 
entered, then it under goes RS decoding, in which the 

check bits check for tampering and detect the location 
of tampered area and then the image lost data from 
the image will be recovered using reference bit. 
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