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Abstract— Mobile Adhoc Network (MANET) is the network topology in which the changes can be occurred at any time. 
MANET contains the numbers of mobile nodes that can communicate to each other via wireless links. A Mobile adhoc 
network has a property “self-organizing” due to which any mobile nodes can communicate each other and can leave the 
network at any time in the network. As the mobile nodes communicate each other via wireless links which makes it less 
secure and hence there are more chances for the attacker to attack the network. The attacker can be of various kinds such as 
Blackhole attack, Greyhole attack, Wormhole attack and so on. This paper contains the routing protocols like AODV, 
DSDV, DSR and so on and will examine some of the attacks behavior with their countermeasures.  
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I. INTRODUCTION  
 
Most of the research is being done by huge numbers 
of researchers on the mobile adhoc networks. Adhoc 
network can be used in a different numbers of ways 
i.e. in disaster area, battle fields and so on [2].  Ad 
hoc network contains the numbers of mobile nodes 
that can work in determined manner and transmit the 
data and information from source node to the 
destination nodes [3]. Mobile adhoc network is not 
having any centralized control. Each and every 
mobile node can be used as both router as well as 
host. The mobile nodes are having less range for 
transmitting the info so nodes transmit the info with 
the help of multi-hop wireless transmission links.          

 
Fig 1: Mobile Adhoc Network 

 
These days the wireless network applications are on 
high demand like PCs, PDAs and mobile phones, and 
the analysts are urged to enhance the network 
assistance and their execution. The main issue in 
Wireless Ad Hoc networks is sustaining mobility in 
Mobile Ad Hoc Networks. The mobility of mobile 
nodes in MANET’s makes the complexity and 
connections flexibility of the routing protocols high. 
Mobile adhoc network is having the dynamic 
topology, which makes the network more challenging 
issues in words of security. The attackers are 
attacking on the weak point of the network to 
interrupt the info. Thus many researches has been 
done by the researchers to secure the mobile adhoc 

network from the attacks and to proposed a new 
secure protocol but the protocol are not fully secure 
in everywhere and in ever operation [4]. The 
changing nature of the topology for transmitting info 
from source to destination node is an area of fear [5].  
 
II. ROUTING PROTOCOL 
 
The routing protocol is classified further in mobile 
adhoc network as Proactive, Hybrid and Reactive 
routing protocol. Proactive routing protocol is using 
link state routing approach. Proactive protocol also 
called as table-driven routing protocol. Whenever the 
changes occur in the network, the routing tables are 
updated sporadically. Each mobile node maintains the 
routing table with it and proactive is not suitable for 
larger networks. Reactive routing protocol is based on 
the lazy approach where the mobile node discovers 
the route from the source to the destination node only 
on-demand basis. Route Request (RREQ) message is 
broadcast by the source node to the destination node 
and once the destination node receives the request 
message, it replies with the route reply (RREP) 
message. The on-demand routing protocol has two 
major phases i.e. Route discovery (node start routing 
discovery on demand basis) and Route maintenance 
(maintenance is done when route fails due to the link 
breakage occurs). 
 

 
Fig 2: Routing Protocols 
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A. AODV 
Adhoc on-demand distance vector is reactive routing 
protocol and the route is discovered whenever 
needed. It works on distance vector routing protocol 
[6]. AODV uses the sequence number which ensures 
the freshness of the route and assurance the loop free 
action [7] [8]. AODV is the routing protocol that 
broadcast the message to the intermediary nodes to 
which it is not able to communicate directly and the 
node that receives the message, it again broadcast the 
message to the next door mobile nodes and the 
process is continued till the message is not received 
by the destination node. AODV is used to define the 
shortest route for transmitting the info from source to 
the destination and assure that it don’t have the loops. 
The message is transmitted to the intermediary nodes 
with the latest sequence numbers. 
A route to the destination can be discovered, by 
broadcasting route request (RREQ) message from the 
mobile nodes to the intermediary nodes and once the 
destination received the route request message, it uni-
casts the route reply (RREP) message towards the 
source. Once the route is discovered, the info is 
transmitted. The field that RREQ message contains 
are: Source address, Source sequence number, 
Broadcast ID, Destination address, Destination 
sequence number, Hop count. The broadcast ID is 
being increased, whenever the source broadcasts 
RREQ message. When the next node is having the 
destination address or itself is a destination, then it 
simply replies to the source node with RREP or 
rebroadcast the RREQ to the intermediary node with 
the increase in the hop count [9].The field that RREP 
message contains are:  
Source address, Destination address, Destination 
sequence number, Hop count, lifetime. Sequence 
numbers are used to assure the freshness of the route. 
If the current sequence is higher than the previous 
sequence numbers, that means the route is fresh and 
more up to date [9]. 
 
B. DSDV Protocol 
Dynamic Destination Sequenced Distance Vector has 
been formed with some modification in Bellmen Ford 
algorithm. DSDV is a proactive routing protocol. 
DSDV is also known s table-driven routing protocol, 
in which every mobile nodes maintain its routing 
table and each routing table carries the destination 
address and the numbers of hop. Whenever there are 
changes occurred in the network, the routing table at 
mobile nodes is updated. The message can be 
transmitted in both ways i.e. by broadcast or by 
multicast. The main concept of the dynamic 
destination sequenced distance vector is to reduce the 
broadcast message and to reduce the routing 
overhead. 
 
C. DSR Protocol 
DSR is an efficient routing protocol that is working 
on the concept of multi-hop nodes. Dynamic source 

routing protocol is a reactive routing protocol and 
allows nodes to discover a route from source to 
destination via multi-hops. The main operation 
performed by DSR is: Route discovery and Rote 
maintenance. Whenever the mobile nodes want to 
transmit the info to the destination, it checks in the 
route cache (that is the route used previously for 
transmitting the info to the destination). If the route is 
found, it transmit the packet and if there is no route 
found in the cache, the route discovery process is 
started (with the RREQ message) and once the route 
is discovered, it is saved in the cache. The fields in 
the RREQ packet are: destination address, source 
address, an identification number (request ID), and a 
time to live (TTL) value. [10] 
 
Route Discovery Phase: 
Whenever the mobile nodes transmit the info to the 
destination, it first looks into the route cache. If the 
route info for destination is present in the route cache, 
then the info will be transmitted otherwise the route 
discovery process will initiate and discover the route 
to the destination via broadcasting the RREQ 
message and once the route is discovered, it is stored 
in cache. 
 
Route Maintenance Phase: 
Whenever there is link failure in the network and info 
is not being able to receive by the destination, the 
route maintenance process is initiated. Whenever the 
info is not able to deliver, then the mobile nodes 
transmits a route error message (RRER) to source 
node. When the mobile node receives RRER, it 
detects the link failed in its route list. 
 
III. ATTACKS ON DIFFERENT LAYERS 

 
Fig 3: Different Attacks 

 
A. Black Hole Attack 
Black-hole attack [11] is the serious problem for the 
adhoc network, in that the malicious nodes send fake 
routing data, assuring that it provides the shortest 
path for the destination node.  The malicious nodes 
can interrupt the data at any time in the network and 
then drop all the info without transmitting the info to 
the destination. For example in AODV, the malicious 
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node can transmit false route reply (RREP) message 
to the source node, assuring that it provides a shortest 
and the new route to the destination. The source node 
chooses that route and transmits the info. Due to this 
all the traffic is convey all the way through the 
malicious node and therefore the malicious node can 
misuse or reject the traffic. 
 

 
Fig 4: Black Hole Attack 

 
In the fig 4, 1 and 4 are the source and the destination 
nodes respectively, whereas 3, 5, 6, 7, 8 and 9 are the 
intermediary nodes and 2 is the malicious node or 
blackhole node. 
 
B. Gray Hole Attack 
Grayhole attack [12] is the kind of active attack that 
leads to the falling of info. Gray hole can also know 
as black hole attack. The unwanted nodes initially 
authorize to convey the packets and then are 
unsuccessful to do so. Grayhole works in two phases 
i.e.: in the initial phase, it assures the nodes that it 
provides the valid route for transmitting the info to 
the destination and in the next phase, it drops the info. 
It is very difficult to detect the gray hole attack as 
compare to the black hole attack as the gray hole can 
drop the info that are transmitting by the specific 
intermediary nodes but after sometime it can show 
normal behavior and can work in proper manner.  
 
C. Worm Hole Attack 
Wormhole attack [18] is the severe attack in mobile 
adhoc network. In this attack the couple of attackers 
can records the info from one position and can 
response from a different position with the help of 
high speed network. It is also known as tunnel attack. 
In this attack a tunnel has been formed among the 
couple of nodes for transmitting the info, assuring 
that it provide the shortest path to the destination. 
                

 
                          Fig 5: Wormhole Attack 
 
In the fig 5, we have taken W1 and W2 nodes are 
wormhole attackers and the node S and D are the 
source and destination nodes respectively. During this 

attack, ‘S’ source node transmit the Route Request 
(RREQ) to the intermediary nodes for discovering the 
route to the destination nodes ‘D’, intermediary nodes 
‘W1’ and ‘1’ onwards RREQ to the nearby nodes. 
Once the node ‘W1’ receives the RREQ from the 
source node records and tunnel the RREQ to its 
colluding colleague ‘W2’. Then the node ‘W2’ will 
re-broadcast the RREQ to its neighbors i.e. node ‘5’. 
The RREQ is transmitted via high speed network i.e. 
the RREQ will arrive at the node ‘D’. And thus the 
destination node will choose the path D-5-S to unicast 
a route reply (RREP) message to the source node and 
ignore the RREQ which arrived later with different 
route and hence once the source received the RREP, 
it will begin transmitting the info to the route S-5-D 
through W1 and W2.   
 
IV. COUNTERMEASURES AGAINST THE 
ATTACKS 
 
This part provides the related work done to protect 
routing protocol against the different attacks.  
 
A. Solution to Black Hole Attack 
Sisily Sibichen et al. [9] an efficient security method 
for securing the AODV routing protocol from the 
blackhole attacks. According to this method, initially 
the network with lots of mobile nodes is checked 
whether there is any unwanted node present in the 
network. The unwanted nodes are removed by using 
the modified AODV routing protocol. If any of the 
intermediary nodes receives the fake routing from its 
neighbors, then that node is the unwanted node. The 
neighbor’s nodes inform all the mobile nodes 
regarding the unwanted node through the RREP 
message and each mobile node up-to-date there 
routing tables and mark that node as unwanted node. 
When the route request message is transmitted, a list 
of unwanted nodes is appended and the mobile node 
can update their routing table. Thus, the mobile nodes 
can identify the fake routing info by checking its 
routing table and inform other mobile nodes not to 
consider the routing info from the unwanted nodes. 
 

 
Fig 6: Proposed scheme architecture 
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Kriti Patidar et al. [11] proposed an approach which 
is based on the specification-based intrusion detection 
technique for monitoring the adhoc on-demand 
distance vector routing protocol and identify the 
black hole attack on AODV. This approach includes 
the use of counter for determining the correct AODV 
routing behavior and every mobile node can monitor 
the routing behavior of the intermediary nodes for 
detecting run-time violation. Two main changes that 
have been made by the author are: one of them is that 
the ‘count’ field is added to the Route Reply (RREP) 
message which enable the monitoring and another 
changes that made was that the RREP message are 
broadcasted instead of unicast the message to the 
source node. Specification-based intrusion detection 
method is same as that to the anomaly detection. 
Specification-based detection method is able of 
detecting earlier unidentified attacks with lesser fake 
alarm.  
In [12], Rutvij H. Jhaveri proposed a method to detect 
and prevent from Black hole attacks. The 
functionality of the mobile node is further modified 
receiving the route reply message in R-AODV. Once 
RREP message is received by the intermediary nodes, 
a unwanted nodes can be detected and R-AODV 
spots route reply message as DO_NOT_CONSIDER 
and marks as MALICIOUS_NODE in routing table; 
the route reply is then forwarded back in a response 
to the source with unwanted node entry; and a route is 
elected by selecting un-marked RREP to the 
destination. 
On the other hand, in MR-AODV, when an 
intermediary nodes sense the unwanted nodes, it 
updates the routing table with unwanted node entry 
and rejects the route reply message; it is not 
forwarded back nor require a DO_NOT_CONSIDER 
flag. Thus all the route reply message reaches to the 
source node will be transmitted by normal nodes, and 
shortest fresh path will be selected for transmitting 
info by the source. Thus MR-AODV attempts to 
reduce the routing overhead by not forwarding route 
reply after detection of misbehavior. 
M. Al-Shurman et. Al. [13] proposed a technique in 
which the source node have to wait for transmitting 
info until a route reply message arrive from more 
than two mobile node. Once receiving the multiple 
route reply message, the source node make sure that 
there is shared hop or not.  If there are shared hop 
presents, then the source node decide that which route 
is secure. The main drawback is that the time delay as 
the source node has to wait for the multiple route 
reply arrives. 
Prachee N. Pail et. al. [14] proposed new technique to 
prevent dynamic source routing protocol from 
blackhole attack. This technique uses the concept of 
route cache method of DSR routing protocol. When 
the blackhole attack or unwanted node is detected 
during the process of route discovery, we have to find 
the blackhole node ID and bypass it to add to path 
function of dynamic source routing on detection of 

blackhole node. In that function path are ready to be 
added in route cache. If the blackhole node is found 
during the route, simply leave that route and add all 
rest of the route for the transmitting the info from 
source to the destination node. Due to this the delay is 
minimized as compared to the preceding blackhole 
detection method, packet dropped proportion is 
reduced drastically.    
 

 
Fig 7: Proposed scheme 

 
Issac Woungang et al. [15] proposed DBA-DSR 
technique which detects blackhole attacks in the 
network. The techniques detect and prevent from 
black hole attack by means of fake route request 
message prior to the routing begin. DBA-DSR 
protocol is a transformed form of DSR. In which false 
route request (RREQ) is initialized before the real 
process of routing is begin to know the malicious 
attackers in the network. False roué request message 
have limited life. This packet is just like a normal 
route request message but with fake destination 
address. Transmitting of info is done after the 
acknowledgement is received. An acknowledgement 
is used because if fake route request process fails in 
any case then this acknowledgement scheme ensures 
to identify the black hole node in the network. 
Jiwen CAI et al. [16] proposed a method to detect the 
blackhole and greyhole attacks in the network. This 
technique is based on the path-based method to know 
the action performed by the next hops. This technique 
saves the resources of the node by not transferring 
additional control message for detection. This action 
takes place in network layer and threshold is 
predictable in the MAC layer. 
In [27], Saurabh Gupta es al. proposed new protocol 
which avoids blackhole attack. BAAP uses adhoc on-
demand Multi-path Distance Vector that forms link 
disjoint multipath through path discovery. When the 
intermediary nodes response to the source node, some 
of the mobile node may have the different number of 
path to the destination but it chooses only one path to 
destination. In BAAP each node maintains the 
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legitimacy of their neighbor node to make the correct 
route to the destination.   
 
CONCLUSION AND FUTURE WORK 
 
The weakness of the MANET is the less secure 
wireless links with the dynamic topology and thus 
most of the research has already been done and also 
implemented new protocol but they are not secure in 
all operation. The attackers are attacking on the weak 
point of the adhoc network. Our main is to prevent 
adhoc on demand distance vector routing protocol 
from different attacks. For provide security in AODV 
routing protocol, a new algorithmic approach will be 
implemented further which will increase the 
efficiency of the AODV routing protocol and also 
provide the security. The implementation will be 
done using the network simulator. The network 
simulator which will be using is NS2.34. 
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