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Abstract— In a system, worms are virus that are self- replicating on its own and resides in active memory but doesn’t alter 
the files of a computer. Worm use that part of operating system which are automatic and usually invisible to the users. 
Generally the worms come in notice, when the system becomes unreasonably slow due to their uncontrolled replication. We 
investigate a new class of active worms, known as Camouflaging Worm (C-Worm in short). The C-Worm is different from 
traditional worms, because it has a capability to intelligently manipulate its scan traffic volume overtime .C-Worm observe 
the normal worm, those are under scan and develop capability by which they can hide themselves from scanning. Previously 
detection technology were based on analyzing the worm traffic generated. On the contrary, our project scan them on the 
basis of frequency domain in which we compare normal traffic and C-Worm infected traffic. In time domain it was hard to 
distinguish between the two traffic (normal scan traffic and C-Worm infected traffic). Because of manipulative nature of 
worm we have used SFM (Spectral Flatness Measure) and PSD (Power Spectral Density) SFM distinguish between 
background traffic and C-Worm traffic. In PSD we give a threshold to the CPU and no application can have CPU usage 
larger then this threshold.  
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I. INTRODUCTION 

 
Worms are malicious programs that sacrifices 
security of a system over the internet. History itself 
explain the damage caused by the worms, some of 
them are “Code-Red”, worm in 2001,”Slammer”, 
worm in 2003, and “Witty”, worm in 2004. 
Many active worms recruit the terminals by infecting 
them and does the following things (a) launch 
massive Distributed Denial of services (DDOS) 
attack (b) assess confidential information that can be 
misused (c)destroy data that has a high monetary 
value (d) distribute large scale sniffing key, logging, 
identity theft. 
 
The detection is based on self- propagating behavior 
of worms, worm-infected computer identifies and 
infects a vulnerable computer on Internet, the newly 
infected computer will continuously and 
automatically scan several IP addresses to identify 
and infect other vulnerable computer. Each worm-
infected computer keeps scanning the Internet and 
propagates itself at the highest possible speed. 
Number of worm-infected computers and worm scan 
traffic volume exhibit exponentially increasing 
pattern. ‘Stealth’ is attack strategy used by a active 
worm called “Attack” worm and the “self-stopping” 
worm circumvent detection by hibernating (i.e., stop 
propagating) with a pre-determined period. C-Worm 
observe normal worms and hide itself from scan and 
traffic.  
 
In this paper, we conduct a systematic study on a new 
class of such smart-worms denoted as Camouflaging 
Worm(C-Worm in short). We have developed this 
project by keeping on mind about the problems, 
propagation technique, Nature of the camouflaging 
worm. We also prevent those worms which have been 
entered before in the system. 

II. RELATED WORK CONCEPT 
 
Existing worm detection schemes will not be able to 
detect such scan traffic patterns, it is very important 
to understand such smart-worms and develop new 
countermeasures to defend against them. Existing 
detection schemes are based on assumption that each 
worm-infected computer keeps scanning the Internet 
and propagates itself at the highest possible speed. 
Previously, investigation showed that C-Worm 
successfully camouflages its propagation but they use 
time domain in which when we scan traffic data we 
can barely distinguish the traffic generated by C-
Worm or normal worm traffic. But with the use of 
frequency domain we can able to detect not only C-
Worm but traditional worm as well as easily 
distinguish the traffic as it increased overall or 
decreased when compared with the threshold (CPU 
usage range ). 
 
We can also detect the worms based on signature 
(based on authorization criteria and CPU usage 
range) and through number of connection made. 
Assume that a system is infected by a worm then the 
system store all its activities like slow down the 
working capacity, decrease the efficiency which 
harms the hardware too.  
 
Then after that when this worm propagate again in 
system then system knows how to deal with it 
because system has develop a worm signature of this 
particular worm. Assume that there is a small 
network of computer. If one of the system infected to 
the worm, this computer will scan other system for 
the same trace of the worm which itself have gone 
through or suffer through then each one of the 
computer will take part in scanning process and will 
come to know that this is the same worm which occur 
earlier. 
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III. IMPLEMENTATION AND SCREENSHOTS 
 

 
 

 
Screenshot (1) 
 
Pure random scan is main module of our project.  
When computer are connected pure random scan, 
scan the IP addresses of the computer to detect the 
presence of worm in the system. They continuously 
scan different targets. 
      
     

                                                           

 
Screenshot (2) 
 
We have given full transparency to the user. If we 
imagine a green bar which is progressing every 
second. Here in our project we show the current 
status of the scanning process i.e. in which drive, in 
which folder, in which file our scanning is going on. 
As the above screen shot shows.   
 

Screenshot (3) 
 
In previous project we have a complex configuration 
and user does not satisfy even he delete the worm and 
fix the problem. User does not know the percentage 
of worm spread in the system. Hence, in our project 
we have given this satisfaction to the user by giving 
them the analysis comparison of normal worm traffic 
and C-Worm infected traffic. 
 
IV. RESULT 
 
Hence, we represent our project is to explore the 
world of internet Worms. We investigate a new class 
of active worms, referred to as camouflaging 
Worm(C-Worm in short) 
 
CONCLUSION 

  
We have successfully model the propagation 
characteristics of different varieties of worm such as 
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C-Worms. We first derived the precise propagation 
model for normal worm and then extended it for C-
Worm. We have derived the solution for the normal 
worms. In order to verify the correctness of our 
model, the result generated by our model is compared 
with the result obtain from actual worm simulations 
and result which are obtained are perfectly match. We 
analyze the propagation on behavior of worms 
through network. Our model conceived by assuming 
network condition, it also extended to real life 
scenario with the consideration of variable host 
bandwidth, network congestion, internet delay, host 
crash and patching.  

 
FUTURE WORK 

 
We have make this project especially for C-Worm but 
we can expand it for viruses too. 
We have made this project only for a single terminal 
but it can be work for number of terminals. 
We can include worm updation capabilities in this, 
and can make this compatible with other antivirus 
software. 
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