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Abstract- As its name suggests, malware is software that can harm computers. one can easily deploy malware on any 
computer system and network. because of its stealthy behaviour, it is very hard to find traces of malware [13] [14]. the most 
successful and famous malware is zeus, which is banking malware. it detects the banking information that victims entered 
and then steals passwords and other pertinent log in information. most malware can hide its code, abnormalities and 
signatures, preventing its detection. this is usually done by hackers who implements malware self-protecting technologies to 
prevent detection by any anti-malware programs in the system. that is why the study and analysis of banking malware are 
becoming crucial and complex [3]. robust solutions are required to prevent such destructive scenarios and the malicious 
activity of malware. these solutions aim for the better threat prevention and incident- response situations. therefore, this paper 
will discuss various approaches considered by investigators, which fulfil current industry requirements [14] [3]. 
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I. INTRODUCTION 
 
Most developed and developing countries have now 
have access to the Internet. Because of this, malware 
writers and creators are enjoying a booming business. 
Much malware is designed and structured to capture 
banking information, and steal passwords and other 
pertinent log in credentials. With the help of such 
information, an attacker can easily get access to a 
victim’s banking account. A victim can not only lose 
money, but the use of online banking systems can 
also be threatened [1][2][3]. 
 
In 2012, the malware industry history was booming 
because of the evolution and distribution of mobile 
malware. Most mobile malware is now used to steal 
money from innocent users by such malware being 
silently installed on users’ mobile platforms in the 
form of SMS-Trojan and SMS-backdoor. Much 
mobile malware is also customised for phishing and 
credit card information theft, resulting in financial 
loss for the victim [4] [5]. 
 
Much malicious activity occurred during 2013 on the 
mobile device platforms. Huge numbers of 
applications were made to steal money from a 
victim’s bank account. This could be done by 
phishing attacks and by making copies of reputable 
bank websites. Hence, this activity makes malware a 
serious threat to the banking domain and associated 
services [6]. 
 
II. CHALLENGES IN BANKING SECURITY 
 
One of the major challenges for the banking sector 
relates to the activity conducted in the online 
spectrum, whereby service management is 
accomplished through the Internet. According to 
Kaspersky Labs, between 2013 and 2014, and 
thereafter, there has been a huge increase in the  

 
number of the malicious activities targeting the 
banking sector [7]. There is a tremendous shortfall of 
information on these attacks on the banks; still there 
are some reliable statistical data available related to 
increase in malicious activities. The figure below 
illustrates the number of Trojans affecting banking 
sector in years between 2013 and 2014:  
 

 
Figure 1. This shows the number of Trojans affecting the 
banking sector between years 2013 (November) and 2014 

(October) Kaspersky Lab [8] 
 
Notwithstanding a tremendous increase in the number 
of attacks on the banking sector, as shown in 
aforementioned graph, the total percentage of 
successfully detecting these malicious activities is 
dropping every month. The rationale for such activity 
is mentioned as follows: 
 Malware authors are drastically modifying their 

malicious programs to avoid detection by anti-
malware systems. However, if the changes are 
minute, then the same anti-malware system will 
be able to detect malicious programs using a 
previously stored signature.  

 The statistics shown above illustrate attacks on 
the financial sector, like banks; however, threats 
to banks are deployed in multiple steps using 
social engineering, phishing, and Trojan-
downloader files and programs [9].  
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After 2012, there was increase in the number of 
attacks in the most popular browsers, like Internet 
Explorer, Firefox and Opera. These attacks were used 
to steal passwords and credit card credentials from 
vulnerable systems. These malicious activities can 
also breach a bank’s defence mechanism to create 
more destruction [9,10]. Cyber-criminals are using 
the server-side polymorphism method that uses 
automated tools to attack servers, which modify 
existing malware files. Source files are usually 
located on the remote server; hence, during the 
investigation of such malware, analysing the 
algorithm used for the modifying malware becomes 
too complex to find evidence [11].  
Another method used by attackers is to redirect the 
traffic patterns over the network. There are many 
ways to do this; one of the easiest methods is to 
change the ‘Windows Host file’ located in the 
\windows\system32/drivers\etc\ directory. This 
activity can be used to sidestep the DNS lookups, 
which can dangerous for user. Attackers can also 
change the DNS server settings to redirect the route 
to its workstation [12]. 
 
III. MALWARE EVOLUTION AND 
DETECTION 
 
Crimes done with the malicious software are common 
now [13] [14] [15]. In this modern world, the 
technology is much more advanced. Our financial 
systems are automated and thus are using mainframe 
bank account systems for operations. Because of 
these advancements, financial institutions are 
becoming victims of cyber-attacks through aggressive 
malware. Examples include the famous great bank 
robbery by Carbanak cyber-gangsters — hackers hit 
100 banks in unprecedented $1 billion U.S. cyber-
heists [16] [17]. 
 
3.1 Malware Generalisation and 
Classification 
There are many different kinds of malware. We can 
deploy malware on different platforms, such as 
servers, desktops and phones. Malware is always 
used to steal data by residing in the system’s memory. 
It is very hard to find traces of the footprints of the 
malware in the system if the malware is properly 
structured and well written. Malware has different 
features and functionalities. Some malware is used to 
bypass authentication and authorisation. Other kinds 
of malware are used to breach the firewall settings or 
disable the antivirus protection. Still other malware 
self-replicates or places itself on the system until 
someone sends the c2c commands for execution and 
extraction. As the structure of malware is dynamic, an 
investigator can find it difficult to trigger the 
behaviour, and attacks on the source or some 
mitigation techniques [14] [18]. 
Malware code or its content always gets described or 
attributed by how it operates on data [14] [18]. 

 Capability: It has compatibility or functionality 
features, which are available to the malware 
creators. 

 Self-protection: This method disables the 
reverser to carry out the reversing capabilities to 
reverse and explode the malware. 

 Installation against infection: The installation 
routine is followed by the malware despite the 
disinfection routine, which is allowed by 
antivirus or anti-malware tools. 

 Propagated infection: This involves the 
distribution of malware to multiple systems. 
 

3.2 Malware Categories 
Malware is categorised according to its structure, 
behaviour, mitigation technique and functionalities. 
There are some attributes we can get to differentiate 
among different malware, which are as follows: 
 
Key stock viewer /key logger 
 Capability: Keystrokes collection with all the 

user credentials 
 Self-protection: Replaces API 
 Installation against infection:  Unpatched or 

vulnerable applications 
 Propagated Infection: Infected websites, 

removable media  
 

Botnet 
 Capability: Customised by operation and having 

different functionalities 
 Self-protection: It resides in the system and lies 

unaffected until it gets its command 
 Installation against infection: Installed by a 

deceptive message in mail, Web instruction, 
browser 

 Propagated Infection: Websites, email 
(phishing mail) 

 
Exploit vulnerabilities 
 Capability: Download and upload data from 

malware and targeted sites 
 Self-protection: Impersonation of authorised 

users 
 Installation against infection: Vulnerable 

software 
 Propagated Infection: Execution of the 

unexpected commands by remote attackers 
 
IV. CURRENT APPROACHES TO FACING 
MALWARE ATTACK 
 
Today’s malware is very hard to detect, much more 
destructive and harder to remove. This is because 
today’s malware’s hardest problem is “routine to 
address” and expect new challenges to emerge. To 
overcome this situation, current industry maintains 
several techniques, which prevent malware threats 
[13]. 
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4.1 Current Approaches 
 Threat prevention: Threat prevention 

techniques should be performed by the 
organisation to detect and stop malware before it 
can affect its targets. Threat prevention also 
critical for the situation where a major new threat 
is likely to attack the organisation and the 
organisation does not have the vulnerability-
prevention option. As an example – there might 
not be a patch available for the recently found 
vulnerability [4]. 

 Content filtering system: Spam filtering 
technologies are used to reduce the amount of 
spam threats that reach users [13]. Spam is used 
for delivering malware to the victim's system and 
for phishing attacks. Reducing spam causes 
declines in spam-trigger malware incidents [19]. 

 Firewall tracking system: This system restricts 
and decides which type of traffic can pass from 
one network to another [13] [19]. Whenever any 
new malware threat attacks the network, the first 
thing an organisation can do is rely on a firewall 
[1] [13]. 

 IPS – intrusion prevention system: The IPS 
performs packet sniffing and analyses network 
traffic and identifies malware to stop suspicious 
activity. Network-based IPS tools deployed 
inline/bridge mode, which means that software 
acts like a network firewall. It receives packets, 
then analyses them and passes on only accepted 
packets [1] [4]. The IPS detects malware attacks 
on the network before they reach the intended 
targets [13]. 

 Antivirus / anti-malware tools: The antivirus or 
anti-malware tool is the common approach to 
prevent and mitigate malware attacks. 

 
4.2 Challenges and Problems in Current 
Approaches 
In hiding the presence of a malicious component in a 
file, a program or a private network, like the banking 
sector, attackers use various techniques like 
encryption, polymorphism or packing for hiding 
malware. Thus, a malicious program makes it 
complicated and difficult for a detection mechanism, 
like an antivirus, to capture and quarantine malware 
in an infected file. Thus, it becomes a challenge and a 
complicated situation for an analyst and investigator 
to detect packed software deployed through self-
protecting technologies [20]. 
 
V. BANKING CRIME THROUGH MALWARE 
SELF-PROTECTION TECHNOLOGY 
 
This category mostly covers all passive detection 
mechanisms. Encryption is a mechanism that can be 
implemented for protecting the source code, for 
encoding the victim’s personal data and then asking 
for payment for decoding the same. For example, a 
virus named Cascade, contains an encryptor, 

replicates itself and creates a new virus with new 
unique key carrying dangerous malicious entities. 
Polymorphism may be defined as a technology that 
permits self-replicating characteristics to act partially 
or fully during the process. Obfuscation, however, is 
a combined approach used to obscure the respective 
code in a carrying program [21].  
 
These above-mentioned technicalities are added into 
a malicious code to enhance its complexity and to 
make it difficult to be analysed by malware detectors 
and other investigators. Like obfuscation can be 
implemented in any programming language, starting 
from the lower-level languages (machine-level 
language) to the higher-level languages. Examples 
may include adding neutral instructions or adding 
excessive unconditional skips, making the code 
harder to be analysed. There are many approaches 
taken by an attacker to perform such inappropriate 
and illegitimate activities, but in most of the cases, 
the attacker needs to spend much of his time and 
effort in developing these malicious mechanisms. 
Thus, to prevent it from becoming too complex, an 
attackers uses a simpler solution in development, 
called packers. Packers are utilities that are used to 
encode the source code without compromising the 
functionality of the executable program. Using 
packers is easy for attackers so they can prevent their 
known malicious program from being detected by an 
antivirus. Attackers do not need to rewrite the 
malicious code from scratch; all the attacker must do 
is to unpack the source code assigned to an assigned 
antivirus [22]. Statistics of malicious activity or 
programs on the banking sector continue to accelerate 
[23]. Virus authors use rootkit technology to intensify 
the life span of malware in an infected system. 
Moreover, if a virus has a stealth capability, it is more 
likely to be concealed or undetected by an anti-
malware database.  
Self-protecting technology may include following 
attributes [24]: 
 
 Performing an analysis technique for searching 

for anti-malware products in a targeted system, 
like an antivirus product or other utilities; this 
analysis is followed by disrupting the 
functionality of that particular utility for even 
further disruption. 

 Blocking files and folders so they cannot be 
opened and detected by anti-malware software. 

 Making relevant changes in the host files, which 
prevent detection software from being updated 
from respective sites.  

 
VI. PROPOSED FRAMEWORK FOR 
EXPLOITING SELF- PROTECTING 
TECHNOLOGY 
 
After the malware is packed, it should be only during 
investigation that an analyst could have a typical 
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access on the packed file; the analyst, however, 
would be unable to examine the source code that 
packed the malware. In the scenario of unpacking the 
executable, it is essential to undo the entire process of 
the packer, which requires a robust understanding of 
how packers actually operate.  
 
All packers input a selective, executable file to 
produce an infected executable file; then the infected 
file is compressed and encrypted to make it difficult 
and complex to be recognised. Packers can pack the 
complete file, including all data, or only selective 
codes and data sections. To maintain the integrity of 
the file, the packing program requires loading 
program’s imported information. During an 
investigation, it is important to consider all the 
imported information of an infected file, an act which 
can assist in conducting the unpacking processes.  
 
The optimised framework is called an ‘anti-evasion 
packing function’, which focusses on developing 
optimised techniques for detecting malware-
encrypted packets. The function consists of two 
distinctive techniques (entropy and unpacking 
layers), making detection more effective and 
efficient, which is mentioned as follows: 
 
6.1 Entropy 
For detecting packed malware, the entropy technique 
can be used for unpacking the encrypted, packed 
executable. Entropy uses an entropy-based metric 
technique for unpacking malware. Data can be 
analysed in different modes, depending on the range 
of density they hold. If the data file is wrapped up 
using compression and encrypted techniques, then it 
will reveal high entropy values, and if it uses non-
arbitrary information, such as an unloaded document, 
then the code will reveal low entropy values. 
Generating the effectiveness of unpacking through an 
entropy mechanism was studied and recommended in 
the study mentioned in [25]. 
 
6.2 Unpacking Layers 
Detection of malware is avoided by using layers of 
packers. Legitimate software is protected by 
customised packers, which are used for protecting 
authentic tools from malware attacks. During the 
malware detection process, it is always recommended 
to unpack the packed executables to reduce the rate of 
false positives. If the executable is not unpacked, then 
there is a chance of an increase in a high rate of false 
positives. Therefore, unpacking the packed 
executable before detection is an essential step. This 
requires implicating the logic behind unpacking the 
executable during the operation. It is performed to 
analyse the original executable files and restore them 
to their default state. The unpacking mechanism is 
used for data section decompressions and decryption 
of the code. Unpacking articles is a time-consuming 
process and requires the memory to execute the 

operations. Therefore, the vital phase is to determine 
the time it takes for unpacking the articles, and when 
the process is completed, the memory can be used for 
further analysis [26]. There are different techniques, 
which can be used for unpacking the executable and 
are described as follows: 
 Manual unpacking 
 Static unpacking 
 Generic unpacking 

 
A) Manual Unpacking 
Manual unpacking is a technique for unpacking the 
executable through manual techniques. During the 
manual unpacking process, debuggers can be used, 
such as Olly and DBG, for executing the unlocking 
operations. An extraction through manual unpacking 
is done through its OEP modules, which are set as 
breakpoints on specified instructions. Thereafter, the 
specified instructions are run on the debuggers until 
the breakpoints are reached. Packers use malicious 
codes, such as inserting junk codes to alter signatures. 
For fooling the packers, they use fake compiler codes 
and duplicate strings from other packers. There are 
certain solutions, which can be implemented for 
protection regarding malware packers. 
 ESP Rule: During the unpacking of the packed 

executable, the register needs to be restored to its 
original state. The rule must be applied before 
transferring the control of the original file. For 
executing such operations, push instructions are 
executed which are responsible for making 
backups before executing routine instructions 
and, thereafter, executing pop instructions for 
retrieving all the registers from the stack.  

 Jumps to a Different Section:Packing data is 
being transferred from one section to another, 
and the packer usually transfers and stores the 
data in different sections. When the unpacking is 
finished, the unpacking code should move to the 
original file. For implementing manual 
unpacking, researchers should have an advanced 
knowledge of assembly programming and 
Windows internal configurations. For achieving 
the consistency in detecting the packed 
executable, advanced knowledge of the malware 
is required for performing manual unpacking 
operations. 

 
B) Static Unpacking 
To automate unpacking malware, the static unpacking 
method can be used, but this is a traditional method 
for unpacking encrypted malwares. Unpacking the 
executable is performed without executing any 
suspicious programs. Static unpacking is conducted 
through unpacking routines for decompressing the 
packed executable. Various packers exist, which are 
preinstalled with the unpacking routines — such as 
UPX — and unpack, which automatically unpacks 
the packed executable. The packer does not contain 
the code for automatic routine executions; they are 
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manually identified by analysing the parameters and, 
thereafter, unpacks it accordingly. A compression 
engine must be known for the packers with static 
unpacking. However, static unpacking algorithms are 
difficult to implement, because researchers must 
know the coding and versions of the packers to 
unpack the executable. 
 
C) Generic Unpacking 
Unpacking the packed executable can also be 
performed through generic unpacking. Generic 
unpacking works on a dynamic approach that extracts 
the decrypted memory for packers without knowing 
the algorithms associated with the packers and what 
type of compression and encryption techniques which 
a re-embedded in the packers. 
There are varieties of techniques, which can be used 
in the generic unpacking of the packed executable: 
 Run and Dump: Generic unpacking can be 

conducted using the run and dump technique in 
which the strategy of analysing the code is to 
execute in a virtual environment and, thereafter, 
attach the dumping strategies for dumping the 
executable memory. The technique is efficient 
and gives speedy outputs, though it misses out on 
certain parameters for the programs in that it 
does not find the right point to stop the code for 
analysis. 

 Emulation: Emulation can be performed in 
generic unpacking, and researchers use this 
technique in a virtual environment until the 
document is decompressed. Emulations can be 
categorised in different sections, and researchers 
found that the computation emulation is a fast 
and secure tool for unpacking the encrypted 
executable. However, emulation has a negative 
side, too, as determining when the unpacking of 
the executable is finished is unpredictable. 

 
CONCLUSION 
 
The recent increase in serious security breaches is 
proof that cyber-criminals are developing new and 
effective ways to execute target and advanced attacks 
on the banking industry. The bad guys show no 
mercy as they attack and infiltrate organisations that 
are supposed to be protected by leading industry 
security systems. The ease of use of banking malware 
through self-protecting technologies makes it ideal 
for even an amateur cyber-criminal to easily steal 
online banking and other credentials for financial 
gain. Banking malware used to steal personal 
information and even a person’s identity. It is clear 
that conventional methods of malware control have 
not succeeded against banking malware and exploits 
such as ZEUS — a failure that has, therefore, 
managed to cause millions of losses since malware’s 
inception. This is primarily because conventional 
methods are not fully effective if the user is operating 
from a compromised environment in the first place. 

This paper discusses a new framework and approach 
for defending banking systems from malware and 
exploit attacks. The framework integrates with old 
techniques and tools which are specifically used for 
malware detection. The techniques used in the above 
section are used in experiments; hence, results 
pertinent to live systems will be generated. By 
recognising faults in the existing systems, the new 
framework can overcome the limitations and can 
prevent malware attacks in the banking industry. This 
paper also provides protection against evasion 
techniques by focusing on the actual data content in 
the data stream. Our solution can see through 
commonly used compression, obfuscation and 
encoding methods, and analyse and inspect the 
transmitted content. Our innovative approach to data 
inspection and analysis also detects evasion 
techniques, even when they applied on multiple 
levels. 
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