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Abstract- Now-a-days Smartphones became a host for sensitive data and applications. Generally the smartphone malwares 
are detected by signature-based antivirus scanners which will be able to detect the known malwares efficiently and 
effectively. The known malwares targets only Smartphones from June 2004 as that the rate of their effect and count will be 
increasing steadily from day to day. The Existing system is detecting the malwares by some virus scanners and providing the 
security for the threats. Now in this paper, we propose the whole survey of malware evolution, malware detection by some 
detection techniques and security steps based on some existing proposals. 
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I. INTRODUCTION  
  
“Malicious” and “Software” are two words which are 
the ‘Root Words’ for the word “Malware”  which 
clearly indicates that malware is a computer program 
with malicious intentions. This malicious software 
mainly comprised of three categories namely virus, 
worm and Trojan horses. In addition to these three, 
some other categories are also existed namely 
Backdoor, Spyware, Rootik and some other 
categories. 
 
A virus mostly comes in a hosting medium that can 
be either an executable file or a floppy disk. A worm 
can often spread without user interaction and if it gets 
started then it searches for infectable victims in range. 
A Trojan horse is a program that is disguised as a 
popular application in order to pursue a user to 
execute or install it. Smartphones get increasingly 
popular which also attracted malware writers 
beginning from June 2004. The Malware count was 
increased steadily by targeting the Symbian OS from 
that point of time. Smartphones are an integral part of 
everyday living in the 21st century.  
 
Mobile malware is on the rise and the compiled 
mobile malware statistics of 2012 supports this. 
According to trend micro incorporated, 350,000 new 
android malware [3] variants were identified by the 
end of 2012 and since 99% of all the mobile malware 
detected by Kaspersky labs during 2012 targets the 
android operating system (OS).  
 
II. RELATED WORK 
 
Smartphone security and malware detection is a 
rather new field of research where topics of 
publications are scattered within this domain. 
Overviews on smartphone malware and its evolution 
were given by Aubrey-Derrick Schmidt, Hans-
Gunther Schmidt, Leonid Batyuk, Jan Hendrik 
Clausen, Seyit Ahmet Camtepe, and Sahin Albayrak  

 
[1]. It gives the information about the malware 
evolution. The types of malware and its 
characterization were given by Yajin Zhou and 
Xuxian Jiang [5].  
Prof. Dr. Jean-Pierre Seifert, Dr. Ing. Sahin Albayrak 
and Dr. Fernando C. Colon Osorio [2] proposed the 
detection of Smartphone malware using some 
detection techniques. 
Heloise Pieterse and Martin S Oliver proposed some 
security steps for all the Smartphone [7] users 
through which they propose some counter measures 
against mobile malware potentiality threats. 
 
III. MALWARE EVOLUTION 
 
The main features of known malwares are as follows:  

 Disables Device 
 Targets Memory Card 
 Abuses Messaging 
 Accesses Private Information 
 Transmits Private Information 
 Infects Memory Card 
 Manipulates Private Data 
 Backdoor 
 Disables Applications 
 Manipulates files  

 
The Smartphone Malware impacts the above key 
features [1] which are the most common payload for 
Smartphone malware until 2008. 

 Adware 
 Click Fraudster 
 Data Stealer 
 Malicious Downloader 
 Premium Service Abuser 
 Rooter 

 
The Smartphone malware threats impacts the other 
above features [5] which came into existence at the 
end of 2012. During the end of 2011 we have 
observed a rapid growth of Smartphone malware. At 
that time most of the smartphones are attacked by a 
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foremost malware named as DroidKungFu [5] which 
is later emerged into five different versions. The 
major features of this DroidKungFu malware [5] are 
Root Exploits, C&C Servers, show Payloads etc. 
 

 
Fig 3.1:- Smartphone Malware Evolution 

 
Fig 3.1 shows updated graph on smartphone malware 
appearance [1] by November 2010. Again, F-Secure 
data [2] is added for comparison. The above figure 
illustrates the malware growth by November 2010. 
Our data is compared with updated F-Secure data12 
[2]. In January and March 2010, F-Secure added a lot 
of malware to their databases which the others had 
added earlier. Additionally, listed smartphone 
malwares on most anti-virus vendor pages lacked a 
detailed description on the payloads. Therefore, no 
explicit numbers can be presented on the potential 
impact of most of the malwares for the years 2009 
and 2010. 
 

 
Fig 3.2:- Growth of Smartphone Malware 

 
The staggering increase in the Android malware 
volume was partially due to the volume of premium 
service abusers [3] and high-risk apps seen in the 
latter months of 2012. More than 70% [3] of all 
Android malware belongs to a few malware families, 
most of which were either premium service abusers.  

It took Android less than 3 years to reach 350,000 
malware [3] which configures at the end of 2012. 
 
On an average, the experts discovered almost 4,900 
new Android malware files [4] every day in the first 
quarter of 2015, an increase of almost 400 more new 
malware files [4] per day compared to the second half 
of 2014. In the first quarter of 2015, the analysts 
identified a new malware sample per hour and this 
makes about 200 new Android malware samples. 
 
IV. MALWARE DETECTION 
 
The task of detecting malware is categorized into 
analysis, classification and detection [6]. Analysis of 
malware has to do identifying the instances of 
malware by different classification schemes using the 
attributes of known malware characteristics. There 
are so many techniques for classification which are 
used to classify the malware to recognize the type and 
activities of the malware. Malware detection 
resembles the quick detection and validation of any 
instance of the malware to prevent further damage to 
the system. 
 
In between the year 2009-2010, the counter measures 
for the smartphone malware were detected by 
firewalls, virus scanners and some intrusion detection 
techniques [2]. Firewalls are “White list” based 
systems which means that there is a special list of 
rules explicitly allowing certain ports to communicate 
with internal or external peers. 
 
Virus scanners [2] are “Black list” based systems 
which will detect certain threats included in the black 
list. There are different types of Virus scanning 
systems are there which are listed as below. 

 String scanning 
 Smart scanning 
 Skeleton scanning  
 Algorithmic scanning 
 X-Ray scanning 
 Code Emulation 
 Metamorphic Malware Detection 
 Heuristic Detection  

 
Intrusion Detection Systems [2] are used to determine 
the abnormal behavior and take preventive measures 
automatically. Actually, Intrusion Detection is a 
process of monitoring predefined systems like 
networks and hosts. Intrusion Detection and 
Prevention Systems (IDPS) which are basically used 
to detect malware activity while they lack the 
removal routines known from virus scanners. These 
are classified into several types to detect the 
intrusions of the Smartphone which are listed as 
below. 

 Misuse-based system 
 Anomaly-based system 
 Hot-based intrusion detection system 
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 Kernel monitoring 
 Network monitoring 
 File system monitoring  
 Log File monitoring 
 Sand Boxing 
 Audit Data monitoring     

 
In the recent years (2014, 2015), the malicious 
malware is detected by some antivirus scanners 
which are detected by means of some detection 
systems represented as follows: 
 
A. Signature based malware detection 
Signature-based detection [6] works by scanning the 
contents of computer files and cross-referencing the 
contents with the “signatures of the code” belonging 
to known viruses. A library of known “signatures of 
code” is updated constantly by the anti-virus 
softwares. If a viral signature is detected, the software 
acts to protect the user’s system from damage. 
   
B. Specification based malware detection 
Specification based detection [6] makes use of certain 
rule set  in order to identify how many malicious 
components are affecting the program. In this system, 
a detection algorithm is used which addresses the 
deficiency of pattern-matching was developed. This 
algorithm incorporates instruction semantics to detect 
malware instances. 

 
C. Behavioural based malware detection 
The Behavioural-based malware detection [6] system 
is composed of several applications, which together 
provide the resources and mechanisms needed to 
identify the malware present in the Android OS of 
any kind of Smartphone. Each mechanism has its 
own specific functionality in the system and the 
combination of all of them creates this detection 
system. 
 
D. Cloud based malware detection 
Google Play applications are scanned for malware. 
“Bouncer” is a service which was used by Google to 
scan the applications automatically on the Google 
Play Store for malware. Whenever the “Bouncer” 
checks for the malware present in the application, it 
compares to other known malware, Trojans, and 
spyware. 
 
V. SMARTPHONE SECURITY 
 
The Security measures to defend against mobile 
malware have not yet evolved to the point where it is 
as efficient as those measures used to defend against 
malware targeting personal computers. The most 
basic step that smartphone users can take to protect 
themselves against mobile malware attacks is to 
install anti-virus and security applications. Such 
applications can only detect previously identified 
mobile malware and will not always detect newly 

designed malware. Smartphone users must therefore 
take additional steps in order to protect their 
smartphones against malware infections. 
 
A. Caution 
The first step involves caution [7], and therefore users 
of smartphones must take the necessary precautionary 
steps to avoid danger or common mistakes. Protection 
of smartphones starts with the installation of anti-
virus and security applications. Even if these 
applications are not capable of detecting new threats, 
it still provides the user with valuable services to 
secure the device if it ever gets lost or stolen. 
 
B. Investigate 
The second step involves the investigation [7] of a 
Smartphone. It is the responsibility of the user to 
regularly check the account associated with the 
particular smartphone. By investigating the accounts 
regularly, the user will be able to determine if there is 
any malicious activity taking place on the device. The 
first indication of potential malicious activities can be 
a sharp increase in the bill. If this is indeed the case, 
the user must search for specific activities such as the 
sending of SMS messages or phone calls to premium 
rate numbers. 
 
C. Monitor 
For smartphone users, simply being cautious and 
checking the applications is not enough. Users must 
also continuously monitor [7] their devices for any 
potential malicious activities. To monitor a 
smartphone, users must start with the evaluation of 
data consumption and battery life.  
 
D. Update 
In order to protect against malware infections, the 
user must keep the mobile OS of their devices 
updated [7]. This will require the downloading and 
installation of patches and new versions on a regular 
basis. Besides the mobile OS, users must also keep 
the installed anti-virus and security applications 
updated.  
 
E. Remove 
The last step involves the removal of applications and 
files that are no longer being used or are potentially 
malicious. Malware can only cause damage as long as 
it remains undiscovered. Once located, the user must 
immediately remove the infected application or file 
from the device. If a user discovers any suspicious 
applications or files on the device that were either not 
installed by the user or not there previously, such an 
application or file must also immediately be removed. 
 
CONCLUSION 
 
In this paper, we started with the survey on how a 
Smartphone malware gets evaluated in different 
forms which is increasing from day to day. We also 
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shows the difference between evaluation of new 
malware count and F-Secure data in different years 
which is represented in a bar graph. Later, we 
represent another bar graph which shows the rapid 
growth of smartphone malware till Dec 2015. The 
Smartphone Malware Detection systems are used to 
detect the different malwares which infects the 
Smartphones. Several virus scanners and intrusion 
detection systems are used to detect the malware till 
2010. Later some other malware detection systems 
came into existence which will detect easily in the 
recent years (2014, 2015). Now a days antiviruses are 
the major detection systems which are incorporated in 
every mobile phone. The final stage of the survey 
depicts some security measures to the Smartphone 
users to keep their mobiles secure. Some other 
malwares, counter measures and security measures 
will come in future because they are increasing from 
day to day. 
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