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Abstract- Directory Server is a powerful and authoritative enterprise directory infrastructure that is a critical enabler for 
enterprise security. The most popular and mostly used protocol for handling directory data is Lightweight Directory Access 
Protocol (LDAP) or we can called the alternative to Directory Access Protocol (DAP) protocol is LDAP. LDAP is the 
Internet protocol which is used to access directory servers data. 
It provides robust and advanced LDAP services using TCP/IP, and the directory is based on a client/server model that can be 
exploited from any LDAP-compliant client applications or middleware. Directory data can be stored in DB2 tables for a 
highly scalable implementation. 
Directory data replication is a key factor to achieve reliability, scalability, availability and fault tolerance in database as it 
maintains several clones of data objects. Each of the replica carrying out similar changes automatically if any change made 
in data. 
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I. INTRODUCTION 
 
Generally looking towards the Directory, It is nothing 
but the collection or list of Data stored in the form of 
hierarchical Structure namely called as Directory 
Information Tree (DIT) named as hierarchical 
database. A Directory is database repository which is 
used to store and manage the information related to 
user identity profiles and user access privileges, 
computers, people applications and network devices. 
Is helps people to find information which is in the 
form of index or list. 
 
A directory is used to organize and store data that is 
expected to be read much more frequently than it is 
updated. A common example of a directory is a 
phone book, where information such as names and 
phone numbers are stored for residents of a specific 
location. Without a phone book, this information 
would likely be unorganized and difficult to access. 
LDAP is based on the distributed client/server model 
and defines a standard method for accessing and 
updating directory information. The information is 
stored in a repository that is accessed and updated by 
the server based on client requests. Client requests are 
typically initiated from a user or application. 
 
A. Difference between Database & LDAP Directory 

1. Directory Store the information in Static 
format. 

2. Database Store information in Dynamic 
Format. 

3. Directory is mostly used for Read operation. 
4. Database is used for both reading & writing 

purpose. 
5. Directory information is organized in a 

hierarchical structure. 

6. Database information is organized in rows & 
column format. 

7. LDAP protocol is used to access the 
information from Directory. 

8. SQL Language is used to access the data 
from Database. 

 
II. EXISTING SYSTEM OF REPLICATION 
USING X.500 
 
X.500 is originated from the ISO/ITU X.500. X.500 
is the directory service protocol and provides 
standard way to develop an electronic directory of 
users in an organization and that directory can be 
access using internet and also available to anyone in 
world globally. X.500 comes under the computer 
networking standards and help to cover electronic 
directory service [1]. The X.500 protocol is the based 
on OSI model (Open Systems Interconnection 
model). It uses some components to access the 
information from directory and those are an 
information model, a namespace, a functional model, 
an authentication framework [4]. The structure of 
X.500 is different from in information storage and 
retrieval. Information access by X.500 is in the form 
of hierarchical format. The core concept of the X.500 
is there is single DIT (Directory Information Tree) 
with the hierarchical organization structure of entries 
which are distributed across one or more servers. In 
the X.500 an entry is store or identify with 
distinguished name (DN). The distinguished name 
(DN) is the combination or we can call as the 
combination of the relative distinguished name 
(RDN). So, in other language we can call as 
distinguished name (DN) is made up of the 
combination of relative distinguished name (RDN). 
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Fig.1 DN and RDN Structure 

 
In each DIT (Directory Information Tree) 
distinguished name (DN) is Unique [1][6]. It will 
describe the content of attributes in tree. 
The Protocols that are fall under the category of 
X.500 are 
• DAP (Directory Access Protocol) 
• DSP (Directory System Protocol) 
• DISP (Directory Information Shadowing Protocol) 
• DOP (Directory Operational Bindings Management 
Protocol) 
 

 
Fig. 2. DIT Overview 

 
A. DAP (Directory Access Protocol) 
It is the computer network standard used to access 
X.500 Directory Service. X.500 defines the DAP 
(Directory Access Protocol) is used by the Client to 
access the Directory Information. Directory Access 
Protocol gives any idea how the query is issue & 
process by X.500 Directory User Agent (DUA) that 
communicates with help of Directory System Agent 
(DSA). If the users have the suitable permission 
access then user can view, modify, delete & search 
the data stored in X.500 Directory using DAP 
(Directory Access Protocol). DAP (Directory Access 
Protocol) uses OSI Model for its communication that 
is why called as complex protocol with lot of 
overhead. This nature makes him unsuitable for in 
Microsoft Windows environment. 
 
B. DSP (Directory System Protocol) 
The operation of DSP (Directory System Protocol) is 
similar to DAP (Directory Access Protocol). DSP 
protocol uses OSI layer for communication specially 
Application layer. It uses ACSE for establishing & 
releasing association, and ROSE uses for carrying 
protocol interaction. The operations allow by the DSP 
to perform on Directory is as similar to Dap but the 
some more operations allow and those are Chained 
Read, Chained Search, and Chained Modify. 
 

C. DISP (Directory Information Shadowing 
Protocol) 
CA Technologies in 1993 implement the DISP 
(Directory Information Shadowing Protocol). Which 
allow replicating information store in to Directory 
using OSI-model. This replication implementation 
model support 
• DISP routing 
• Shared configuration 
• On-demand and periodic updates 
 
Using DIS Protocol X.500 implement Master-Slave 
Replication terminology or it can be called as DISP 
(Directory Information Shadowing Protocol) is used 
to implement standard Replication terminology of 
X.500. 
 
D. DOP (Directory Operational Bindings 
Management Protocol) 
The fourth Protocol that fall under the category of 
X.500 is DOP. It is mainly used to make management 
operational Binding in distributed operations. DOP 
(Directory Operational Bindings Management 
Protocol) defines the operations for the establishment, 
modification & termination of the operational 
Binding. 
 
III. LDAP 
 
Few year ago the company name as Netscape 
Communications with integration of more than 40 
other companies adopted the Lightweight Directory 
Access Protocol (LDAP). After eight month late one 
more company name as Microsoft adopted 
Lightweight Directory Access Protocol (LDAP). It is 
open industry standard to access the Directory data in 
hierarchical format known as DIT (Directory 
Information Tree). Its name itself Lightweight 
Directory Access Protocol (LDAP) gives an idea that 
it’s lightweight version of the DAP (Directory Access 
Protocol) & heavy X.500 protocol. In other language 
it can be stated as LDAP is an Internet alternative 
protocol to X.500 Directory Access Protocol (DAP). 
The most use of this protocol is in Medium to large 
scale organizations. Lightweight Directory Access 
Protocol (LDAP) working is completely based on 
TCP /IP Protocol. Due to this is plays an important 
role in development of Intranet and Internet 
application which provide the information about 
system users, network, services & applications those 
are using network. Even if the Directory is running in 
different operating system & in different environment 
LDAP protocol allows a program called as a browser 
or an e-mail package to perform operation on 
directory. 
 
A. LDAP working Model 
The working operation of LDAP is completely based 
upon the Client – Server working model. 
Applications that want to access the data from 
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Directory or read- write the data from Directory does 
not have direct access to Directory Server. When any 
request comes it calls a function or application 
programming interface (API), which causes LDAP 
client to send the message to LDAP Server [6]. For 
this communication LDAP uses the TCP/IP protocol. 
Then LDAP Server access the information form 
directory then it send reply to LDAP Client. 
 

 
Fig3. LDAP Client Server Model 

 
B. LDAP Server 
The LDAP server is that which access the 
information from Directory. Server stores the access 
data locally. LDAP Server provide authentication and 
searching services & operations like add, delete, 
modify. It provides the access or performs the request 
of client. When LDAP Client authentication done 
with LDAP Server that is complete the binding of 
client with server. 
 
C. LDAP Client 
LDAP Client access the LDAP Server over the 
network. When LDAP Client sends the request or 
connects with LDAP Server that time that is called 
Binding operation. Once binding with Server done 
actual operations are perform and reply is send back 
to LDAP client. Once LDAP Client request is 
perform then connection with of LDAP Client and 
LDAP Server is break that is called unbinding with 
Server. 
 
IV. LDAP FUNCTIONAL MODEL 
 
Light Weight Directory Access Protocol (LDAP) is a 
network protocol which uses TCP/IP standard for 
communication which is help to provide access to 
distributed directories. LDAP mechanism provides 
Modifying and querying information from directory 
information tree (DIT). LDAP Functional model 
represent that what types of operations can be 
performed directory information tree (DIT)[2]. THE 
LDAP Functional model has nine operations divided 
in three areas 
 Interrogation operations 

It provide the mechanism for client to interrogate 
the information from directory by providing the 
operations like search, compare [ldap_search(), 
ldap_compare()] 

 Update operations: It provide the method to add 
or modify information from directory by 
providing the operations like add, delete, modify, 
rename [ldap_add(), ldap_delete(), ldap_modify, 
ldap_rename()] 

 Authentication and control operations: Provide 
the access to client by doing client 
authentication. It also provide operations like 
bind, unbind, abandon [ldap_bind(), 
ldap_unbind(), ldap_result()] 

 

 
Fig4. LDAP Functional model 

 
V. LDAP SCHEMA 
 
LDAP Schema gives an idea about the overall 
structure of LDAP. It consists of Objectclass and 
attributes. In LDAP Schema the information is 
manage very differently as compare to relational 
databases. 
 
A. Objectclass 
In LDAP Schema the Objectclass is the collection of 
attributes. Objectclass class term in LDAP Schema 
denote the types of object that is being denoted by a 
directory entry or record [4]. List of some object 
classes are person, 
organization, 
organizational unit, 
domain component 
group Of Names. 
 
In LDAP Schema each Objectclass is denoted with 
top Objectclass. Is means that each Objectclass is 
inherited from top class. The Object classes in LDAP 
Schema are represented as top, abstract, structural, or 
auxiliary. To create new Objectclass an abstract 
object class is used as a template. Auxiliary object 
classes provide a mechanism for extending 
structural object classes without changing structural 
class schema definition. 
 
Definition of LDAP object class 
objectclass: top 
objectclass: person 
objectclass: organizationalPerson 
objectclass: inetOrgPerson 
objectclass: eDominoAccount 
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B. Attributes 
An LDAP object class provides the standard set of 
attributes that may contain (mandatory attributes) and 
may contain (optional attributes). Some common lists 
of attributes are 
cn (common name), 
sn (surname), 
givenName, 
mail, 
uid, 
userPassword. 
 
Each attribute can be used by one or more 
objectclasses. When any new attribute is to be define 
that time the attributetype directive is used. 
 
VI. PROPOSED WORK FOR DIRECTORY 
REPLICATION 
 
Replication is the powerful tool which is used to 
duplicate data between multiple directories. It helps 
to improve the performance, scalability and 
redundancy of data between the directories. The 
concept behind the replication is to make the 
directory data available in more than one location by 
keeping them in synchronization. In LDAP 
Replication terminology there is supplier is the server 
that sends the changes to the other server. And the 
server that receives the changes from another server 
called as consumer. LDAP Replication topologies are 
 
A. The Master-Replica topology 
Master-Replica topology consists of one read-write 
server and one read-only server. 
 

 
Fig.5. the Master-Replica topology 

 
B. The Peer-Peer topology 
Peer-Peer topology has two read-write servers 
 

 
Fig.6. The Peer-Peer topology 

 
C. THE MASTER-FORWARDER-REPLICA 
TOPOLOGY 
 
In Master-Forwarder-Replica topology the forward 
server acts as a read-only server which functions as a 
"router" to a set of replicas under it. 

 

 
Fig.7. The Master-Forwarder-Replica topology 

 
CONCLUSIONS 
 
Replication system is responsible for propagating the 
data modification made by each member to the rest of 
the group, and resolving any conflicts that might arise 
between concurrent changes made by different 
members. The Lightweight Directory Access Protocol 
(LDAP) is the open standard which supports the 
multiple platforms. It simply uses the client Server 
model for communication. The Lightweight Directory 
Access Protocol provides a low-overhead mechanism 
which is used to access the X.500 directory. LDAP is 
mainly used for read operations. The major benefit of 
LDAP is that it works over the TCP/IP protocol and 
the major drawback of X.500 protocol hat it work 
over the OSI Layer. Due to this LDAP server is 
mostly used for providing authentication to the user 
on network. As it provide strong authentication and 
encryption methods. Most organizations are adopting 
the LDAP to integrate with existing technologies. 
LDAP also help to provide data synchronization over 
multiple systems by providing the replication 
technique. 
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