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Abstract— Digital watermarking techniques are widely used to handle applications like Copy Protection, content 
authentication of digital images. The self-embedding scheme is generally used for authentication and tamper detection. In 
this paper we proposed self-embedding Watermarking schemes based on a reference sharing mechanism, in that the 
watermark which we are embedding is a reference derived from the original principal content in different blocks and shared 
by these blocks for content restoration. After detecting tampered blocks, the reference data and the original content in the 
reserved area which is used to retrieve the principal content in the tampered area. 
We have used DCT for reference data generation so that the time required for embedding and extraction of the algorithm is 
reduced also the quality of image restoration is increased as compared with previous algorithms. This scheme is capable of 
restoring the watermarked image even if the tampered area is less than 66%. 
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I. INTRODUCTION 
 
The use of fragile watermarking is to accomplish 
multimedia content authentication by invisibly 
embedding additional information into the host media 
[2]. Such as some part of digital content may be 
replaced with false data by an hacker, Many of fragile 
watermarking schemes that can find the modified 
areas and recover the original content must be 
developed for cover images in various formats, such 
as binary images, JPEG images and uncompressed 
images. One category of the fragile watermarking 
approaches is to decompose a original image into tiny 
blocks and embed the fragile watermark in to the 
blocks. The watermark may be a hash of the principal 
content extracted of the block. Since image tampering 
destroys matching between the content and the 
watermark in the corresponding blocks, the tampered 
blocks can be revealed. In other methods i.e. pixel-
wise fragile watermarking schemes, data derived 
from the gray values of host pixels are used as the 
mark to be embedded into the host pixels themselves. 
Tampered pixels can be recognized from the absence 
of the carried watermark. However, it is probable that 
data resulting from the tampered pixels are the similar 
as the watermark so that alteration to these pixels is 
not directly detectable. 
 
II. RELATED WORK 
 
X. Zhang and S. Wang proposed [3] a statistical 
fragile watermarking method in which, after 
obtaining an estimate of the modification strength, 
distributions of the tampered and Original pixels are 
used to accurately locate the tampered area. A 
hierarchical fragile watermarking mechanism is 
introduced to derive watermark data both from pixels 
and blocks. 
Megha Kansal, Sukhjeet k. Ranade, Amandeep Kaur 
[4], proposed a novel fragile watermarking which 
uses the Hierarchical Mechanism. It is a combination 

of Block-wise and Pixel-wise Approach. Sajjad 
Dadkhah, Azizah Abd Manaf and Somayeh Sadeghi 
[5], proposed an efficient image tamper detection 
method using 3 LSB (Least significant bit) which 
isable to validate the digital image and identify the 
tamper positions accurately. In this proposed 
algorithm a 12-bit watermark key will be created 
from each block of host image which will be 
embedded to last three significant bit of each block. 
Xinpeng Zhang and Shuozhong Wang [6], proposed a 
scheme which is capable of impeccably recovering 
the original image from its tampered version. In this 
method, watermark containing of reference-bits and 
check-bits is embedded into the host image using a 
lossless data hiding technique. After comparing the 
calculated and extracted check-bits, one can find the 
tampered image-blocks on the receiver side. Then, 
the unhampered reference-bits extracted from 
auxiliary blocks are used to exactly rebuild the 
original image. 
L. Sumalatha, G. Rosline Nesa Kumari, V.Vijaya 
Kumar [7], proposed a simple block based content 
checksum watermarking (BCCW) scheme for image 
authentication and also used for tamper localization. 
The proposed BCCW is a hierarchical and block 
based method. In BCCW the image is decomposed 
into sub blocks of size 4×4. Then a hierarchical 
relationship is established by dividing each 4×4 block 
as a set of four 2×2 blocks. A Checksum of 8 bits is 
calculated from pixels of 4×4 block and the 
checksum is placed on the selected 2×2 block pixels. 
In the proposed BCCW if any block or even a pixel is 
tampered then the block checksum will never match 
with the extracted bit sequence. 
ShivendraShivani, SushilaKamble ,Anoop Kumar 
Patel , Suneeta Agarwal [8] proposed a block-wise 
fragile watermarking scheme based on k-medoids 
clustering approach. In this algorithm, first of all 
image is divided into the blocks and forty eight bits 
are calculated for each block, which contain of forty 
five Recovery bits and three Authentication bits 
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namely Union bit, Affiliation bit and Spectrum bit. 
Authentication bits for a individual block are 
calculated by extracting five MSBs from each pixel 
of each block and apply them, on some hash 
functions. 
 
III. PROPOSED APPROACH 
 
In this paper, we have proposed a novel self-
embedding watermark scheme, in which the 
watermark which we are used for embedding does not 
directly represent local contents of the host, but is a 
reference derived from the original principal content 
in different regions and shared by the regions for 
restoration of content. Since the reference is spread 
and embedded into the whole image, local 
substitution of the content cannot completely destroy 
it. Hence there is always some part of the reference 
available so that the tampering coincidence problem 
is avoided. After identifying the tampered area, the 
reference data extracted from the reserved area which 
is used to recover the principal information of the 
tampered area. 
Even the unique content of reserved area is identified, 
the reliable reference data are completely broken to 
retrieve the replaced content, which leads to high 
capability of restoration. Based upon the reference 
sharing mechanism, we have designed a 
watermarking approach that can accurately retrieve a 
watermarked image even however its content in an 
extensive area is replaced. The quality of image is 
good as compared with other methods. The self 
embedding method is used mainly for providing 
authentication for our scheme if we use this scheme 
with DCT then it gives better results as compared 
with spatial domain techniques. Since we are using 
DCT coefficients as a reference bits the time required 
to calculate reference bits is less. The DCT block is 
divided into three layers i.e low frequency band, 
middle frequency band and high frequency band. In 
this paper we are using low frequency components 
for storing the watermarked data for most of the 
images much of the signal energy lies at low 
frequency. These low frequency components are 
appearing in the right most corner of DCT. A discrete 
cosine transform (DCT) states a sequence of finitely 
many data points in terms of a sum of cosine 
functions fluctuating at different frequencies. The 
block diagram of watermark embedding procedure is 
shown in fig 1. 
 

 
Fig 1. Watermark embedding 

Image compression using DCT process includes:  
 The image is broken into 8x8 blocks of 

pixels.  
 Working since top to bottom and left to right 

the DCT is applied to each block.  
 Each block is compressed through 

quantization.  
 The collection of compressed blocks that 

create the image is stored in a significantly 
reduced amount of space.  

 The image is recreated through 
decompression, The process that uses the 
Inverse Discrete Cosine Transform (IDCT). 

The detailed procedure of watermark embedding is as 
follows. 
 
A. Watermark Embedding  

 Block Classification 
Given a cover image sized N1×N2, Number of pixels 
is N (N = N1×N2). Divide the image into N /64 non- 
overlapping blocks with the equal size of 8 × 8, 
suppose that both N1 and N2 are multiples of 8. 
Transform each block by DCT. 
The equation for DCT is 

 
 Quantization 

Quantization process is contradictory to sampling. It 
is done on Y axis. When you are quantizing an image, 
you are separating a signal into quanta 
(Compartments). On the x axis of the signal are the 
co-ordinate values and on the y axis. We are 
digitizing the signal is known as Quantization. The 
coefficients located nearby the upper-left corner 
relate to the lower frequencies to which the human 
eye is most sensitive. 
In addition, the zeros signify the less important, 
higher frequencies that have been discarded, which 
gives rise to the lossy part of compression. As stated 
earlier, only the remaining nonzero coefficients will 
be used to reconstruct the image.  

 Zigzag coding  
To group low frequency coefficients in top of vector 
and high frequency coefficients at the bottom. Maps 8 
x 8 matrices to a 1 x 64 vector. After quantization the 
final step of compression is coding. Before storage, 
all coefficients of quantization matrix are converted 
by an encoder to stream of binary data. 
 

 
Fig 3. Zigzag scanning order 
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The zigzag order of coefficients is given in fig 3. The 
fig 4 shows the zigzag scanning the 8×8 coefficient 
matrix, which results in a vector which contains 
sequential zeros in the tail. Because the top of vector 
contains low frequency coefficients and high 
frequency components at the bottom. It 
Maps 8 x 8 matrices to a 1 x 64 vector. After 
quantization the final step of compression is coding. 
Before storage, all coefficients of quantization matrix 
are converted by an encoder to stream of binary data.  

 Reference data generation 
The reference bits are nothing but the DCT 
coefficients we are using it as reference data. We are 
generating the 160 bits as a reference data. We are 
having the block size as 8*8. We are using 40 no of 
bits for DCT for generating 160 bits we are 
combining 4 DCT blocks together. The reference bits 
are calculated by using following formula 
Rm = NoOfBitsForDCT *N1 * N2/ Block Size/ 
Block Size. 
We have given DCT data as a index to a quantizer 
book it gives result as a quantized value collect the 40 
bits from each block and generate 160 bits as a 
reference data. 

 Reference/Hash Data Insertion 
Based upon the secret key, the 5N/2 reference-bits are 
permuted and divided into N/64 groups each 
containing 160 reference-bits. The host image is also 
divided into N/64 blocks sized 8*8. A one-to-one 
mapping is there in between the blocks and the 
groups. For every block, 320 original bits in the 5 
MSB-layers and 160 reference-bits in the consistent 
group are assigned to a hash function to generate 32 
hash bits. The hash function has the property that any 
change in the input leads to a very different output. 
According to the secret key, do permutation of the 
160 reference-bits and 32 hash-bits. The 192 bits are 
used for substitution of three LSB planes of the 
blocks, producing a watermarked image. 
 
In this process, some operations including 
permutation and matrix generation are key dependent. 
For example, one may produce a pseudo-random 
number sequence from a chaotic system, and use the 
initial condition as the secret key. To permute the 
MSB or reference-bits, a slice is taken of the pseudo-
random number sequence which is having a length 
equal to the number of data to be permuted and sort 
it. The sorting order can be used in the data 
permutation. To generate the matrix Am, one can 
choose alternative portion of the pseudo-random 
number order, and rearrange it into a matrix sized L/2 
X L. 
 
By making the elements zeros or ones, we got a 
pseudo-random binary matrix. In fact, the numbers of 
possible ways of MSB permutation and reference-bit 
permutation are (5N)! and (5N/2)!, respectively, 
while the number of possible Am is. 
 

B. Content restoration 
Restoration of our image initiates by decoding the bit 
stream representing the quantized matrix. Each 
element of quantization matrix is multiplied by 
corresponding element of quantization matrix which 
is originally used. After that we are applying the 
IDCT to applied to above matrix which is rounded to 
nearest integer and gives us 8*8 image block. 
 

 
Fig 4. Watermark Extraction procedure Tampered Block 

Identification 
 
For each 8 * 8 block, the 192 bits taken from the 
three LSB-layers are divided in to following parts, 
160 reference-bits and 32 hash-bits, by the same key. 
If the hash of the 320 bits in the 5 MSB-layers and 
the 160 extracted reference-bits varies from the 
extracted 32 hash-bits, the block is said to be 
“tampered,” that is, several content in the block has 
been modified. Then, we say it is a “reserved” block. 
Clearly, an unmodified block should be refereed as 
“reserved”. While other reference-bits in the 
tampered blocks may be missing.We can recover the 
original MSB using the extracted reference-bits. After 
de-quantization, inverse DCT and rounding 
operation.We can restore the tampered blocks. 
 
IV RESULT AND DISCUSSION 
 
The following figures shows the embedding and 
extraction procedures. We have done the experiments 
on Lena and baboon image. 
 

 
Fig 5. Embedding of Lena 

 
We have calculated the time required for embedding 
and the psnr for embedding. In the extraction 
procedure we are trying to retrieve the watermarked 
data from the tampered version. 
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Fig 6.Extraction of Lena 

 

 
Fig 7.Extraction of Baboon 

 
The red lines indicates the tampered region after 
extraction. We have calculated the time required for 
extraction of image and also calculated the tampering 
percentage for that image. 
Tampering can be done by using various attacks. Two 
types of attacks are possible on this scheme. 
 
Collusion attack: Hacker makes several copies of 
piece of image and paste it within the same image. 
The results of attacks are as follows. 
 

 
Fig 8. Collusion attack on Barbara 

 

 
Fig 9. Collusion attack on Barbara 

Distortive Attacks: Hacker applies some distortive 
transformation uniformly over the object in order to 
degrade the watermark so that it becomes 
undetectable or unreadable. 
 

 
Fig 10. Distortive attack on Barbara 

 

 
Fig 11. Distortive attack on Barbara  

 
Comparison Table 

 
 
CONCLUSION 
 
In this paper, we have implemented self embedding 
scheme using DCT to reduce the time required for 
embedding and extraction and to retrieve the 
watermarked image when tampering percentage is 
less than 66% with improved quality of restored 
image. 
From all the above advantages of the self embedding 
using DCT along with calculated results for retrieving 
watermarked image it is found that system performs 
better than the previous existing systems. 
Future Scope 
We can extend this scheme for color image. 
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