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Abstract - Detecting the origin of a problem in network failures plays an important role to troubleshoot in order to function 
accurately. The structure of the network itself creates an ambiguity due to the non-sequential functionality of it. One of the 
optimal sources which tackle’s the network related issues are Graph Databases. Root Cause Analysis is one of the 
application areas of Graph Databases as its data model which itself persuade its structure in the form of network. Though the 
portion of the network which was damaged is negligible when compare to its size, the impact on the network is 
unimaginable sometimes. Due to the flexibility to deal with network issues major focus was given to Neo4j Graph Database 
and its specific query language Cypher. This paper presents the salient features of Neo4j Graph Database make it possible to 
identify the Root Cause in the network with proper executions and outputs. 
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I. INTRODUCTION 
 
The Reduction of the biggest portion of the problem 
into small is the main objective of the proposed work. 
Neo4j Graph Database [1] along with its specific 
query language Cypher is used to tackle this task. The 
actual communication process in the network is 
carried out from the source from where the 
transformation of data will be started. Data will be 
transferred to destination from router to router. In the 
process of transformation of data from source to 
destination there is a chance of failure to receive data 
at destination. So many reasons to the malfunction in 
receipt of data at destination exist. Some include 
router failures, link failures, etc. This paper focuses on 
router failures or break downs leading to percolation 
problem in the communication there by it just fetches 
the information of failure router reducing the problem 
finding time. 
 
II. GRAPH DATABASE 
 
Graph Database [2] is one of the prominent NoSQL 
databases which use the graph properties like nodes 
and edges to handle the data. The term NoSQL [3] 
indicates other than SQL databases there are some 
designed especially to tackle the issues of SQL 
databases and it is a mechanism for storage and 
retrieval of data that is modeled in means other than 
the tabular relations used in relational databases [4]. 

Even traditional databases are present to handle lot 
of advancements are taken place in the database field.  
As the data advanced from structured to unstructured 
the technology too advanced from traditional to Graph 
Databases. Even there are more NoSQL databases 
exist the following few advantages will become 
sufficient statements to say whether the job of finding 
root causes dealt accurately by Graph Databases or 
not. 
 White-board friendly nature gives ability to 

represent natural nature of networks. 

 Schema-friendly nature gives ability to 
accommodate new changes at any stage. 
 The querying technique used by Cypher 

“traversing” provides the facility to reach the 
failure node very fast. 
 Minutes to milliseconds performance. 

 

Both nodes and edges can have properties in 
Graph Database. Properties are the way to store 
information about each entity. Unlike relational 
databases Graph databases allows storing any type of 
data without any constraints on it. There are thousands 
of companies using this Graph Database as a medium 
to handle data like Facebook; uses the concept of 
features Graph Search, Google uses the Knowledge 
Graph, and Twitter uses graphs to recommend people 
to follow [5]. 
 
III. NEO4J 
 

Neo4j is a Graph Database which is sponsored by 
the company Neo Technology [6]. It is a high 
performance scalable graph database. There are 
multiple Graph Databases [7] present out of all these 
Neo4j is best suitable for the application areas which 
involves networks. 

 
Fig 1. Data Modeling In Neo4j Graph Database 
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The above image clearly explains the data model 
used by Neo4j Graph Database [8]. 
A. Cypher Query Language 

One of the significant assets of the Neo4j graph 
database invention today is its magnificent query 
language, called Cypher. Cypher is a declarative, 
pattern-matching query language that makes graph 
database management systems explicable and 
workable for any database user. People with little 
technical knowledge can also operate this. 
Commands which are used for creation of network 
and for finding the route cause are listed below [9] 
I) CREATE 
Creating Nodes: 

The writing clause CREATE is used to create a 
node in Neo4j Graph Database. We can create a 
single node or multiple nodes at a time as shown 
below. 
Single node: 

The following syntax is used for creating single 
node. 

CREATE (node: label {properties}) 
Properties of the node or relationship should be 

included within flower braces { } and node creation 
should be done within normal braces ( ). 
Multiple Nodes: 

Multiple nodes in Neo4j Graph Database will be 
created as shown below. 

CREATE (node1: label {properties}), 
(node2: label {properties})…. 

……………………………… 
(node N : label {properties}) 

The above syntax is followed here for creating the 
database of multiple routers. 
Creating Relationships: 

The same CREATE clause is used to create 
relationship between two nodes. But for establishing 
such relationship between nodes first the nodes have 
to be loaded into the database using MATCH 
command. Once the nodes are loaded then 
relationship between them can be established as 
shown below.  

MATCH (a: p1), (b: p2) 
WHERE a.name=” person1” AND b.name=” 
person2” 
CREATE (a)-[r: RELTYPE] -> (b) 
RETURN r 

II) MATCH 
MATCH is a reading clause which is used as a 

mechanism for getting data from Neo4j Graph 
Database. MATCH clause gets the known data and 
search for unknown data in the database. It specifies 
the pattern for which the cypher query needs to 
search in the database. It gives the starting point in 
the pattern from that point traversing will be started 
until it found the desired node which meets the 
conditions mentioned in WHERE clause. 

The syntax of the MATCH clause is shown 
below: 

MATCH (node: label) 

WHERE constraints 
RETURN node 

The above syntax is used for finding the failed 
router in the database. 

III) WHERE 
WHERE is not a clause instead it is a part of 

MATCH clause which adds constraints to the pattern 
described in the MATCH clause. The sample query 
which designates the important of WHERE is shown 
below. 

MATCH (n) 
WHERE n.age<18 
RETURN n 

The above query returns those people who are 
having age less than 18 years. 
IV) RETURN 

It is a general clause which tells the user to define 
which parts of the pattern desired to get as output. 

The sample query which defines the usage of 
RETURN clause is shown below. 

MATCH (a {properties})-[r: KNOWS] -> (b) 
RETURN r 

The above query returns the relationship exist 
between node ‘a’ and node ‘b’. 
 
IV. METHODOLOGY 
 

The communication in the network passes through 
various intermediate routers, the failure of single 
router obstructs the communication passing through 
it. Since the data was fragmented in the network due 
to capacity limitations of the link, it will be 
transmitted through various routers as shown below 
[10]. 

 
Fig 2.  Fragment and Reassemble of Packets in Network. 

 
Once packets are fragmented, reassembling must be 
done at destination only because of following two 
reasons: 

 Different networks might have different 
MTU (Maximum Transfer Unit) sizes in that 
root to destination. 

 In the network all the fragments may not 
follow the same root. 
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Therefore data or packet transferred through every 
root was vital in communication process in the 
network. This is the main reason why the failure of 
single router breaks the total communication process. 

Each router in the network was modeled as a node 
in the Graph Database and links from router to router 
are represented as relationships. The white-board 
friendly nature of Neo4j made it easy to represent 
entire network as nodes and relationships connected 
them. In the Neo4j database; information pertains to 
the router was stored in the form of properties to 
node. The status of the router which is functioning 
properly will be indicated with the property 
“connected“. The status of any router will be changed 
to the property “disconnected” automatically 
whenever the specific router fails to working due to 
any reason. The technique used by Neo4j to query 
such information from the database is “traversing”. 

The execution of cypher query starts from the node 
with label “router” and traverses node by node for 
checking whose status property was “disconnected”. 
Once it founds the node it will return it along with all 
its properties to troubleshoot the specific router 
instead of checking all the routers in the network.  
 
V. TEST DATA 
 

The test data of 12 routers have taken with one 
source and destination which formed as a small 
network. Information about all these routers in the 
network and their connections was stored in the Neo4j 
Database. The following table represents all the 
routers and their connections.  

TABLE I.  ROUTERS AND THEIR LINKED ONES 
Router Linked To 
R1 Source, R4 
R2 Source, R5,R6 
R3 Source, R5 
R4 R7 
R5 R8 
R6 R7,R8 
R7 R10 
R8 R9,R11 
R9 Destination 
R10 Destination 
R11 R12 
R12 Destination 
R1 Source, R4 

 

The following query used to create a network in 
Neo4j Graph Database with 14 nodes and 17 
Relationships. 
 
CREATE 
(s:source{name:"source",loc:"hyd",ip:'127.15.15.12'}
), 
(r1:router{name:"r1",id:'101',status:"connected"}), 
(r2:router{name:"r2",id:'102',status:"connected"}), 
(r3:router{name:"r3",id:'103',status:"connected"}), 
(r4:router{name:"r4",id:'104',status:"connected"}), 

(r5: router {name:"r5", id:'105', status:"connected"}), 
(r6: router {name:"r6", id:'106', 
status:"disconnected"}), 
(r7: router {name:"r7", id:'107', status:"connected"}), 
(r8: router {name:"r8", id:'108', status:"connected"}), 
(r9: router {name:"r9", id:'109', status:"connected"}), 
(r10: router {name:"r10", id:'110', 
status:"connected"}), 
(r11: router {name:"r11", id:'111', 
status:"connected"}), 
(r12: router {name:"r12", id:'112', 
status:"connected"}), 
(d:destination{name:"destination",loc:"america",ip:'2
45.115.152.75'}), 
(s)- [: link] -> (r1), 
(s)- [: link] -> (r2), 
(s)- [: link] -> (r3),  
(r1)- [: link] -> (r4), 
 (r2)- [: link] -> (r6), 
(r2)- [:link1] -> (r5), 
(r3) - [:link2] -> (r5), 
(r6)- [:link3] -> (r7), 
(r4)- [:link4] -> (r7), 
(r5)- [:link5] -> (r8), 
(r6)- [:link6] -> (r8), 
(r7)- [:link7] -> (r10), 
(r8)- [:link8] -> (r11), 
(r8)- [:link9] -> (r9), 
(r11)- [:link10] -> (r12), 
(r10)- [:link11] -> (d), 
(r12)- [:link12] -> (d), 
(r9)- [:link13] -> (d) 
RETURN s,d,r1,r2,r3,r4,r5,r6,r7,r8,r9,r10,r11,r12 
 

 
Fig 3. Output of the Created network in  Neo4j Graph 

Database. 
 
Each node in the database is having the following 
properties: 
Name: specific name assigned to router as R1, R2, 
etc. These names are displayed on the nodes in the 
created Neo4j Graph Database. 
Id: each Router is having unique id. Since every 
router is having unique id troubleshooting can be 
done very quickly. 
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Status: indicates whether the router is functioning 
properly or not.  

The output of the above query is the database 
which was represented in the form of network 
structure as shown below.  The following Figures 
shows both query and network in the Neo4j.  

Each node will be represented as one table along 
with its labels and properties. The above graph was 
represented in the form of table as shown below. 

TABLE II.  TABLE FORMAT OF ABOVE GRAPH DATABASE 
SNo Name ID Status 
1 R1 101 Connected 
2 R2 102 Connected 
3 R3 103 Connected 
4 R4 104 Connected 
5 R5 105 Connected 
6 R6 106 Disconnected 
7 R7 107 Connected 
8 R8 108 Connected 
9 R9 109 Connected 
10 R10 110 Connected 
11 R11 111 Connected 
12 R12 112 Connected 

 

 
VI. EXPERIMENT RESULTS 
 
Table II shown in previous section clearly presents 
how the information flows from source to destination. 
As discussed earlier the information passed through 
every router must be needed at destination to complete 
the communication process. If any router in the 
network fails to pass packets through it the status of 
that specific router in Neo4j Graph Database [11] will 
be updated automatically as disconnected.  

The following Cypher query helps to trace out the 
network and identifies such routers if any in the 
database with disconnected property.  
MATCH (n: router) WHERE n.status="disconnected" 

RETURN n 
The result of the above query was shown in the 

following Figure 3, 4 & 5 to represent in 3 cases. For 
all three cases same cypher query which was shown 
above is sufficient. 
Case 1: Single Router Failure 
 

The following figure 4 depicts the output of single 
router failure. 

 
 

Fig 4. Output Showing The Failed Router R6 

The output shows the router with name “R6” is 
having status as “disconnected” which indicates the 
router R6 was disconnected from the network.  
Case 2: Three Routers Failure 

The following Figure 5 depicts the output of 3 
router failures.  

 
 

Fig 5. Output Showing The Failed Routers R6, R8, R5. 
 
Case 3: Five Routers Failure 
The following Figure 6 depicts the output of 5 failure 
routers. 

Due to the ease of representation [12] using Neo4j 
Graph Database both the searching time and 
troubleshooting time are reduced exponentially. 
 

 
 

Fig 6. Output Showing The Failed Routers R6, R9, R8, R5 
 
CONCLUSIONS 
 
Since the practical proofs presented above clearly 
depicts the information of failed routers, Neo4j Graph 
Database along with its specific query language gives 
accurate results regarding root cause analysis. 
Different variations of the output in different cases 
which are presented in previous sections are 
sufficient to say that Neo4j Graph Database is the 
suitable and optimal source to deal root causes in 
network failures.  
 
FUTURE WORK 
 
So many network issues are there to be solved like 
shortest path problem, counting the number of hops 
from source to destination, etc. Using the path finding 
queries through cypher it will become handy to deal 
any network related issue. Since Neo4j Graph 
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Database supports  JSON and CSV file formats this 
work is extended to solve few more network related 
issues in future by getting the sample data from real 
world scenarios. Importing such supported file 
formats will provide the facility to view and analyze 
the real world data. 

Some kinds of network failures have been studied 
in which heterogeneously connected networks are 
vulnerable to targeted attack at hubs and also at edges 
linking them together. The methods proposed in the 
present paper will also be used effectively in those 
situations, since it is possible to assign properties to 
both the routers and the edges, this will be helpful in 
finding the break downs of the router or the edge 
there by robustness can be achieved. 
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