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Abstract—Face recognition is one of the most trustworthy form of biometric as compared to other form of biometrics. The 
paper presents a Home security based system using face recognition and alerting the owner of the house by providing 
messaging alerts on cell phone. The application runs in real time environment by identifying the persons from captured 
image. Localization and Recognition are the two important scenarios on which the performance of the systems depends 
undoubtedly. Once the system localizes the faces from the captured image, recognition part is processed further. After 
successful recognition of the person, the door will be opened automatically. Various issues regarding successful localization 
of faces have also been put forth in this paper. Satisfactory results in correct localization and recognition of persons are 
obtained by experiments. 
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I. INTRODUCTION 
 
Many methods are available in biometric 
identifications such as fingerprint, eye iris, retina, 
voice, face etc. These different methods have certain 
advantages and disadvantages which must be taken 
into consideration while developing biometric 
systems, such as system reliability, price, flexibility, 
necessity of physical contact with the scanning device 
and many other parameters. Hence considering above 
parameters face is such a biometric which does not 
require any physical contact with scanning device. 
Also fraud cases are negligible as compared to other 
biometrics exception in case of identical twins. 
Accuracy of face recognition system varies as per the 
images captured in controlled environment against 
that of un- controlled environment. Illumination and 
clear background are the primary concern for 
building a successful face recognition system [1]. 
Unless and until a well addressed image is been 
captured, the processing of image cannot be 
processed further. A very efficient technique called 
image retargeting is proposed by Wenyu Hu et al. [2] 
in which it helps to identify the area of interest from 
an image whereas the unwanted areas of the image 
are sacrificed. Image retargeting technique can be 
useful in case of face detection systems by identifying 
only the faces from the image and neglecting the 
unwanted area. Real time image capture also possess 
problem such as facial pose, lighting and poor image 
resolution [3]. Hence above parameters are to be 
taken into consideration while building the system. 
Many other experts who have proposed their work 
related to face recognition system suggest that the 
image to be captured must not contain noisy data [4], 
which may lead to poor image quality resulting into 
failure of the system. The problem of visual face 
recognition affecting by pose variation, expressions, 
light intensity are overcome by 3D technology [5] 
where 3-D face recognition can achieve higher 
recognition accuracy than visual face recognition 

system. A concept of perfect recognition and its 
analysis is put forth by Wang et al. [6] to model the 
system performance without training data. This 
method helps to improve the performance of 
recognition system. Srinivasan et al. [7] explored the 
use of region covariance matrices for face recognition 
as a set of holistic face image feature. But the main 
drawback lies with the description which does not lie 
in Euclidean space. Prototype modeling proposed by 
Dahmane et al. [8] successfully identified the facial 
expressions with a recognition rate of 86.69% for 
better recognition technique. A simple and flexible 
system for face image quality assessment, in which 
multiple feature fusion and learning to rank are 
proposed by Jiansheng Chen et al. [9]. 
 
II. SYSTEM ARCHITECTURE 
 
2.1. Proposed System 
The main objective of the proposed system is to 
provide a better security for home applications where 
both husband and wife are working, leaving their 
elderly parents and small kids alone at home. As the 
system is completely automatic it involves zero man 
power. Image captured through an appropriate 
camera will undergo various processing steps as 
described in the design flow later on. If an 
authenticated person is recognized, the door will be 
opened automatically. But if an unknown person or 
an intruder is detected, an alerting message will be 
delivered to the owners cell phone as well as a buzzer 
will blow alerting the persons that are present within 
the house. No any advanced components are required 
for building up the proposed system. Existing 
webcams, security cameras are sufficient for 
capturing the images. Apart from the camera, 
selection of each hardware resource is made as per 
the design requirement of the system. Even the GSM 
module has been replaced by one of the SMS sending 
services which has reduced the cost of the system 
considerably. The most important part of the system 
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relies on localizing the faces from the captured 
image. Once the localization module is successful, 

recognition module proceeds as per the defined 
algorithms in the design flow shown below. 
 

 
Fig. 1. Block diagram of Proposed System 

 
Here we present an automatic face recognition system 
for the application of door access control system. The 
proposed systems reliability depends upon three 
subsequent phases that are-face detection, face 
recognition and automatic door control action. In this 
paper we represent, an automated face recognition 
system, whose application is designed for the purpose 
of door access control system. Fig. 1 represents the 
block diagram of the proposed system architecture 
along with its setup and connections. 
 
III. DESIGN FLOW 
 
Fig 2. shows the overall design flow, related to face 
local- ization, feature extraction and face recognition 
of the individ- uals. The proposed face recognition 
system involves various algorithms such as blurring, 
RGB to HSV, thresholding, blob detection, cropping, 
gray scaling, edge detection and extraction process. 
Blurring: It helps to reduce image noise and reduce 
details by eliminating high frequency components 
from an image acting as a low pass filter. 
RGB to HSV: RGB color space describes colors in 
terms of amount of red, green and blue present. HSV 
describes colors in terms of hue, saturation and value. 
Also it describes color using more familiar 
comparisons such as vibrancy, color and brightness. 
Skin color thresholding: Thresholding helps to 
convert obtained image in terms of black and white. 
A specific threshold value is set. If the value of 
required pixel is above threshold value, it is labeled 
as 1 and if it is less, it is labeled as 0. 
Blob detection: It helps to identify the region of 
interest. 
Once the region of interest is identified, further 
processing becomes simpler. 
Face localization: In proposed system, the region of 
interest will be the face. Further, once the face gets 
localized, the unwanted part of the image is excluded 
and face gets cropped. Gray scaling: Every gray 
scaled image contains information in terms of range 

between black and white color. Every pixel carries a 
gray scaled value. 
 

 
Fig. 2. Design Flow for Face Recognition 
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Edge detection: It significantly reduces the amount of 
data and filters out useless information while 
preserving important structural properties in an 
image. 
Feature Extraction: Once the above algorithms are 
pro- cessed, relevant features from the image are 
extracted and compared with that of initially stored 
image performing further door accessing action. 
 
IV. EXPERIMENTAL RESULTS 
 
As discussed below, the experimental results depicted 
are, the system successfully identifies the face from 
captured image and indicates whether it is 
authenticated or not as shown in fig 3. If 
authenticated person is recognized, door gets opened 
as shown in fig 5. If an unauthenticated person is 
recognized, refer fig 4. the door remains closed as in 
fig 6. An alert message will be delivered to the 
owners cell phone as indicated in fig 7. Also a buzzer 
will be sound to alert the house users that are present 
within the house. Whereas in case of an authenticated 
person, the door gets automatically opened and 
provides access to the user. 
 

 
Fig. 3. Authentication successful for Registered User. 

 

 
Fig. 4. Authentication failed for Unknown User. 

 

 
Fig. 5.Door opened after successful Authentication. 

 
Fig. 6. Door remains closed for Unauthorized Authentication. 

 

 
Fig. 7. Alert message on Owner’s Cell Phone. 

 
CONCLUSION 
 
In this paper, we have developed such a face 
recognition system which is reliable under controlled 
environment. As compared to other existing 
biometric techniques, face recogni- tion can be 
considered as the most effective mean of security 
system due to its various advantages. Various 
algorithms defined in the design flow, when 
integrated in the system, help to build up the overall 
system of face recognition which is 
very secure. The system is very cost effective as no 
any expensive device is been used. Alert messages 
are successfully delivered to the owners cell phone 
through SMS messaging services. The system can be 
made robust by improving the detection and 
recognition of faces under uncontrolled 
environments. 
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