
International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-3, Issue-1, Jan.-2016 

Point Of Single Contact - The Key To Obtain Cross-Country Interoperability Of Medical Data 
 
5 

POINT OF SINGLE CONTACT - THE KEY TO OBTAIN CROSS-
COUNTRY INTEROPERABILITY OF MEDICAL DATA 

 
MADALINA ELENA RAC-ALBU 

 
Department of Medical Informatics and Biostatistics “Carol Davila” University of Medicine and Pharmacy  

PhD student, Bucharest University of Economic Studies Bucharest, Romania 
E-mail: racalbu@gmail.com 

 
 
Abstract- Electronic communication of clinical data between various healthcare providers existing in different 
countries seems crucial for a cost-effective patient treatment in nowadays when mobility is the most important 
aspect of our lives, when there are no barriers between countries. In order to meet the growing need for 
improved data communications, it is necessary to overcome the barriers of methodology, software heterogeneity 
and security of medical data in cross-institutional shared care communication. This paper analysis how 
interoperability of medical data, cross-countries in EU, may be achieved using the most important government 
project existing in all European countries: Point of Single Contact (PSC). We will take in consideration only 
medical data provided by public providers of medical services, they could be easily connected to PSC. Hospital 
information system must generate the same template of documents in order to generate the same documents in 
all medical fields (ex. Cardiology, Dermatology, Pediatrics, etc.) and this is the point of the beginning of 
achieving interoperability of medical data. The other very important issue of managing the medical records is 
how we store a huge amount of information, Cloud Computing being the easiest way for solving this problem. 
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I. INTRODUCTION 
 
Point of Single Contact (PSC) at the beginning was 
just a central communication office, phone number or 
website that channeled all incoming messages to the 
appropriate destination. Later, this idea was used to 
create, at the European level, the European PSC, 
which is used nowadays only for business activities. 
The businesses are able to complete the whole cycle 
of procedures and formalities related in order to access 
and accomplish their service activities without having 
to contact any institutional interlocutors other than the 
PSC [1].  
Looking further in the near future, the medical 
services can be included in the object of PSC. 
Medical data are provided by the medical services, all 
these data being very important for the medical 
services providers in order to take the best 
therapeutically decision and to minimize the costs of 
medical services (ex. a patient had to have a surgery at 
his knee in other country than his own, in order to 
make the intervention, the doctor had to perform a 
magnetic resonance imaging (MRI) at the injury knee, 
but the patient already have a MRI from his own 
country. The doctor can use the existing MRI and this 
means the money spent for this procedure are saved 
and the time of decision for the doctor is shorter).  
The main important attribute of medical data must be 
availability. So data must be ready to be used by all 
authorized personal, therefore it is mandatory to 
maintain the integrity of information stored in all 
forms and its confidentiality.  
Another important point is represented by data backup 
and recovery process. Cloud computing is the key for 

the “storage”. Cloud computing, defined by NIST 
(National Institute of Standards and Technology) [2] 
is a technology that supports ubiquity, it is convenient, 
supplies on demand access to the network for sharing 
computing resources (e.g., networks, servers, storage, 
applications and services), can be launched and 
developed quickly with minimal management and 
without service provider interaction”. Cloud 
computing supports interoperability, but 
interoperability must be achieved by using standards 
world wide accepted, such as HL7/CDA (Health 
Level Seven /Clinical Document Architecture) for 
documents and DICOM (Digital Imaging and 
Communications in Medicine) for images. 
 
II. INTEROPERABILITY MODEL THROUGH 
PSC  
 
Using PSC-s, the medical data (provided by public 
hospitals) can be easily exchanged between EU 
countries (starting December 2009 all EU countries 
had to implement PSC) (Figure 1). 

 
Fig. 1 - Interoperability model through PSC 
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In order to make this exchange of medical data a 
success we must accomplish these objectives: 
A. Establish a model for generating all medical 
documents 
That means that it is imperative to use HL7/CDA 
standard. CDA has three levels of document 
definition: 
Level 1: root hierarchy and the most unconstrained 
version of document 
Level 2: additional constrains on document via 
templates at the “Section” level 
Level 3: additional constrains on the document at the 
“Entry” level and optional additional constrains at the 
“Section” level. [3]  
CDA is based on Extensible Markup Language 
(XML) and it uses HL7’s RIM (Reference 
Information Model) witch puts data in a clinical or 
administrative context. CDA uses the coding systems 
such as SNOMED CT (Systematized Nomenclature 
of Medicine - Clinical Terms) and LOINC (Logical 
Observation Identifiers Names and Codes) and allows 
Electronic Health Record’s (EHR) and other health 
IT systems to process documents, while also let the 
authorized personal easily read them on web 
browsers and mobile devices. 
There is another way to create templates for medical 
documents in all medical specialties and this is Info 
Path. InfoPath is a software application developed by 
Microsoft witch is used to create templates for 
electronic forms containing structured data. 
Templates had to have: 
- One primary data source (for submitting) 
- Multiple secondary data source (for 
retrieving data info form), they must be created in 
such way so they can be accessed through a web-
service. 
B. Resolving the problem of authentication of 
medical documents. 
When a healthcare provider generates medical 
documents regarding one patient, the documents must 
be signed and stamped by the doctor, in order to 
certify that the documents have been created by that 
only doctor (on each stamp it exists a code which 
give uniqueness to his signature). On electronic 
documents it must be used the electronic signature 
and electronic stamp in accordance with the last EU 
recommendations. Electronic signatures are provided 
and certified by the Public Key Infrastructure (PKI) 
system. The role of PKI is to make possible the 
secure transfer of information, through PKI enabled 
SSL (Secure Sockets Layer) certificates. SSL is a 
protocol for transmitting private documents and it 
uses a cryptographic system that uses keys to encrypt 
data. [4]  
The best architecture of PKI is the one who has o 
two-tier Certificate Authority (CA) architecture 
consisting of one Root (Self-Signed) and one Issuing 
(Subordinate) CA. The Root CA system is connected 
only to the Issuing CA. The link is not permanent, 
being used only when the Issuing CA has to renew 

the authority certificate or when the Root has to issue 
the Certificate Revocation Lists. Attached to the Root 
CA is the Hardware Security Module (HSM), a piece 
of hardware specifically designed to safely store the 
Authority private key. The same module can be used 
for private key archiving, mandatory when the PKI is 
issuing encryption certificates. [5] 
In Romania, the electronic signature is authorized and 
verified by the Romanian Bridge PKI system and 
uses cross-certification process and involves the 
following steps: application, submit documentation, 
mapping policies, technical interoperability testing, 
approval of the application, and the negotiation of an 
agreement, cross certification. 
C. Ensure the accuracy and archiving of the 
medical documents.  
The PKI system has the ability to generate 
automatically an electronic signature for every single 
document that enters in the system, nobody can 
modify/guarantee the signature than the system itself. 
It is an automatically signature with an unqualified 
certificate which is recognized only in the interior of 
the process. It is very important that the metadata 
(witch are in fact keywords) to be assigned to the 
documents. Filtering through metadata makes much 
easier for someone to locate a specific document. 
D. Journaling the access to the medical documents 
Confidentiality of medical records is a right of the 
patient. This right must be respected also in on-line 
management of medical data and this is why it is very 
important to know at every moment who accessed the 
medical file where, why and when. 
There are two entities that can access medical records 
in this system: 
 
1. Medical providers – every accessing of that 
medical document is made by authorized personal, 
identified by the system, and it remains in a journal. 
2. Administrators of the system – for witch, in 
order to increase the confidentiality of the data, are 
necessary second authorization methods. There are, 
beside usernames and passwords, many other 
methods of securing the access to the system (for 
example: a cod which is sent by email, OTP-one time 
password, etc.) 
Handwritten signature based authentication represents 
a very easy and safe way of securing the access to the 
system, it has a software component –authentication 
through handwritten signature and hardware 
equipment called “electronic pen”. 
Processing server component works as a web service 
and ensure compatibility with Notebook equipment, 
built on .NET 3.0 technologies WCF (Windows 
Communication Foundation). Besides the existence 
of a server component is mandatory to exist a sub-
component - client acquisition module signature, built 
in Active X technology. The main function of this 
module (Active X) is to acquire data from the 
electronic pen. It can exists in two ways: registration 
and verification of signatures. When set on recording 
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mode will purchase between 5 and 10 signatures. In 
check mode is purchase a single signature. 
Handwritten signature recognition computer system 
is interactive and has methods for the acquisition and 
processing of bio kinetic information associated 
signature, in order to assess the authenticity of the 
handwritten signature dynamic. Biometry invention 
has applications in the field of behavior in situations 
where there is interest the user to validate the 
expression of the will’s own handwritten signature. 
 
E. Non –repudiation  
It is possible through the verification of electronic 
signature by the PKI system. This means that the 
providers of medical services cannot deny the service 
that they decided to be the best for the patient at that 
moment when they interact with the patient. The non-
repudiation system is described in the scheme below. 
(Figure 2) 
 

 
Fig. 2 - The non-repudiation system scheme 

 
There is another way to transfer the medical data, 
which is functional in Germany, and is an example 
for how the transfer could be made, the method is 
called DE-mail. It is a German E-Government 
communication service through the exchange of 
documents is possible and is secure. The government 
specifies legal and technical requirements for this 
service, but not provides it, private companies 
provide this service after an official certification 
process. It has secure login procedures, encrypted 
transport routes and secure send and receive 
confirmation enable secure and verifiable electronic 
communication. 
 
F. e Discovery 
Electronic information are different from paper ones 
because are not tangible in form or volume 
persistence and they are always accompanied by 
metadata. This is why it is very difficult to decide 
who the documents belong when the owner of the 
documents disappears. 
In medical field, TRUST is the keyword for the 
patient to choose the medical provider. Trust in his 
medical ability, in his way of being there when you 

need it, and to maintain confidentiality. That is why 
the patient should trust in his medical provider to 
decide to whom he should transfer the medical 
records in case of his disappearance. After the owner 
is not active anymore the documents must be 
transferred automatically to the one who has a signed 
assignment.  
But when we refer to medical documents (patients 
information) - the patient has the right to know, even 
from the beginning of his collaboration with the 
medical provider, to whom his information will be 
transferred in case of his actual medical provider does 
not exist anymore, and to sign a document of 
agreement. 
 
G.  Access rights management 
The administrators will perform the access rights 
administration. They should take care of the 
confidentiality of medical data (the authentication of 
the administrators was described at point D). 
Formal access rights administration for users consists 
in four processes [6]: 
1. An enrollment process to add new users to system 
2. An authorization process to add, delete or modify 

authorized users to operating systems application, 
directories, files and specific type of information 

3. An authentication process to identify the users 
during subsequent activities 

4. A monitoring process to oversee and manage the 
access rights granted to each user on the system. 

All medical service providers will form groups; each 
group will represent a medical field (cardiology, 
dermatology, etc.) and it will be a group account for 
every medical field. A group account is a collection 
of users and/or other groups. These groups are used to 
simplify management as a change in the access rights 
assigned to a group automatically applied to all users 
in the group. A user does not have to belong to any 
group, but often belongs to several. 
The access rights are: read-only, write and read, full, 
and administrator right. 
As is described in figure 1 scheme, in PSC there are 
three important issues that must be achieved, 
otherwise the interoperability scheme cannot be 
complete. 
1) Represents the model of centralized and 
systematized way of signing the documents (this 
model was described at point B) 
2) Represents the e ID provider. The e ID 
represents a means for entities that manifests in  
Electronic space, to identify them electronically and 
with the available information (identity, role, access 
etc) to obtain access to information or services 
supplied by electronic means. Identity allows an 
entity to be distinct from any other entity. Electronic 
identity management system is not necessarily a 
monolithic application, but rather a series of tasks 
performed by multiple software components and 
technologies. Resource Owners have the ability to 
define and implement criteria based on identity data 
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that will be used to grant and revoke access to 
resources. The electronic identity management 
system can be seen or done as a centralized or 
distributed applications that manage identities and 
mappings between them and the roles that a person 
using an electronic identity, has in different 
environments and information systems. 
 
In Romania the e ID is based on the model of 
registration of persons in the National Registry of 
Person Evidence (RNEP) of the Ministry of 
Administration and Internal Affairs (Department for 
Persons Records and Database Administration) is 
strengthened at national level and on the modality 
single existing at the moment of identifying people 
who currently is provided by Personal Identification 
Number - PIN, and must be provided by the same 
entity (Ministry of Administration and Intern 
Affairs). 
3) Represents the security of communication 
(all medical data are encrypted) between all the 
participants of this system and are transmitted via 
VPN. 
The transfer of medical data between Romanian PSC 
and other European country PSC is possible because 
of the European project implemented in 2009 named 
STORK (Secure Identity Across Borders Linked). 
STORK is a European project whose aim is to 
achieve interoperability of electronic identifiers in all 
European countries. It concerns the interchanging of 
personal data across borders, it specifies the data and 
the messages to be interchanged and guarantee that 
interchanged data are usable in the destination 
country. 
It specifies what common functionalities of European 
e ID Interoperability are implemented in every 
country and are described also the specific 
functionalities for each country. 
 

CONCLUSION 
 
This paper represents a strategy for achieving 
interoperability of medical data through PSC. It can 
be applied at governmental level and only for public 
healthcare providers and make possible the 
interoperability only in EU, because the legislation 
and the flows are already established.  
It still remains the problem of private healthcare 
providers, but I think it will be easy to connect both, 
private and public providers through EHR, a project 
that is under implementation in Romania right now. 
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