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Abstract— One of the members in the domain of Automatic Identification and Data Capture (AIDC) technologies is Radio 
Frequency Identification (RFID). It is a fast and reliable means of identifying any object or person. The most important 
advantage of RFID systems is that it has non-contact and non-line of sight nature. RFID tags can be read through a variety of 
substances such as snow, fog, ice and other visually and environmental challenging conditions, where barcodes or other 
optically read technologies could prove to be inefficient. In this project we have experimentally used an RFID system to 
provide the required security for level 1 documents. This project can be used to provide security for various governmental 
and corporate organizations, institutes, and in defense applications. This method of security verifies whether the person who 
is trying to access the secured data is authorized to do so or not. 
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I. INTRODUCTION 
 
Identification of persons is essential at places like 
government and corporate organizations, airports, 
railway stations and banks.  Auto-identification 
means automatic identification of entities. We have 
various methods for auto-identification. Some of 
them are barcode systems, optical character 
recognition, biometrics, smart cards and RFIDs. Out 
of these RFID technology is widely used. Various 
applications of RFID are in transportation and 
logistics, manufacturing and processing, security 
systems, animal tagging, waste management, time 
and attendance, postal tracking, airline baggage 
reconciliation, and road toll management. Access 
control systems are implemented to deny 
unauthorized access to important documents or 

workplaces. Employees are given access cards with a 
radio frequency identification (RFID) chip in it. This 
technique uses electromagnetic (EM) fields to 
exchange data between a token (like a smart card or a 
tag) and the reader for authentication, identification 
or tracking purposes. 
 
II. PROBLEM STATEMENT 
 
Identity theft is one of the fastest growing types of 
crime nowadays, since it is more profitable than other 
types of crime. The aim is to identify the authorized 
and unauthorized individuals, by using RFID 
technology consisting of RFID tag and RFID reader, 
and comparing the details of the tag with the data 
available in the backend database. 
 

 
III. PROPOSED BLOCK DIAGRAM 

 

 
Figure 1

 
IV. EXPERIMENTAL DETAILS  
 
4.1. RFID 
The applications of RFID are widely increasing but 
its adoption is still relatively new and hence many 
features of the technology are not well understood. 
Developments in RFID technology continue to yield  

 
larger memory capacities, wider reading ranges, and 
faster processing. Though the RFID technology is 
advantageous as compared to barcode technology, it 
is highly unlikely that the technology will ultimately 
replace barcode technology, even with the inevitable 
reduction in raw materials coupled with economies of 
scale, since the integrated circuit in an RFID token 
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will never be as cost effective as a barcode label. If 
some RFID standard is established, whereby RFID 
equipment from different manufacturers can be used 
interchangeably, the market will then grow 
exponentially [1]. Extending the benefits of wireless 
communication to communication of data to and from 
portable low cost data carriers, we can appreciate the 
nature and potential of Radio Frequency 
Identification (RFID). RFID is an area of automatic 
identification that is now being used as a radical 
means of improving data handling processes, security 
and billing. The range that can be achieved in an 
RFID system is essentially determined by [1]:  

1. The power available at the 
reader/interrogator to communicate with the 
tag(s).  

2. The power available within the token to 
respond  

3. The environmental conditions and 
structures, the former being more significant 
at higher frequencies, including signal to 
noise ratio. 

 
4.2. RFID TAGS 
An RFID tag can either be a contactless card or a tag 
[3]. Tags may either be actively or passively 
powered. Active tags contain an on-board power 
source, such as a battery, while passive tags must be 
inductively powered via an RF signal from the reader. 
The distance from which a reader may interrogate 
tags is limited by the token’s power. Consequently, 
active tags may be read from a greater distance than 
passive tags. Active tags may also record sensor 
readings or perform calculations in the absence of a 
reader. Passive tags can only operate in the presence 
of a reader and are inactive otherwise [4]. An active 
tag's memory size varies according to application 
requirements and some systems operate with up to 
1MB of memory. Passive RFID tags operate without 
a separate external power source and obtain operating 
power generated from the reader. Tags contain 
microchips that store the unique identification (ID) of 
each object. The ID is a serial number stored in the 
RFID memory. The chip is made up of an integrated 
circuit and embedded in a silicon chip. The RFID 
memory chip can be permanent or changeable 
depending on the read/write characteristics. RFID 
tags can be of different sizes and shapes depending 
on the application and the environment in which it 
will be used. A variety of materials are integrated on 
these tags. For example, in the case of credit cards, 
small plastic pieces are stuck on various objects. The 
range of the RFID tags depends on their frequency. 
This frequency determines the resistance to 
interference and other performance attributes [2]. 

 
Figure 2: RFID Tags [7] 

4.3. RFID Reader 
An RFID reader is a device that is used to interrogate 
an RFID tag. The reader has an antenna that emits 
radio waves; the tag responds by sending back its 
data. A number of factors can affect the distance at 
which a tag can be read (the read range). The 
frequency used for identification, the antenna gain, 
the orientation and polarization of the reader antenna 
and the transponder antenna as well as the placement 
of the tag on the object to be identified, will all have 
an impact on the RFID system’s read range. 

 
Figure 3: RFID Reader [6] 

 
The EM-18 RFID Reader Module operates at 125 
kHz. The Reader Module comes with an on-chip 
antenna and can be powered up with a 5V power 
supply. Power up the module and connect the 
transmitter pin of the module to the receiver pin of 
the microcontroller. After showing the RFID tag 
within the reading distance, the tag number is thrown 
at the output.  
 
4.4. Arduino Mega (ATmega2560) 
The ATmega2560 on the Arduino/Genuino Mega 
2560 comes preprogrammed with a bootloader that 
allows you to upload new code to it without the use 
of an external hardware programmer. It 
communicates using the original STK500 protocol 
[5]. You can also bypass the bootloader and program 
the microcontroller through the ICSP (In-Circuit 
Serial Programming) header using Arduino ISP. 

a. Power:  
The Arduino/Genuino Mega 2560 can be 
powered via the USB connection or with an 
external power supply. The power source is 
selected automatically. External (non-USB) 
power can come either from an AC-to-DC 
adapter (wall-wart) or battery. The adapter 
can be connected by plugging a 2.1mm 
center-positive plug into the board's power 
jack. The board can operate on an external 
supply of 6 to 20 volts. If supplied with less 
than 7V, however, the 5V pin may supply 
less than five volts and the board may 
become unstable. If using more than 12V, 
the voltage regulator may overheat and 
damage the board. The recommended range 
is 7 to 12 volts. 
 

b. Memory: 
The ATmega2560 has 256 KB of flash 
memory for storing code (of which 8 KB is 
used for the bootloader), 8 KB of SRAM 
and 4 KB of EEPROM (which can be read 
and written with the EEPROM library). 
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Figure 4: Arduino Mega 2560 [5] 

 
4.5. Python Scripting Language 
Python is a widely used general-purpose, high-level 
programming language. Its design philosophy 
emphasizes code readability, and its syntax allows 
programmers to express concepts in fewer lines of 
code than would be possible in languages such 
as C++ or Java. The language provides constructs 
intended to enable clear programs on both a small and 
large scale. Python supports multiple paradigms, 
including oriented, imperative and functional 
programming or procedural styles. It features a 
dynamic system and automatic memory 
management and has a large and 
comprehensive standard library. 
Python interpreters are available for installation on 
many operating systems, allowing Python code 
execution on a wide variety of systems. Using third 
party tools, such as Py2exe or Pyinstaller, Python 
code can be packaged into stand-alone executable 
programs for some of the most popular operating 
systems, allowing for the distribution of Python-
based software for use on those environments without 
requiring the installation of a Python interpreter. 
CPython, the reference implementation of Python, 
is free and open-source software and has a 
community-based development model, as do nearly 
all of its alternative implementations. CPython is 
managed by the non-profit Python Software 
Foundation. Python is a multi-paradigm programming 
language: object-oriented 
programming and structured programming are fully 
supported, and there are a number of language 
features which support functional 
programming and aspect-oriented 
programming (including by metaprogramming and 
by magic methods).Many other paradigms are 
supported using extensions, including design by 
contract and logic programming. Python 
uses dynamic typing and a combination of reference 
countinG and a cycle-detecting garbage 
collector for memory management. An important 
feature of Python is dynamic name resolution (late 
binding), which binds method and variable names 
during program execution. The design of Python 
offers only limited support for functional 
programming in the Lisp tradition. The language has 

map(), reduce() and filter() 
functions; comprehensions for lists, dictionaries, and 
sets; as well as generator expressions. The standard 
library has two modules (itertools and functools) that 
implement functional tools borrowed 
from Haskell and Standard ML. 
 
V. WORKING OF THE SYSTEM 
 
As shown in figure 1, the user is having an RFID tag 
assigned to him/her. These tags will be read by the 
RFID reader when the user logins into the system. 
Based on the tag number, the RFID reader will send 
command signals to the Arduino Mega. The Arduino 
Mega (ATmega2560) is programmed to serially 
receive the current tag number. Python scripting 
language is used to obtain the tag number from 
Arduino and determine whether the current tag is 
valid or not. 
If the tag is valid, the user is given access to the level 
1 documents, otherwise for the invalid tag the central 
e-mail server (CES) will send an e-mail to the central 
authentication server (CAS) indicating that an 
unauthorized access has been attempted. 
The backend database, as shown in figure 9, contains 
the user ID of the authorized users along with their 
tag numbers. The database is created in Excel which 
is password protected, as shown in figure 8, so that 
the stored data cannot be tampered with. Any 
required changes (such as the change of user ID, their 
corresponding tag number or the number of 
authorized users) has to be made by the authorized 
person handling the backend database. 
 
VI. RESULTS AND DISCUSSION 
 
Figure 5 shows the final implementation of our 
project. When the invalid tag is placed in front of the 
reader, the reader sends the tag number serially to the 
Arduino board. The central e-mail server (CES) then 
sends the mail as shown in figure 6, to the central 
authentication server (CAS) indicating unauthorized 
access. 
 

 
Figure 5: Final Implementation 
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For valid tags, the central e-mail server (CES) will 
send an e-mail to the authorized user as shown in 
figure 7, indicating that the access has been granted. 
This mail also contains the link to level 1 documents. 

 
Figure 6: E-Mail Showing Unauthorized Access Attempted 

 
Figure 7: E-Mail Showing Access Granted to the Authorized 

Person  
 

 
Figure 8: Password Protected Backend Database 

 
Figure 9: Contents of Backend Database 

 
CONCLUSION 
 
RFID based secure authentication has been 
implemented and the results have been incorporated 
in this paper. It is concluded that RFID as a stand-
alone security system provides a basic level of 
security. To enhance the level of security provided, 
RFID can be integrated with other stand-alone 
security systems like OTP and biometric 
authentication. The backend databases can also be 
implemented using software languages like SQL, 
JavaScript for further enhancement of security.   
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