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Abstract - The popularity and most widely growth of the social networking sites over the communication world. Using 
social Networking sites peoples are connected to each other in the world, usually they express their feelings, opinions, 
emotions which may include public or private talks. Popularity of the social networking sites cause major rise in offensive 
behavior, giving birth to one of the most critical problem called cyber-bullying and online Grooming. Number of the social 
networking users would have come across a worst e-day understanding. The victims of cyber-bullying, broadly being the 
youngsters, undergo deep scars which has led to suicidal attempts in many cases. Agenda for a Facebook Watchdog 
application pursuing the aim to detect and identify the above-mentioned threats to improve the situation. Threat indications 
are determined by image analysis, social media analysis, and text mining techniques in order to raise alertness about 
enduring attacks and to grant backing for further actions. 
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I. INTRODUCTION 
 
Nowadays, as the use of internet has increased, the 
Social Networking Sites such as Twitters, Facebook, 
Google+ etc. are major aspects in it. Social media is 
defined as the interactions among people in which 
they create, exchange and share information and ideas 
in networks and virtual communities. One of the 
popular and most famous social networks is 
Facebook with more than billions of active users 
daily using it. A multiple of examples exist which 
demonstrate that how Facebook affect our day to day 
life. Users can post information about themselves,  
tell people what they’ve been up to, making chats, 
show photos and play games using Facebook. There 
are many applications of Facebook that make users to 
get in closer contact with other users. Examples of 
such applications are ’RelationBook’ (which provides 
information to users which of their friends are 
currently single or not) or SpeedDate’ (which consist 
of chat functionality and facilitates the meeting of 
new contacts). 
 
Facebook also touches sensitive areas and most 
intimate. The App ’Bang With Friends offers the 
possibility to mark friends in order to show interest in 
sexual relationships. All these apps need the consent 
of all persons which are participating but highlight 
that Facebook is most widely used and provides 
platform to establishing any form of relationships. 
Adults are able to draw the line and are more aware 
of the danger social networks bring long. By contrast, 
children or teenagers often have wrong threat 
perception and are often curious to explore the fields 
which are new without the ability to weigh up 
potential risks. Traditional threats of cyber or attacks 
have communication infrastructure and targeted 
information that mostly result in economic loss. 
Generally, launching these attacks needs an 

intelligent skill level. The speedy growth of social 
media is giving rise to new types of threats that 
spread over from the cyber world into real-life.  
 
A study [1] has shown that 78% of German teenagers 
between 12 and 17 years regularly use Facebook. So, 
it is no big issue that interpersonal communication for 
substantial amount of adolescence is being online and 
thereby strongly influences their improvement. 
 

 Cyberbulling Attack: 
Cyberbullying is an attack depends on 

threatening, deliberately insulting, embarrassing or 
harassing people via mobile phones or on the internet 
through social networking websites, emails and 
instant messaging application. Studies show that this 
attack frequently experienced by adolescents. It 
happens that the victim and perpetrator know each 
other in real life in most cases. Cyber bullying is not 
taken place by face to face and even people don’t 
know the identity of the individual targeting them, 
but cyber bullying is no distinct from any other forms 
of bullying;  the impact is no less devastating and the 
behaviour is the similar. As insults, misinformation 
and rumours can be quickly disseminated to a large 
number of audience, Cyberbullying is deliberately 
painful for victims in social networks. It is more or 
less impossible to delete it once published, private 
information is spread. because of the digital media in 
pervasiveness. Though it is possible to remove the 
given information, it still resides and remain in the 
minds of readers. Cyberbullying attacks can happen 
at any point in time and typically last for long period 
of time [2]. Thus, victims can't even feel secure and 
protected in their own house. 
 
The consequences of mental or physical abuse for 
adolescents are dramatic and include depression, 
social isolation and attempts to suicide. Cyber 
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bullying can carried out at anywhere, anytime that 
young people and children have the use of 
technology. Techniques used by perpetrators through 
beside slanderous text messages, comments or posts, 
video and photo functions in social networks are 
utilized for cyberbullying attacks. Therefore, 
compromising videos and images with violent or 
sexual content, like Sexting or Happy Slapping, can 
be shared. 
 

 Online Grooming: 
 Online grooming attacks is an adult who 
approaches children online with the goal of 
performing sexual activities which includes sexual 
conversation, undressing in front of a webcam and 
finally a physical meeting for sexual harassment 
and/or abuse. In many circumstances, grooming 
online is faster and anonymous and results in trusting 
by below young person i.e. children's social media's  
‘friend’ which is online more faster than someone 
they had just met directly ‘face to face’. Those intent 
on sexually irritating and harming children can 
simply get information about them and they are able 
to hide their original identity, gender and age. 
Groomer might attempt to gain trust by using their 
profile pictures which is fake, pretending to have 
same interests, offering gifts and saying nice things to 
the child. This is a process used by people with a 
sexual interest in children to attempt to engage them 
in the acts of sexual either over the online or 
physically offline. The similarities between the initial 
process of building online relationships and online 
grooming process can mean that some victimization 
is going unnoticed as many victims don’t realize 
they’re being ‘groomed’ It is easy for ‘groomers’ to 
find child victims online [ 3]. They typically use the 
chat rooms which are concentrated around young 
people’s interests. Many give a wrong physical 
description of themselves which may bear no 
similarity to their real natural behavior – some 
individual send photos of other people and  
pretending that it is them and so on.  
 
By looking from end to end personal websites such as 
social networking sites, groomers may also seek out 
potential victims. There is problem about the security 
of children from online sexual predators have been 
famous in political and debates of media in recent 
times. We can use [4][5] paper for sexual solicitation 
of children by using Internet, which is nothing but 
know as ‘online grooming’. The intention of this 
issue is to ‘procure’ a child to engage in sexual 
activity either online or physically offline. The 
preparation online communications that are develop 
to make children more amenable to sexual relation. 
Groomers may go to a social websites used by young 
persons and drama to be one of them. They might 
attempt to gain trust by using fake ID or display 
pictures, showing  similar  kind of interests, offering 
gifts and saying nice things to the child. 

II. LITERATURE SURVEY 
 
Paridhi Singhal and Ashish Bansal [6] proposed 
survey on the cyberbullying scenario and various 
types available for the prevention and detection of 
cyber harassment. Their concept depends upon the 
analysis of text, the data which is posted or written 
formatted text content by any user is  first processed 
and then after, evaluates the roles of user, is it really a 
bully? or a  victim? and then gives help by the user 
using data mining strategy. This method is able to 
evaluate the problem of accounts which is fake or 
invalid and also cyberbullying will be restricted to a 
limit as account of users will be straightly connected 
to their own or real identity. 
 
Charles E. Notar , Sharon Padgett, Jessica Roden [7] 
working is based on the study of various aspect for 
the research also defines that cyberbullying is also an 
extension of real-world bullying with some youth 
individual, such as bully-victims, being probably at 
risk. Not only it is appealing to think that harder 
prescription and stricter retribution but also will have 
an effect on rates of cyberbullying, it may be more 
important to work holistically with the inter 
connection of relation in the peer group and at school 
in order to implement heightened awareness of the 
consequences of cyberbullying as well as empathy 
behind those who are affected badly. 
 
Aleksandra Kuczerawy el al [8] proposed study in 
their system determine and their default state and 
privacy settings in Social Networking Sites (SNS) 
from the right point of view. The determination of 
analysis will be performed on the example of 
Facebook as one of the most famous, controversial-
SNS and one of the most active providers 
simultaneously amending its privacy settings. Their 
working will first present the notion of privacy 
settings and will elaborate how they can involve to 
protecting the privacy of the user. Further on, they 
will converse the general concerns elaborate by users 
and data safety authorities universal with look upon 
to the changes of Facebook’s privacy settings 
proposed in February 2010. Attention will be put on 
the operation of the fairness standard in SNS. This 
standard defines that a individual is not exceedingly 
pressured into providing his data to a controller of 
data, and on the other hand that the processing of 
personal data is apparent for the data topic or 
particular subject. 
 
Dinakar, K., Jones, B., Havasi, C., Lieberman, H., 
and Picard, R. [9] defined an approach for bullying 
discovery based on state-of-the-art processing of 
natural language and a facts base common sense, 
which permits identification in excess of a broad 
range of topics in daily life. Due to the author, 
analyze a more slight range of particular topic issue 
related with bullying, and build BullySpace, a 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-12, Dec.-2015 

Protective Shield For Social Networks To Defend Cyber bullying And Online Grooming Attacks 
 

74 

common sense knowledge base that encodes specific 
information about bullying situations or incidents. 
Then perform joint reasoning with common sense 
knowledge about a wide range of everyday life 
topics. They analyze messages using our novel 
AnalogySpace common sense reasoning technique. 
They also get into the account of social network 
analysis and other factors. This system evaluates the 
model on real-world instances that have been 
implemented by users on Form spring, a social 
networking website that is famous with youngsters. 
 
Vinita Nahar , Xue Li , Chaoyi Pang [10] defines an 
approach for detection of cyberbullying and the most 
active predators and victims identification. To 
provide advanced feature, the classification 
performance of this system required a weighted 
TFIDF function, in which bullying-like properties 
and features are scaled. The total outcomes is gather 
and resulted using weighted TFIDF outperformed 
other types of method. This acquired and generate 
their idea to scale-up inductive words within the 
published posts which is harmful and poses damage. 
Therefore, dynamically changing strategies are 
needed to be develop to carry emerging violated, 
harmful and abusive words from the streaming text. 
To advanced the classifier’s training in the absence of 
a necessarily required number of positive examples, 
exceed or oversampling of positive posts is used.  
 
NaliniPriya. G and Asswini. M [11] proposed work 
Detection of cyber-bullying has also been a 
challenging issue for the researchers. A few 
automated procedure have been developed which 
mainly depend on textual characteristics. This job 
aims to invent the detection of cyberbullying by 
implementing a real-time application combining user 
based textual characteristics along with the social 
networking features such as number of contacts in the 
friend’s list, number of circles, linking with the 
friends. The stop word elimination technique is 
engaged in the process of recognition of insulting 
words. The insulting words list can be found in the 
list of rejection. An capable age categorization is 
performed as the first step in the social arrangement 
analysis module. The users are necessary to submit a 
government official valid age evidence as a 
compulsory resource to make a profile in the social 
network. In this proposed work combines the 
potential of both the social networking features as 
well as the  for the prevention and detection of cyber-
bullying attack. Using this system cannot determine 
Human actions analysis and the analysis of image is 
the solution stage in acquiring accuracy in the 
discovery of cyber-bullying in the near future. 
 
Zhaoquan Yuan el al. [12] proposed framework, they 
design a novel RGDBN model and apply it in the link 
analysis tasks. Their analysis confirmed that the 
feature learning process preserves sufficient 

information to capture the interactions between 
heterogeneous as well as homogeneous data. They 
demonstrate that the learned latent feature is more 
representative to embed the linked media content, and 
more effective to generate the observed links, which 
outperforms non-feature learning methods in user 
recommendation and image annotation tasks. 
Meanwhile, this system design a multimodal deep 
learning to lambda rank model for image retrieval 
within the latent feature learning framework, and the 
investigational results validate the usefulness of their 
proposed structure. Using this framework increases 
the complexity of system. 
 
In their paper, Takko Hashimotoel al.[13] presented a 
framework for language independent social media 
analysis platform to detect international reactions on 
global topics. Their framework targets various 
countries’ social media and extracts keywords from 
messages written by different languages. The 
framework translates keywords from a local language 
to English. Their framework is based on keywords 
and can extract topics from keywords using data 
mining technique. Therefore, once keywords are 
elaborated, it can be language-independent. Such an 
English uniform frame would offer more 
effectiveness and speed to detect the reactions on the 
topics, compared with the differentiated translation 
systems. It is very difficult to overcome the language 
dependency’. 
 
Marco Vanetti, ElisabettaBinaghi, Elena Ferrari, 
Barbara Carminati, Moreno Carullo[14] proposed one 
elementary concern in today which is nothing but 
Online Social Networks (OSNs) is to give users the 
ability to manage the messages published on their 
own private space to avoid that unwanted content is 
displayed. Up to now OSNs supply modest support to 
this requirement. To fill the gap, they proposed a 
system permitting OSN users to have a direct control 
on the messages published on their walls. This is 
acquired while using through a flexible rule-based 
system, that grants users to customize the filtering 
section to be applied to their walls, and a Machine 
Learning based soft classifier automatically 
broadcasting messages of content-based filtering in 
support. Due to their point of view, system detecting 
the abusive message and block the particular post this 
can be done with the help of filtering and machine 
language rules. The main drawback of this system is 
user will be post the continuously abusive message to 
victim. 

 
III. PROPOSED SYSTEM 
 
In the proposed system we can overcome the 
problems of existing system. The existing system [15] 
[16] can only detect the attack like Cyberbullying, 
online grooming etc. but we introduced our proposed 
system as the Defensive mechanism acts on it, and 
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perform action to prevent system from external 
attacks. Our system can defend victim from offender 
and done automatic handling of attack while in the 
previous system, the manual action should be taken 
for handling attacks. 
 
The following fig. 1 shows framework model is used 
in this proposed system is Abuse image detection and 
Abuse text detection. 
 

 
Fig. 1 Framework for the implementation of detection & 

Provide Security. 
 

 ABUSIVE TEXT DETECTION: 
The amount of positive and negative reaction 

combined with sentiment analysis through different 
text mining modules by using Abusive Text 
Detection.  

 Preprocessing: 
Using Preprocessing technique we make 

input text more consistent using techniques such as 
stop word removal and stemming. In preprocessing 
system removing meaningless word. The feature 
extraction is one of the most important subtasks in 
abusive text classification. In our approach, Each text 
message is represented as a feature vector composed 
of binary attributes for each word that occurs in that 
message Let {w1,…,wm} be a predefined set of m 
features (vocabulary of words)that can appear in a 
message. Let ni(d) be the number of times wi occurs 
in a message d. Then each messaged is represented by 
the message vector d:=(n1(d), n2(d),…,nm(d)). If a 
word present in the vocabulary appears in a given text 
message, its corresponding attribute is set i.e. 1, else 
it is set to 0.   The representation of text as a feature 
vector is required for training the classifier, By using 
machine learning algorithms. 

 Bag of Word(BoW): 
Bag of Words (BoW) model is commonly used 

model in Natural Language Processing. The creation 
of vocabulary of words which is in our approach 
indicates the vocabulary or the collection of abusive 
words is the primary stage of this model. In BoW 
model, each word is associated with a count of 
occurrences[17]. The BoW approach disregards 
grammar and detects offensive sentences by checking 
whether or not they contain abusive or offensive 
words. 

 Classifire 
 By using  multivariate Bernoulli Naive 

bayes model  in which the features are not dependent 
on  Booleans (binary variables) describing inputs. 
Binary term occurrence features are used rather than 
term frequencies. If is a Boolean expressing the 
occurrence or absence of the i'th term from the 
abusive words vocabulary, then the likelihood of a 
textual message belongs to an abusive class C is 
given by 

 
)=

 
Where p(wi|C) is the probability of class C 

generating the term. Bernoulli’s naïve bayes, 
explicitly perform modelling of the absence of terms.  

 
 ABUSIVE IMAGE DETECTION: 

It includes the detection of abusive – nude or 
pornographic image. As a growing number of people 
specially the minors, are prone to pornographic 
images, it is necessary to prevent access to these 
kinds of contents. 

 
Fig 2. Abuse Image Detection 

 
The detection and description of a interested points 
are detected by using LBP(Local Binary Pattern).LBP 
is a powerful  feature for texture classification. 
The extraction features using LBP is assigned or 
mapped to the existing virtual word in virtual 
vocabulary. BOW model(Bag of Word model) can be 
applied to the image classification. The virtual 
vocabulary generated using k-means algorithm and 
image can be represented by the Histogram of related 
virtual word  an image. The Histogram is act as a 
graphical representation of the tonal distribution in a 
digital image. It assign the number of pixels for each 
tonal value. The horizontal axis of graph represented 
the tonal variation and vertical axis represents 
number of pixel in that tone. In the classifier, the 
analyze data recognize pattern used for classification. 
Finally, classifier classify the image abuse or not. 
 

 FEATURE EXTRACTION 
An LBP code is measured by comparing a 

pixel of an image with its neighboring pixels [18, 19], 
where gc denotes the gray level value of the center 
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pixels of the center, P is the total number of 
neighboring pixels and R is the radius of the 
neighborhood. Let us consider an image of size I*J. 
LBP pattern is computed for each pixel of an image 
and a histogram is developed to represent the face 
texture [19][20]. 
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 VIRTUAL VOCABULARY: 
BoW (Bag of visual word) model is a 

histogram representation based on independent 
features. It is applied to image classification as Bag of 
visual word (BoVW) model. For feature detection, 
each image is represented by several local patches. 
Numerical vectors which are generated by the feature 
representation methods to represent the patches. They 
are called as feature descriptors. After this 
processing, now each image is a collection of vectors 
of the same dimension where the order of different 
vectors is of no importance. Final step for the BoVW 
model is to map vector represented by patches to 
visual words which belongs to visual vocabulary 
(visual word dictionary). The number of visual words 
represents the visual vocabulary size. Visual 
vocabulary has many visual words where a visual 
word can be considered as a representative of several 
similar image patches. Thus, each patch in an image 
is mapped to a certain visual word through the 
clustering process (K-means) and the image can be 
represented by the histogram of the related visual 
words of an image [21]. Finally, a classifier classify 
the image as abusive or not. 

 
 CLASSIFIRE: 

 Support vector machines (SVM) are 
supervised learning models with associated learning 
algorithms that analyze data and recognize image 
patterns. Given a set of training images to the 
classifier, each image marked as belonging to abusive 
class by the classifier if given image contain abusive 
or pornographic contents. SVM training algorithm 
builds a model that assigns new image into the 
abusive class or categories by applying the learned 
rules to identify the abusive image. Support Vector 
Machines are based on the concept of decision planes 
that define decision boundaries. A decision plane 
separates set of objects having memberships of 
different classes 

 
 WatchDog System: 
The Results of image and text analysis is sent to 

the Boolean system. The results of the image and text 
analysis are converted to binary 1 or 0 values and this 
result processed by the Boolean system for finally 
determining the contents are bullying or not. Boolean 
system signals true for at least any of either image or 
text analysis results as true. In summary, this 
automated system can identify the abusive image in 

messages by the combined approach of bag of visual 
word (BoVW) model, local binary pattern (LBP) and 
SVM classifier.  

 
CONCLUSION AND FUTURE WORK: 
 

 FUTURE WORK: 
 Our aim toward future is to implement this 
application not only for Facebook but also to the 
other social networking sites i.e. Twitter, MySpace, 
LinkedIn, Google Plus, Xing, Ibibo and much more. 
Also we will use Video processing for finding 
abusive data from that video on Social site is become 
the extra enhancement in the existing application. By 
avoiding such type of abusive video the Facebook 
Watchdog app will aiming at protecting adolescents 
against bullying and grooming attacks. Neither only 
using for Image and Text messaging, Cyberbullying 
by using video and audio contents can also provoke 
the victims to go ahead for some serious life 
threatening decision becomes attempt in suicide also. 
Victims can be harassed by any kind of scary, horror 
or violent audios or videos. As the future point of 
view, we can develop detection of cyber bullying 
techniques for video and audio messages processing. 
In the text analysis also we can involve context 
related knowledge or sentiment to determine the 
detection of bullying text data. 
 

 CONCLUSION:  
 Up till now, a very minor development has 
been formed which detect the activities of 
cyberbullying by analyzing the combination of both 
image and text data. As a detection mechanism, only 
the text analysis has gained the majority. We have 
defined the system which is automated and find out 
the abusive kinds of text and images content. Our 
system diagnosis the abusive image using bag of 
Visual word concept and Local Binary Pattern (LBP), 
whereas text analysis is performed using Bag of 
Word model. We are using a Watchdog system to 
detect the presence of bullying and grooming content 
information by implementing both text and image 
analysis results. Our Proposed intension for analysis 
of incoming messages in the form of text or image on 
the social networking sites is capable for the 
cyberbullying and grooming detection. 
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