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Abstract- Internet of Things (IOT) has provided a promising platform to build powerful vehicular networking systems by 
leveraging the growing ubiquity of wireless, mobile, and sensor devices. The communication between vehicles and their 
internal and external environments can be provided by various wireless connectivities. Such a vehicular networking solution 
is expected to be the next frontier for automotive revolution and the key to evolution for the next generation intelligent 
vehicular systems (IVSs). In this paper, we focus on potential challenges and solution for vehicular connectivity using 
wireless technology. In particular, we discuss the challenges and review the state-of-the-art wireless solutions to connect 
vehicle to sensor, to vehicle, to Internet, and to road infrastructure.   
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I. INTRODUCTION 
 
Automobiles have evolved continuously from the day 
they were invented. The users anticipate new 
technologies to be embedded in their vehicles for 
better performance. With rapid growth and 
development in information and communication 
technology, connecting automobiles with wireless 
solution is expected to be the next frontier for 
automobile revolution. Vehicular networking will 
make way for various applications for smart 
transportation, eco-friendly transportation, road safety 
(collision detection and avoidance, cooperative 
driving) and in-vehicle internet access. The market 
for intelligent vehicular systems (IVS) is booming. 
Many automotive companies and universities are 
exploring various paths to design an efficient IVS. 
The reasons for the wireless solutions to vehicular 
networking are for road safety, environment 
protection and user’s demand to access internet on the 
go. The incidence of accidental deaths has shown an 
increasing trend. A total of 3,94,982 accidental deaths 
were reported in the country (INDIA) during 2012 
(4,098 more than such deaths reported in 2011) 
showing an increase of 1.0% as compared to 2011 
[1]. Growing urbanization yields an increasing 
population of vehicles in large cities, which is 
responsible for traffic congestion and the 
consequences in terms of huge economic cost and 
environmental problems. The country loses  
Rs 60,000 crore a year due to congestion (including 
fuel wastage), slow speed of freight vehicles and 
waiting time at toll plazas and checking points, a 
study on operational efficiencies of freight 
transportation by roads has claimed [2]. These days 
user want to access the internet in the vehicle while 
they are on a move with the same connectivity as they 
have at their houses and workplace. Connecting 
vehicles to internet can not only meet the mobile data 
demand but also for safety and congestion control in 
which servers can be in internet cloud. 
Vehicular networking can refer to wireless 
connection between automobiles internal 
communication (vehicle to sensor) and external  

 
communication (vehicle to vehicle, to internet, to 
road). This vehicular networking is expected to be the 
building blocks of IVS, mobile communication 
system which gathers, shares, processes signals 
(information). The development of such IVS requires 
versatile emerging technologies. In this paper we 
focus on wireless technologies and present an 
overview on the same. The advantages, disadvantages 
and challenges are discussed to demonstrate its 
feasibility.  
This paper is organized as follows. Section 2 presents 
the challenges and existing/potential solutions to 
intra-vehicle connectivity. Section 3 focuses on 
Vehicle to Internet connectivity solutions. The inter-
vehicle connectivity solutions are presented in 
Section 4 and Vehicle to Road connectivity is 
presented in Section 5, respectively. Section 6 
discusses further challenges and provides conclusion. 
 

 
 
II. INTRA-VEHICLE CONNECTIVITY 
(VEHICLE TO SENSOR)  
 
Daimler, General Motors, Honda, Hyundai, Toyota 
and Volkswagen have joined Nokia, Samsung and 
others as founder members of the Car Connectivity 
Consortium are aiming to develop common standards 
for connectivity between handsets and vehicles [5]. 
Modern vehicles are equipped with sensors to detect 
road conditions, vehicle parameters like coolant level, 
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tyre pressure etc., driver’s condition and advanced 
sensors for autonomous control. For intra-vehicle 
wired connection, many cable connections are 
required from sensors to Electrical Control Unit 
(ECU) where the sensors report event-driven or time-
driven messages to ECU. But now-a-days cables add 
significant weight to the weight of the vehicle [3]. 
Recent advances in wireless sensor communication 
and networking has paved way for an interesting 
alternative, where ECU and sensor are of the same 
network. There exist multiple wireless technologies 
to build intra-vehicle wireless sensor networks, and 
the feasibility of different wireless options to in-
vehicle environments has been a research focus. 
 
Characteristics of WSN: 

1. The network topology doesn’t change since all 
the sensors are stationary. 

2. The network is a star topology since sensors 
require one hop to reach ECU. 

 
Challenges: 

1. The intra-vehicle communication environment 
is difficult due to severe scattering of sensors in 
a very limited space and often non-line-of-sight. 

2. To satisfy requirement of real-time intra-vehicle 
control system, data transmission requires low 
latency and high reliability. 

3. Security: to protect the in-vehicle network and 
control system from malicious attacks.[4] 

 
Alternatives: 
Bluetooth:Bluetooth is a wireless technology based 
on IEEE 802.15.1 standard for exchanging data over 
short distances operating in ISM frequency band of 
2.4GHz. A master Bluetooth device can communicate 
with a maximum of seven devices [6]. The Bluetooth 
devices are common in current automobiles, such as 
the Bluetooth headset and rear view mirror. It allows 
the communication between portable devices at a data 
rate up to 3 Mbps [7]. 
 
ZigBee:ZigBee is a specification for a suite of high-
level communication protocols used to create 
personal area networks built from small, low-power 
digital radios. ZigBee is based on IEEE 802.15.4 
standards and operates on ISM radio spectrum, 
2.4 GHz in most jurisdictions worldwide; 784 MHz 
in China, 868 MHz in Europe and 915 MHz in the 
USA and Australia. Data rates vary from 20 kbps 
(868 MHz band) to 250 kbps (2.4 GHz band) [7]. 

However, the challenge of implementing ZigBee 
sensors is to combat the engine noise and interference 
from Bluetooth devices [8]. 
 
Ultra wide band (UWB): UWB is a radio technology 
which may be used at a very low energy level for 
short-range, high-bandwidth communications using a 
large portion of the radio spectrum. UWB operated in 
3.1-10.6 GHz frequency band i.e., it has 7.5GHz 
bandwidth. UWB can support short rate 
communications at a data rate up to 480Mbps [3]. 
The advantage of UWB systems are resistance to 
wireless fading and shadowing, high time domain 
resolution for tracking and localization application 
and low cost [9]. 
 
60 GHz Millimetre Wave: Communications at 60 GHz 
band, often referred to as millimetre-wave (mmWave) 
communications, give another way for building intra-
vehicle connectivity. Operating in the frequency band 
between 57 and 64 GHz mmWave communications can 
support multi-Gbps wireless connections in a short range 
for bandwidth-intensive multimedia applications [10]. 
There has been increasing research interest in applying 
mmWave communication technology to multimedia 
transmission in the intra-vehicle environment, such as 
high definition video transmission for seat-monitor in the 
vehicle. The disadvantage of mmWave is that the 
propagation loss becomes more serious in 60 GHz 
frequency band. 
 
Near field communication (NFC): NFC is the set of 
protocols that enables smartphones and other devices to 
establish radio communication with each other by 
touching the devices together or bringing them into 
proximity to a distance of typically 10 cm (3.9 in) or less. 
NFC and Bluetooth are both short-range communication 
technologies. NFC operates at slower speeds than 
Bluetooth, but consumes far less power and doesn't 
require pairing [11].NFC sets up more quickly than 
standard Bluetooth, but has a lower transfer rate than 
Bluetooth low energy. With NFC, instead of performing 
manual configurations to identify devices, the connection 
between two NFC devices is automatically established in 
less than a tenth of a second. The maximum data transfer 
rate of NFC (424 kbps) is slower than that of Bluetooth 
V2.1 (2.1 Mbps). With a maximum working distance of 
less than 10 cm, NFC has a shorter range, which reduces 
the likelihood of unwanted interception. Hyundai i30 uses 
NFC to lock and unlock the vehicle and also connect 
mobile phone to the car [12]. 
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III. VEHICLE TO INTERNET CONNECTIVITY 
 
Internet connectivity is becoming an essential and 
must have feature of modern vehicles. Wireless 
access technologies to internet play a major role in 
providing internet services to vehicle users. The two 
promising solutions are Cellular and Wi-Fi. The 
cellular networks such as 3G and 4G-LTE, can 
provide reliable and omnipresent access services. The 
roadside Wi-Fi access points can be used for outdoor 
Internet access at vehicular mobility. 
The Existing solutions to connect vehicles to the 
Internet through widely deployed cellular network 
infrastructure, and can be divided into two categories, 
i.e., brought-in and built-in. 
Brought-in connectivity: The brought-in option caters 
to 3G/4G mobile users who prefer tethering their own 
smart phone to the car. The most popular tethering 
technology, namely Mirror Link [18] is powered by 
car connectivity consortium (CCC). Using Mirror 
Link, the motorist/passengers in a vehicle can connect 
the phone to the vehicle infotainment system via 
wires (e.g., USB) or wirelessly (e.g., Wi-Fi or 
Bluetooth), so that the vehicle gains immediate access 
to the Internet and some duplicate functions of smart 
phones. Mirror Link-enabled vehicle infotainment 
systems are already in the market, such as Toyota 
Touch 2 [14]. NFC can also be used to connect 
mobile phone to the vehicle to access internet. In 
Hyundai i30, once inside the car, the driver then 
places their NFC phone in the centre console, 
enabling the phone to be linked to the i30’s central 7-
inch touch screen. All the content stored on the 
phone, including music, phone contacts, radio station 
preferences, individual profile settings and internet 
access is given to the vehicle [12]. BMW Car Hotspot 
LTE device is an NFC accessory consumers can use 
to access fast internet on the road. The device allows 
up to eight users to automatically connect to the 
vehicle’s Wi-Fi hub by tapping their NFC phone onto 
the LTE logo of the hotspot [13]. For iPhone users, 
especially, Apple recently released CarPlay [15] as a 
standard of connecting iPhone to cars. Tata zest uses 
Harman’s Connect Next as infotainment system [20] 
which is loaded with features like touch screen 
control for music, temperature and voice controlled 
action. 
 
Built-in connectivity: Built-in option integrates 
cellular service in the on-board infotainment system. 
The Internet connection relies on the built-in cellular 
module, rather than smart phones of 
motorist/passengers. Through built-in cellular 
communications, BMW Connected Drive [16] 
combines various online applications, driver 
assistance, call centre services, and solutions to 
provide Internet connection for mobile devices inside 
the vehicle. Audi connect [17] is another example of 
built-in solution. Chevrolet also developed the built-
in solution for their cars which is the first and only 

car company to have built-in 4G LTE Wi-Fi to their 
cars [19]. Built-in options could provide 
motorist/passengers with stronger connections and 
customized services compared to brought-in options. 
The limitation is that the cellular connectivity cannot 
evolve once it is embedded. The main advantage of 
built-in systems is that they do not rely on external 
devices, eliminating compatibility or interoperability 
issues that can often be problematic when bringing 
devices into the car. 
 

 
 
Drive-Thru Internet: The Drive-thru Internet project 
investigates the usability of IEEE 802.11 technology 
for providing network access to mobile users in 
moving vehicles. The idea of Drive-thru Internet is to 
provide hot spots along the road -- within a city, on a 
highway, or even on high-speed freeways such as 
autobahns. With millions of hotspots deployed all 
over the world, Wi-Fi can be a complementary 
solution to vehicular Internet access with low cost. 
Recent research has demonstrated the feasibility of 
Wi-Fi for outdoor Internet access at vehicular 
mobility [46]. The built-in Wi-Fi radio or Wi-Fi-
enabled mobile devices in the vehicle can access the 
Internet when the vehicle is moving in the coverage 
of Wi-Fi hotspots, which is often referred to as the 
drive-thru Internet [47], This kind of Wi-Fi access is 
deployable to offer a low-cost data pipe for vehicle 
users, and recent advances in Pass point/Hotspot 2.0 
make Wi-Fi more competitive to provide secure 
connectivity and seamless roaming [48]. Moreover, 
with the increasing deployment of the urban-scale 
Wi-Fi network (e.g., Google Wi-Fi in the city of 
Mountain View), there would be a rapid growth in 
drive-thru Internet connectivity. 
 1) Characteristics and Challenges: IEEE 802.11 
(WLAN) technology today is mainly applied to 
stationary networks, e.g., wireless campuses and 
commercials hot spots, where stations can be mobile 
but are typically limited to a certain range that is 
defined by the coverage of a set of co-located access 
points. The use of unlicensed spectrum, the ease of 
deployment and the achievable throughput of up to 54 
Mbps (for IEEE 802.11a and 802.11g) are the main 
factors for an easy and cost-efficient deployment of 
WLAN technology. Unlike an indoor Wi-Fi network, 
which only serves stationary or slow-moving users, 
unique characteristics of drive-thru Internet impose 
many challenges on reliable and robust Internet 
access. First of all, high vehicle mobility yields a very 
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short connection time to the Wi-Fi AP, e.g., only 
several tens of seconds, which greatly limits the 
amount of data transferred in one connection. For 
example, the overall connectivity range to a roadside 
AP is around 500–600 m, corresponding to a 
connection time of 18–21 s for a vehicle moving at 
120 km/h [47]. Moreover, time spent in Wi-Fi 
association, authentication, and IP configuration 
before actual data transfer is not negligible. Second, 
V2I communications also suffer from high wireless 
loss due to the channel fading and 
shadowing[56].Third, the Wi-Fi protocol stack is not 
a specific design for a high mobility environment 
 
IV. INTER-VEHICLE CONNECTIVITY (VEHICLE  

TO VEHICLE) 
 
It is widely believed that the advances of inter-vehicle 
communications will reshape the future of road 
transportation systems, where inter-connected 
vehicles are no longer information isolated islands. 
Often, the car is also outfitted with special 
technologies that tap into the internet or wireless 
LAN and provide additional benefits to the driver. 
Examples include: automatic notification of crashes, 
notification of speeding and safety alerts. By means 
of inter-vehicle communications or V2V 
communications, information generated by the 
vehicle borne computer, control system, on-board 
sensors, or passengers can be effectively spread 
among Single hop systems which are useful for 
applications requiring short-range communications 
(e.g., lane merging, automatic cruise control) ,or to 
Multiple hop systems which are more complex than 
SIVCs but can also support-application that require 
long range communication(e.g. traffic monitoring) in 
a vehicular ad hoc network (VANET). IVC systems 
are completely infrastructure-less., a variety of active 
road safety applications (e.g., collision detection, lane 
changing warning, and cooperative merging) [52] and 
infotainment applications (e.g., interactive gaming, 
and file and other valuable information sharing) [22] 
are enabled by inter-vehicle wireless links. 
A. (i)Characteristics:  VANETs have attracted 
extensive research attentions for many years, and how 
to establish efficient and reliable wireless links 
between vehicles is a major research focus. VANET 
turns every participating car into a wireless router or 
node, allowing cars approximately 100 to 300 meters 
of each other to connect and, in turn, create a network 
with a wide range. As cars fall out of the signal range 
and drop out of the network, other cars can join in, 
connecting vehicles to one another so that a mobile 
Internet is created. The following are the important 
characteristics of VANET: Unlimited transmission 
power, High computational capability, highly 
dynamic topology, Predicable Mobility, Potentially 
large scale, Partitioned network, Network 
connectivity. 
 

A. (ii) Challenges: The most cumbersome challenge 
is to combat the harsh communication environment. 
In urban scenarios, the line-of sight (LOS) path of 
V2V communication is often blocked by buildings at 
intersections. While on a highway, the heavy vehicles 
on a communication path may introduce significant 
signal attenuation and packet loss [23]. Field tests in 
[24] demonstrate that multipath fading, shadowing, 
and Doppler effects due to high vehicle mobility and 
the complex urban environment will lead to severe 
wireless loss and with a large scale of vehicles 
transmitting simultaneously, the mutual interference 
plays an important role as well. Accurate modelling 
of the propagation environment is premier to design 
reliable V2V communication systems. It is 
noteworthy that there is a lack of unified channel 
model that can be applied for all scenarios (e.g. 
Urban, rural and highway), and the existing channel 
models, only for a specific scenario, have their own 
merits and deficiencies. . For example, the adoption 
of multiple antennas would enhance the 
communication reliability. From a network 
perspective, compared to typical low-velocity 
nomadic mobile communication systems, VANETs 
also present unique characteristics that have a 
significant impact on inter-vehicle connectivity. 
 Congestion and collision Control:Uneven traffic 

load in rural and urban areas divides network in 
many partitions.  

 Environmental Impact:VANET works on 
electromagnetic particles’ transmission. Due to 
improper infrastructure, it becomes difficult to 
process hurdle free transmission.  

 Security: As VANET provides the road safety 
applications which are life critical therefore 
security of these messages must be satisfied.  

  Infrastructure: few of the developing 
economies still lack the required infrastructure 
for development of Intelligent Transportation 
Network. 

 Due to high vehicle mobility and different 
movement trajectory of each vehicle the 
network topology changes very often and very 
fast.  

 Frequent network partitioning can occur, 
resulting in data flow disconnections due to the 
high dynamics of network topology and limited 
range of V2V communication, 

 Surrounding obstacles(e.g., 
buildingsandtrucks)canlead to an intermittent 
link to a mobile vehicle.  

A (iii)Advantages: In addition to the technical 
challenges, the following features can benefitinter-
vehicle communications: 
1) The vehicle mobility is map-restricted and can be 
predicted in a certain time interval to a certain degree; 
2) there is no power constraint on communications 
and each vehicle can have relatively powerful 
processing capability; and 3) with the aid of global 
positioning system (GPS), vehicles can locate 
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themselves with an error up to a few meters. The 
academia, industry, and government institutions have 
initiated numerous activities in the area of VANETs. 
An overview of the current and past major related 
projects in the USA, Japan, and Europe can be seen in 
[25]. The standards and standardization process of 
VANETs are given in [26] and [27]. There have been 
significant research efforts in the past decade for the 
development of VANETs, including comprehensive 
surveys(e.g.,[25]and[28]).Within the scope of this 
paper, we only review the options of wireless 
technology for enabling inter-vehicle 
communications. 
 
B. Dedicated short-range communications (DSRC):It 
is a key enabling wireless technology for both V2V 
and V2R communications. The U.S. Federal 
Communications Commission (FCC) has allocated 75 
MHz bandwidth at 5.9 GHz spectrum Band for 
DSRC. The European Telecommunications Standards 
Institute (ETSI) allocated 30 MHz of spectrum in the 
5.9 GHz band for ITS. The dedicated bandwidth is 
further divided into seven channels to support safety 
and non-safety services simultaneously. possible 
ways to establish DSRC in India is either by 3G/4G 
network or using Bluetooth, Wi-Fi etc. but 3G/4G 
network connectivity is not available in all parts of 
India due to spectrum problems so we have to 
consider Wi-Fi and Bluetooth technologies which are 
available everywhere .in order to use this we can use 
ANDROID devices as communication medium or 
base for DSRC. ANDROID devices or smart phones 
are easily available and widely used in India therefore 
we can use ANDROID device for DSRC between 
vehicles. The specifications of DSRC are in the IEEE 
Standard for Wireless Access in Vehicular 
Environments (WAVE), including the IEEE 802.11p 
for PHY and MAC layers and the IEEE 1609 family 
for upper layers. Many automotive and ICT 
manufacturers, academia, and governments have 
responded positively and are actively working in 
collaboration to bring this promising technology to 
fruition. There have been extensive research efforts 
from academia to characterize communication 
properties of DSRC [55], [29]–[33], and to enhance 
DSRC performance both in the PHY and MAC layers 
[34]–[69]. 1). 
 

 
 
C. Dynamic Spectrum Access: Standing for the 
opposite of the current static spectrum management 
policy, the term dynamic spectrum access has broad 
connotations that encompass various approaches to 

spectrum reform .Dynamic Spectrum Access (DSA) 
is necessary in order to allocate the available 
bandwidth in an efficient and effective manner .The 
legacy methods of assigning different fixed 
bandwidths to different system are not producing the 
full benefits of having dynamically shared 
bandwidths for different systems only as and when 
they need them. Dynamic spectrum access can help to 
minimize unused spectral bands or white spaces  In 
spite of the DSRC spectrum,V2Vcommunications 
still face the problem of spectrum scarcity due to the 
following reasons: 1) the ever-increasing 
infotainment applications, such as high quality video 
streaming, require a large amount of spectrum 
resource, and there by the QoS is difficult to satisfy 
merely by the dedicated bandwidth and 2)in urban 
environments, the spectrum scarcity is more severe 
due to high vehicle density.  Due to recent advances 
in cognitive radio, dynamic spectrum access (DSA)is 
becoming a possible complementary technology for 
DSRC. DSA allows vehicles to communicate 
opportunistically on spatially and/ or temporally 
vacant licensed spectrum for other communication 
systems [39]. The feasibility of using TV white space 
for V2V communications has been demonstrated in 
[38], [40], and [41] recently. TV white space refers to 
unused television spectrum between 54 and 698 
MHz, and provides superior propagation and building 
penetration compared to the DSRC frequency band 
[42]. It is noteworthy that the IEEE has standardized 
the IEEE 802.11af [43] and the IEEE 802.22 [44] 
based on DSA on TV white space for wireless local 
area network (WLAN) and wireless regional area 
network (WRAN), respectively. The first 
measurement campaign of V2V cognitive 
communication between two moving vehicles over 
TV white space is reported in [40],followed by 
[41]andwhere multi hop inter vehicle 
communications are considered. The implemented 
DSA system consists of three subsystems: 1) the two-
layer control channel subsystem; 2) the multihop data 
communication subsystem; and 3) the spectrum 
sensing and channel switching subsystem.  
Preliminary results from [40], [41] and [45] have 
demonstrated a great potential of DSA over TV white 
space to solve the expected spectrum shortage, e.g., to 
meet the communication need for a platoon of 
vehicles on a highway. This is the first step toward a 
heterogeneous spectrum for inter-vehicle  
 
V. VEHICLE TO ROAD CONNECTIVITY 
 
While today’s vehicles are already able to sense the 
surrounding environment, we expect that future cars 
will communicate with a roadside communication 
infrastructure and with each other.V2R connectivity 
is critical to avoid or mitigate the effects of road 
accidents, and to enable the efficient management of 
ITSs. For vehicle-to-infrastructure communications, 
the system architecture assumes access points with 
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IEEE 802.11p network interfaces to be set up at least 
in dedicated locations (such as road intersections), 
whereas the system is still able to deliver information 
even when no access point is available within the 
communication range of a vehicle. DSRC/WAVE is 
considered a key technology to enable connections 
between vehicles and ITS’s infrastructure, such as 
traffic lights, street signs, and roadside sensors.  
 
Visible light communication (VLC), transmitting data 
by using light-emitting diodes (LEDs), has also been 
proposed for road-to-vehicle ITSs applications, such 
as traffic light control at intersections [49]–[51]. As a 
key technology specified in the IEEE 802.15.7 
standard, VLC can support a data rate up to 96 Mb/s 
through fast modulation of LED light sources [52]. 
VLC is becoming an intriguing complement to DSRC 
for LOS communication scenarios. To combat out 
door optical noises, however, advanced receiver is 
required, such as high-speed camera [49], [50], which 
may incur a high implementation cost. Compared to 
the mature IEEE 802.11-based technology, VLC is 
still in the introductory phase and substantial efforts 
are needed before it can be widely deployed for short-
range ITSs applications. A complementary solution to 
the deployment of road-side access points consists of 
roadside wireless sensors. These devices represent a 
cost effective solution and allows creating wireless 
sensor networks (WSN), but are subject to energy and 
processing constraints. For battery-powered sensor 
nodes, IEEE 802.15.4 [5] is a well-established radio 
technology that permits embedded systems to 
function up to years on a simple pair of AA batteries. 
WSN islands could be rolled out along the road, such 
as on the road surface or at road boundaries (curves, 
tunnels and bridges), and even on a much wider scale. 
They can be used to measure physical data like 
temperature, humidity, light, or detect and track 
movements. 
 

 
 
CONCLUSION: 
 
In this paper, we have discussed briefly about the 
difficulties the Indian vehicular travellers face and we 
have discussed in depth of the state-of the-art wireless 
solutions for intra vehicle connectivity, inter vehicle 
connectivity which majorly relies on VANET and 
vehicle-to-internet connectivities. We have also 
discussed the potential challenges and identified the 
scope for future improvement/development. The 
biggest challenge for efficient and robust wireless 

connections is to combat the harsh communication 
environment inside and/or outside the vehicle. 
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