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Abstract- Wireless sensor network comprises of large number of homogeneous nodes with a common sensor node. Each 
node in the network broadcasts information that can be received by a node which is present within its transmission range. 
Though there exists numerous problems in a wireless network, existence of selfish nodes has become a common problem. 
Selfish nodes are those nodes that tries to utilize the network resources for its own profit but does not spend its own for other 
nodes in the network. In general communication between the source and the destination node takes place in a multiple hop 
manner where each node relays data packet to the other node. Thus communication gets highly disturbed if there is a selfish 
node in the network which leads to the disruption of the entire network function. Inorder to overcome the severe impacts of 
selfish node we have proposed an alternate and  efficient path finding algorithm that uses associativity based routing 
protocol. 
 
 
I. INTRODUCTION 
 
A Wireless Sensor Network (WSN) is a collection of 
nodes where each node is monitored by a node head. 
Each node is connected to a single or multiple sensor 
where it is specially functioned to detect 
environmental conditions such as  temperature, 
pressure, etc[17].In WSN  the nodes transmit packets 
to other nodes and they consume a lot of  bandwidth, 
memory space and battery  power[2][18].Selfish 
nodes are those  nodes that prevent the transferring of 
packets from one node to another and lead to data 
communication failure by selfishly using the network 
resources on its own and not sharing it with other 
nodes[19].This routing algorithm is used to reduce 
the hop count and increase the efficiency of data 
communication between the nodes[20].The basic idea 
is that when a packet is encountered by a selfish 
node, it frames and calculates  an alternate path 
having both lesser cost and hop count. By doing so it 
can avoid the consumtion of network resources by the 
selfish node. Additionally, the proposed algorithm 
demonstrates better results in the forwarding of 
packets and prolonging the network lifetime. 
 
II. COMPARISON OF VARIOUS ROUTING 
PROTOCOLS 

 

 
 
Among all the above protocols[4], ASSOCIATIVITY 
BASED ROUTING PROTOCOL is chosen as it 
forwards the data packets through highly stable routes 
that reduces the extent of flooding due to the 
reconfiguration of paths in the network because of the 
presence of SELFISH NODES.  
 
III. SELFISH NODE ATTACK IN WSN 
 
Selfish behavior of nodes can cause massive loss of 
packets as depicted in the following figure.Here when 
the packet arrives at the selfish node it leads to the 
discarding of packets.[9][10] When a node becomes 
selfish, the network doesn't appropriately work in 
instance of relocating data in wireless sensor 
network[12]. The nodes are not supportive in nature 
in case of relocating data because of selfish behavior. 
A selfish node utilizes the total network resources for 
its individual profit[11]. When these behavior 
happens among most of the nodes in the network, it 
may finally escort to disruption of network[1]. 
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These are the following 
consequences of the attack of the selfish nodes: 
 

 Source node keeps on waiting until it 
receives an acknowledgement. 

 As a result energy gets drained. 
 Again it’s the duty of the source node to find 

an alternate path. 
 
IV. OUTING (ABR) IN WSN 
 
It is a beacon based distributed on demand routing 
protocol each node maintains the beacon count 
corresponding to the neighbour nodes.[5]The link 
corresponding to a stable neighbour is a stable link 
and that of the unstable neighbour is an unstable 
link.[3] Initially the source node floods the route 
request packet to all its  neighbours. All the 
intermediate nodes forward the route request packet 
till it reaches the destination. The route request packet 
carries the path it has traversed and the beacon count 
for the corresponding nodes in the path.[6] The 
destination on receiving the first route request waits 
for a time period T(route select time) to receive 
multiple route request[15][16].After this time 
duration the destination selects the path that has the 
maximum proportion of stable links. If two routes are 
of the same proportion then the shortest of them is 
selected. If a link break occurs accidentally between 
any two intermediate nodes then the node closer to 
the source which detects the break, initiates a local 
route repair process in which this node locally 
broadcasts the route repair packet. This way the 
broken link is bypassed and a new path is established 
to reach the destination.                                                
 
V. ALTERNATE PATH FINDING USING 
ASSOSIATIVITY BASED ROUTING 
 
In a wireless sensor network every node continuously 
shares a packet called energy exchange  packet(EEP) 
with its neighbor to confirm its  presence at regular 
intervals[13][14]. The EEP contains the following 
parameters  
 

1. Energy level of the node 
2. Sequence number of the node 
3. Hop count. 

 
The sequence number is a unique ID assigned by the 
network manager of that network. Thus this active 
exchange of EEP helps us to have a knowledge about 
the stability of the route link between a particular 
node and its neighbour nodes. Now when a node 
i.e  say the source node wants to transfer data packet 
to another node within the network , initially it 
broadcasts a frame that is loaded with the data to be 
transmitted and the id of the destination node, a route 
tracker that contains the list of all nodes it has come 
across till it reaches the destination and also the hop 

count between the source and the destination, to all its 
active and stable neighbour nodes.Let us assume that 
it takes time period tp for a frame to travel from one 
node to another node in a network. So as soon as the 
source node broadcasts the frame it waits for a certain 
time t for an acknowledgement  from its neighbor 
nodes to whom it broadcasted the frame.[7] 
If t>tp…….for any particular node then that node is 
identified as the selfish node and the source node 
henceforth never uses that route to forward frames 
and thus prefers other routes that are stable and 
reliable[8]. 
 
VI. COMPARISON GRAPH 
 

 
 
CONCLUSION AND FUTURE WORK 
 
Thus in our paper a solution for a network  to 
function against  selfish node attack is given by 
finding an alternate and energy efficient path for the 
data transmission within the homogenous wireless 
sensor network.The future work is all about how to 
make the selfish nodes also to transfer data  
effectively. This can be implemented using Intrusion 
Detection System(IDS). 
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