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Abstract- Mobile Ad hoc Network (MANETs) have become immensely popular due its simplicity, low cost, ease of 
deployment and wide application area. Routing in ad hoc network has always been challenging due to absence of any fixed 
infrastructure and most of the routing protocols assuming a trust based environment. Due to the simplicity of ad hoc wireless 
networks and usage of trust based routing policies, attackers find it more convenient to join the network and disturb the routing 
operations in the network. Gray hole attack is one of the popular attacks against mobile ad hoc networks (MANETs) where a 
malicious node agrees to participate in route formation but later on denies data forwarding. In this paper, an attempt has been 
made to understand the sensitivity of two prominent Ad hoc routing protocols viz Ad hoc On-demand Distance Vector Routing 
(AODV) and Dynamic Source Routing (DSR) when exposed to Gray Hole Attack. 
 
Index Terms- AODV, DSR, Gray Hole Attack, MANETs, 
 
I. INTRODUCTION 
 
A mobile ad hoc network (MANETs) [1] is a 
collection of mobile nodes which are 
infrastructure-less network without wires. Each 
mobile node acts as a router and any no of mobile 
nodes may join and leave the network at any given 
time. Since there is no infrastructure the network is 
highly unpredictable and dynamic. These 
characteristics are very useful for the overall MANET 
but they introduce specific security flaws which are 
not present in traditional wired networks.  The major 
attacks against MANETs are based on routing 
protocol based attacks. In this paper, we discuss and 
analyze one of the routing attacks known as Gray hole 
Attack on two famous routing protocols AODV (Ad 
hoc On-Demand Distance Vector) routing protocol 
and DSR (Dynamic Source Routing)  protocols in 
MANETs. We simulate the gray hole attack in various 
scenarios and different mobility models (high mobility 
and low mobility). 
 
II. MANET VULNERABILITIES [6,7] 
 
The inherent property of being self-configuring 
network, wireless means of communication and 
dynamic topology makes MANETs a soft target for 
attackers to compromise the network and disrupt the 
smooth functioning in the network. Some of the 
challenges of MANETs are listed below:- 
A. Dynamic Topologies: Nodes are free to move 
arbitrarily; thus, the network topology may change 
randomly and unpredictably and primarily consists of 
bi-directional links. In some cases, where the 
transmission power of two nodes is different, a 
unidirectional link may exist. 
B. Wireless Links: MANETs are generally more prone 
to physical security threats than wire line networks. 
The increased possibility of eavesdropping, spoofing,  

 
and denial of services attacks should be carefully 
considered 
 
C. Cooperativeness: Most of the routing policies of 
MANETs assume cooperation from intermediate 
nodes and absence of malicious nodes in the network. 
This consideration is usually exploited by malicious 
attacker by making itself as a routing agent and 
thereby compromising with the routing procedure. 
D. Energy-constrained operation: Some or all the 
mobile nodes in a MANET may rely on batteries or 
other exhaustible means for their energy. For those 
nodes, the most important system design optimization 
criteria may be energy conservation. 
 
III. OVERVIEW OF AODV 
 
AODV (Ad hoc On-Demand Distance Vector) [3] 
routing protocol is a reactive protocol [5]. AODV 
determines the route to a destination only when a node 
want to send some packets. Routes are maintained as 
long as they are needed by the source. Routes which 
are not recently used in expired to help in maintenance 
of AODV routes and the neighbors can be notified 
about the broken routes. AODV also uses sequence 
numbers to ensure the freshness of routes.  
Routes are built in AODV using route request (RREQ) 
and Route Reply (RREP) query cycle. The source node 
which wants to communicate with a destination node 
broadcasts a route request (RREQ) packet across the 
network. The intermediate nodes which receive the 
RREQ packets will either forward (broadcast) the 
packet to other nodes if the packet is new, else it will 
discard if it has a similar packet or it will reply 
(unicast) with a RREP if it has a valid route to the 
destination or if it is the destination node. The RREP 
packet can be sent back to the source nodes as each 
node which forwards a RREQ packet has a route back 
to the source node. On receiving the RREP packet by 
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the source node, it may begin to forward data packets 
to the destination node. 
 
IV. OVERVIEW OF DSR 
 
DSR (Dynamic Source Routing) [3,4] is a reactive 
routing protocol (it forms a route on-demand) and is 
similar to AODV but it uses source routing instead of 
using routing table at each intermediate nodes. Each 
data packet sent on DSR carries in the header the 
complete, ordered list of nodes through which the 
packet will pass, avoiding the need for routing 
information to be updated in the intermediate nodes 
frequently. DSR mainly operates on two basic 
mechanisms that work together to allow the discovery 
and maintenance of source routes they are Route 
Discovery and Route Maintenance. 
Route discovery is initiated by the source transmitting 
a single broadcast Route Request packet, which when 
received by the intermediate nodes may either forward 
it has a local broadcast packet , appending its path 
information in the header or it may drop the packet if 
it is already in the header of the packet or if it has seen 
similar packet. The nodes may also send Route reply if 
they are the destination node to the source node, 
providing the accumulated route record from the 
Route request header. The source node on receiving 
the route reply packet, caches the route information in 
its route cache for use in sending subsequent packets 
to the destination node.  
 
V. OVERVIEW OF GRAY Hole ATTACK 
 
Gray hole attack [6,7,8] is basically a Packet Drop 
Attack, where the routing packets and control are 
forwarded by the Compromised or gray hole node, but 
the data packets are completely dropped. This attack is 
implemented by advertising false route thereby luring 
the legitimate nodes to establish a route through the 
malicious node. The malicious node after receiving a 
Route Request packet responds with Route reply and 
gives the false information that it is the shortest path to 
the destination node. This false advertising makes the 
source node feel that the correct route is through the 
gray hole node and hence forwards the packet via the 
gray hole node thus resulting in packet drop. Gray 
hole attack leads to various performance drop of the 
network. An effect of this attack is analyzed in this 
paper on two prominent routing protocols – AODV 
and DSR. 
 
VI. SIMULATION METHODOLOGY 
 
Simulation using NS-2(Network simulator version 

2.35) has been used in order to measure the 
performance of AODV and DSR under gray hole 
attack and varying mobility model (high mobility and 
low mobility) and different scenarios. It has been 
considered that there will be only one node acting as 
source and one node as destination in the entire 
network. The mobility pattern for nodes will follow 
Random waypoint model where each node is 
permitted to move randomly in its own desired 
direction and speed and independent of the movement 
of other nodes. Thus, this environment is realistic to 
practical scenario. Table1 summarizes all the 
simulation parameters. 

 
     Table 1 Simulation Parameters 

 
 
For simulation we have started by keeping the network 
mobility constant (either low or high mobility) and 
varied the percentage of threat nodes from 0 to 50% 
for each AODV and DSR protocols with the specified 
simulation parameters as given in Table 1. 
 
VII. RESULTS AND DISCUSSIONS 
 
A. Throughput 

 
Figure 1 
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Figure 1 Shows the Throughput VS % of Gray hole 
node graph for both the DSR and AODV protocol for a 
low mobility model (2 m/s). As we can see DSR 
performs slightly better than AODV. 
 

 
Figure 2 

 
Figure 2 shows us the graph for Throughput VS Gray 
hole nodes for a high mobility (20 m/s) model. In this 
case the performance of AODV and DSR varies as 
they both seem to perform better than the other at 
some percentage of Selfish node, But on average 
AODV seems to be better than DSR when the mobility 
model is high. 

B. Average Delay 

 
Figure 3 

 
Figure 3 shows the graph for the Average Delay Vs % 
of gray hole nodes for low mobility model (2m/s), we 
can say that the AODV performs better than DSR as 
the average delay is less for AODV. 
 

 
Figure 4 

 
Figure shows us the Average delay vs % of Gray hole 
nodes for high mobility (20 m/s) model. As we can see 

AODV performs better in this scenario. 
 
C. Routing Overhead 

 
Figure 5 

 
Figure 5 shows the graph for the Routing Overhead 
VS % of Gray hole Nodes for low mobility model (2 
m/s). 
 

 
Figure 6 

 
Figure 6 shows us the Routing Overhead vs % of Gray 
hole nodes for a high mobility (20 m/s) model. 
 
CONCLUSION 

A. Normalized Throughput 
DSR performs slightly better than AODV as the 
percentage of throughput decreases to only 25% in low 
mobility and in case of high mobility AODV performs 
better.  
 
B. Average Packet Delay 
AODV performs better for both the mobility models as 
DSR needs more time to find route when a link 
breakage take place. 

C. Routing Overhead  
For both the mobility models the routing overhead is 
less since more packets are dropped in the network due 
to presence of selfish nodes. For DSR the drop is less 
severely where as in case of AODV the routing 
overhead drops quickly. 

 
Therefore finally we can conclude that for Low 
mobility scenarios DSR can be preferred as the 
throughput is high and for High mobility scenarios 
AODV can be preferred. 
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