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Abstract- In this paper, we give basic requirement of watermarking in digital image and special reference is given to DWT. 
Since in the age of digital communication, almost communications are made using internet or other social media for instant 
and long distant conversations, so the content security and privacy have became the most important considerable factors. 
Watermarking provides the solution against content piracy and ownership disputes. Various methods and algorithms are 
developed for watermarking but DWT is better than others and more suitable to digital images. 
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I. INTRODUCTION 
 
The art/science of hiding message is known as 
steganography. Watermarking is an embedded image 
or logo inserted in the data content. Watermarking is 
used to add security features of banknotes, passports, 
postage stamps and other legal documents [10]. 
Similarly digital watermarking is the information 
embedded to content in the form of digital data to 
verify the digital signal’s authentic or the identity of 
the owner. Digital watermarking have wide range of 
application such as copyright protection [1], 
broadcast monitoring, source tracking, covert 
communication, bills security and authenticity 
identification. The desirable properties of an 
electronic watermark are indefectibility and accurate 
recovery of hidden message.  
Watermark should be: - (a) Indefectible by an 
attacker (b) Easily and securely detectable by their 
owner (c) Perceptually and statistically invisible (d) 
Resistant to lossy compression, filtering etc. 
 
II. DIGITAL IMAGE WATERMARKING 
 
There are two types of techniques of embedding any 
digital image: - (a) spatial domain techniques (b) 
transform domain techniques. Spatial domain 
techniques embeds the watermark by directly 
modifying the pixel values of the host image whereas 
transform domain techniques  convert the host image 
into frequency domain by transformation methods 
such as DWT, DCT or DFT[8].  
 
The transform domain coefficients are than altered by 
the watermark. Transform domain techniques are 
very robust against attacks with image compression 
and filtering because the watermark is applied 
throughout the image, not just operated on an 
individual pixel. Among the transform domain 
watermarking techniques, DWT based watermarking 
techniques are the best because of following 
advantages: - space frequency localization, multi 
resolution representation, best HVS modeling, linear 

complexity and adaptivity.  In color image 
watermarking algorithms both the luminance and 
chrominance component can be utilized for 
watermarking.    
Depending on uses/application some basic types of 
watermarking schemes are: - (a) visible: - helps in 
covert assertion (b) invisible: - helps in protecting 
copyrights (c) robust: - for copyright protection (d) 
fragile: - for data authentification.  
 
III. DISCRETE WAVELET TRANSFORM 
 
DWT is often applied on image processing and has 
been applied to such as noise reduction, edge 
detection and data compression. Based on sub-band 
coding, discrete wavelet transform is found to yield a 
fast computation of wavelet transform. Wavelets can 
be realized by iteration of filters with rescaling.  
 
Application of wavelets transform in image 
processing:  
(a) Excision of jammers from spread spectrum signals 
(b) Spread spectrum signals based on sub band 
transform bases  
(c) Use of these orthogonal codes for CDMA  
(d) Discrete multi-tone transceivers 
The resolution of the signal, which is a measure of 
the amount of detail information in the signal, is 
determined by up sampling and down sampling (sub 
sampling) operations. The Fourier transform retrieves 
only the global information content of a signal and 
the time information is lost. This is overcome by the 
short time Fourier transform (STFT) which calculates 
the Fourier transform of a windowed part of the 
signal and shifts the window over the signal. The 
STFT gives the time frequency content of a signal 
with a constant frequency and time resolution due to 
the fixed window length. This is usually not desired 
resolution. For low frequencies generally a good 
frequency resolution is required over a good time 
resolution. For high frequencies, the time resolution 
is more important.  A multi resolution analysis 
becomes possible only by using wavelet analysis.  
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The continuous wavelet transform is calculated 
analogous to the Fourier transform, by the 
convolution between the signal and analysis function, 
and retrieves the time-frequency content information 
with an improved resolution compared to STFT. 
However, the trigonometric analysis functions are 
replaced by a wavelet function.  
The specialty with wavelets is that the wavelet is a 
short oscillating function which contains both the 
analysis function and the window. Time information 
is obtained by shifting the wavelet over the signal. 
The frequencies are changed by contraction and 
dilatation of the wavelet function.  
In a two dimensional DWT, a single level 
decomposition on an image or signal generates four 
bands [3][6][4] of data, one corresponding to low 
pass band (LL) and  two others corresponding to mi 
frequency bands namely horizontal (HL), vertical 
(LH) and one corresponding to high pass band 
namely diagonal (HH). With single level wavelet 
decomposition, the area for embedding is maximized. 
 

 
Fig: - original host image 

    
  
 

 
Fig: - 1- level 2D DWT decomposition using filtering approach 

[9] 
 

 
Fig: - 1- Level DWT decomposition sub bands 

According to the character of HVS, human eyes are 
sensitive to the change of smooth district of image 
[4], but not sensitive to the tiny change of edge, 
profile and streak. Therefore, it’s hard to conscious 
that putting the watermarking signal into the big 
amplitude coefficient of high frequency band of the 
image dwt transformed. Then it can carry more 
watermarking signal and has good concealing effect. 
But embedding in the low frequency sub bands could 
increase robustness significantly. On the other hand, 
the high frequency sub bands HHx include the edges 
and textures of the image, and the human eye is not 
sensitive to changes in such sub bands. This allowed 
the watermark to be embedded without being 
perceived by the human eye. The compromise made 
by many DWT based watermarking algorithm, is to 
embed the watermark in the middle frequency sub 
bands LHx, HLx where acceptable performance of 
imperceptibility and robustness could be achieved. 
Basic block diagram of watermarking process: - 
 
 
IV. EXTRACTION OF WATERMARK 
 
In watermarking some information can be embedded 
into the data in such a way that it is not perceptible to 
human eye. This hidden data can later be extracted to 
prove the ownership. The original host image can be 
lossless retrieved after removing the embedded 
watermark image or logo. The process to recover the 
host image is carried out by reversing the operation of 
embedding process [5]. Note that during recovery, we 
do not need the original watermark pattern, but some 
side details to help the decoder. The side information 
may be secret key or watermark pattern size etc. The 
extraction process is completed using some algorithm 
depending upon the embedding algorithm used. 
Generally principal component analysis is preferred 
when DWT is used in embedding process. Principal 
Component Analysis [7] is a commonly used 
dimensionality reduction technique for image 
recognition, compression and retrieval. Principal 
component analysis is a classical method used in 
statistical pattern recognition and signal processing 
for dimensionality reduction and feature extraction. 
The DWT and IDWT can be performed as follows: - 
A) Embedding procedure: - 
Step 1:- convert the binary watermark (n*n) into 
vector V = (v1,v2……vn*n). 
Step 2:- apply 1-level DWT to the image to obtain 
four sub-bands LL, LH, HL, HH. 
Step 3:- divide the LL sub –band into k non-
overlapping sub blocks. 
Step 4:- the watermark bits are embedded with 
strength σ into each sub block and obtain the 
principle component scores by    
Score I’ = score i + σV where score ith represent the 
principle component matrices of ith sub block. 
Step 5:- apply inverse DWT to get the watermarked 
image. 
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b) Extraction procedure:-  
Step 1:- apply DWT to watermarked image and 
divide into sub-bands. 
Step 2:- divide the LL sub band into n*n non-
overlapping sub blocks. 
Step 3:- from the LL sub bands; the watermarking 
bits are extracted from PCA of each block as  
Vi

th = (score I’-score i)/σ where Vi = is the watermark 
extracted from ith sub block. 
 
V. SECURITY CONSIDERATION 
 
In practical applications, it is expected that 
unauthorized users can not lossless restore the 
original host image. For this purpose, we make the 
watermarking algorithm dependent on a secret key 
[2]. During embedding the reconstruction packet is 
encrypted by the secret key prior to hiding. At the 
recovery stage, the same secret key is required to 
decrypt the encrypted data.  Thus, only the authorized 
users can perfectly recover the original image. 

 
VI. APPLICATION OF WATERMARKING 
 
(a) In traditional area [10]: - 
(1) Ownership and copyright 
(2) Document and image security  
(3) Protection for audio and video content 
(b) In novel area [10]: - 
(1) Locating content online 
(2) Rich media enhancement for mobile phones 
 
VII. VERIFICATION OF THE RESULT 
 
The quality of watermarking scheme is primarily 
based on two conflicting requirement and 
imperceptibility. Both qualities are measured using 
normalized correlation coefficient (NC) (measure 
robustness), and peak signal to noise ratio (PSNR) 
(measures perceptibility). And the criterion for good 
watermarking technique is that lower should be the 
MSE (mean square value) and higher should be the 
NC. The MSE represent the similarity index of the 
original image with comparison to the watermarked 
image where the NC represents the index that shows 
the deterioration or damage of the extracted 
watermark when compared with the original 
watermark which was used for hiding in the previous 
stage. Resemblance of watermarked image or 
attacked frame is used to cover original image. Better 
is resemblance better is watermarking scheme. 
 
VIII. RESULT AND CONCLUSION 
 
In this paper, we presented the need of watermarking 
in image processing and the significant importance of 
discrete wavelet transform i.e.  Frequency domain 
transforms over the spatial transform techniques. 
DWT is most suitable for copyright protection and 
authentication purposes with considering robustness 

and perceptibility the two major factors. The 
experimental results are generated using the 
MATLAB tool of image processing. 
 

 
Fig: - image of a region 

 

 
Fig: - grayscale image of the region 

 

  
Fig: - 1-level wavelet transform of image of the region 

 

 
Fig: - 2-level wavelet transform of the image of region 
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Fig: - 3-level wavelet transform of the image of region 

 

 
Fig: - 4-level wavelet transform of the image of region 
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