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Abstract- In this paper, we are focusing on data link layer protocols. First, when designing a network, one of the most 
important things to focus on when is designing a network on how to deal with failure. A major part of this research is trying 
to explore First Hop Redundancy Protocol and providing as much redundancy and security into the network as financially 
possible, while also maintaining performance and manageability. From the client’s view, the first set of the network they 
deal without, outside of their local subnet, is the default gateway; if this gateway goes down, then access to an entire 
network outside their own network would go down. One good ways to deal with this is to implement a first hop redundancy 
protocol. On Cisco equipment, there are a couple of different options to choose from, including Hot Standby Router 
Protocol (HSRP), Virtual Router Redundancy Protocol (VRRP) and Gateway Load Balancing Protocol (GLBP). This 
defines the complete overview and differences of these protocols.  
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I.INTRODUCTION 
 
First Hop Redundancy Protocol (FHRP) is a set or 
collection of protocols allowing an UP router in a 
LAN network to replace an old router automatically if 
primary default gateway router fails. The main 
motive behind development is to provide a solution 
for shared networks based on various topologies such 
as Ring, Mesh, Star, and Hybrid etc. The multiple 
clients in a single private network environment are 
generally assigned a single IP which is default 
address of the gateway assigned to that network in 
form of IP to a single UP router, which in turn 
connects to devices or nodes in the network. The 
problem arises when primary UP router fails and 
there exists a secondary UP router in the network 
segment which is capable of being the default 
gateway but client devices present don’t know about 
it.  
 
Hence, if the primary gateway UP router fails, the 
network breaks down between world and the 
segment. Solution to this problem is First Hop 
Redundancy Protocols. The three main First Hop 
Redundancy Protocols are HSRP, VRRP and GLBP 
[14]. 
 
1. First hop redundancy protocols do provide 
redundancy to default gateway routers in terms of one 
router playing the role of active gateway router while 
other one  or more routers holding standby mode to 
takeover in case of failure. The final version protocol 
GLBP activates and enables all existing gateway UP 
routers to share load and participate actively at same 
time. But; earlier first hop redundancy protocols 
relied on Proxy ARP assignment and static gateway 
configurations therefore were inefficient in solving 
the issue. 

 

 
Figure1. Overview Of First Hop Redundancy Protocol 

 
Redundancy and Load Balancing: High availability is 
critical in most environments. Even a brief outage 
due to hardware failure may be considered 
unacceptable. Consider the following Example: To 
reach other networks, HostA must utilize a single 
gateway – SwitchA. The gateway represents a single 
point of failure on this network. If the gateway fails, 
hosts will lose access to all resources beyond the 
gateway. Using multiple routers or multilayer 
switches can provide Layer-3 redundancy for hosts. 
However, the Layer-3 redundancy must be 
transparent to each host. Hosts should not be 
configured with multiple default gateways.  
Cisco supports three protocols to provide transparent 
Layer-3 redundancy:  
• Hot Standby Router Protocol (HSRP)  
• Virtual Router Redundancy Protocol (VRRP)  
• Gateway Load Balancing Protocol (GLBP)  
Note: The terms multilayer switch and router will be 
used interchangeably throughout this guide. 
Hot Standby Router Protocol (HSRP) Cisco 
developed the proprietary Hot Standby Router 
Protocol (HSRP) to allow multiple routers or 
multilayer switches to masquerade as a single 
gateway. This is accomplished by assigning a virtual 
IP and MAC address to all routers participating in an 
HSRP group. Routers within the same HSRP group 
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must be assigned the same group number, which can 
range from 0 to 255. However, most Cisco platforms 
only support 16 configured HSRP groups. HSRP 
routers are elected to specific roles: • Active Router – 
router currently serving as the gateway. • Standby 
Router – backup router to the Active Router. • 
Listening Router – all other routers participating in 
HSRP. Only one active and one standby router are 
allowed per HSRP group. Thus, HSRP provides 
Layer-3 redundancy, but no inherent load balancing. 
Hello packets are used to elect HSRP roles and to 
ensure all routers are functional. If the current active 
router fails, the standby router will immediately take 
over as active, and a new standby is elected. By 
default, hello packets are sent every 3 seconds. The 
role of an HSRP router is dictated by its priority. The 
priority can range from 0 – 255, with a default of 100. 
A higher priority is preferred. 
HSRP States A router interface participating in HSRP 
must progress through several states before settling 
into a role: • Disabled • Initial • Learn • Listen • 
Speak • Standby • Active A disabled state indicates 
that the interface is either not configured for HSRP, 
or is administratively shutdown. An interface begins 
in an initial state when first configured with HSRP, or 
taken out of an administratively shutdown state. An 
interface enters a learn state if it does not know the 
HSRP virtual IP address. Normally the virtual IP is 
manually configured on the interface – otherwise, it 
will be learned from the current Active router via 
hello packets. An interface in a listen state knows the 
virtual IP address, but was not elected as either the 
Active or Standby Router. Interfaces in a speak state 
are currently participating in the election of an active 
or standby router. Elections are performed using hello 
packets, which are sent out every 3 seconds by 
default. A standby state indicates that the interface is 
acting as a backup to the active router. The standby 
router continuously exchanges hello packets with the 
active router, and will take over if the active router 
fails. An interface in an active state is the live 
gateway, and will forward traffic sent to the virtual IP 
address. Hosts will use the virtual IP address as their 
default gateway. The active router will respond to 
ARP requests for the virtual IP with the virtual MAC 
address. Note that hello packets are only exchanged 
in three HSRP states: • Speak • Standby • Active 
Interfaces in a listen state will only listen for hello 
packets. If an active or standby router fails, a listen 
interface will transition to a speak state to participate 
in a new election. 
HSRP Basic Configuration: HSRP is configured on 
the interface that is accepting traffic from hosts.  
Recall that the interface with the highest priority is 
elected the active router.  
 
To configure the priority of a router from its default 
of 100: Router(config)# interface gi0/3  
Router(config-if)# standby 1 priority 150  

The standby 1 command specifies the HSRP group 
the interface belongs to. HSRP can also be configured 
on a VLAN interface on a multilayer switch:  
SwitchB(config)# interface vlan 100  
SwitchB(config-if)# standby 1 priority 150  
Each interface in the HSRP group retains its local IP 
address. The HSRP group itself is assigned a virtual 
IP address, which hosts will use as their default 
gateway. To configure the virtual HSRP IP address:  
SwitchA(config)# interface vlan 100 SwitchA(config-
if)# ip address 10.1.1.2 255.255.255.0 
SwitchA(config-if)# standby 1 ip 10.1.1.1 
SwitchB(config)# interface vlan 100 SwitchB(config-
if)# ip address 10.1.1.3 255.255.255.0 
SwitchB(config-if)# standby 1 ip 10.1.1.1  
Remember: while each multilayer switch is 
configured with its own local IP address, both are 
configured with the same virtual IP address. HostA 
will use this virtual IP address as its default gateway. 
HSRP supports using multiple virtual IP addresses: 
SwitchB(config-if)# standby 1 ip 10.1.1.1  
SwitchB(config-if)# standby 1 ip 10.1.1.5 secondary 
The active router will respond to ARP requests for 
the virtual IP with the virtual MAC address. 
The virtual MAC is a reserved address in the 
following format: 0000.0c07.acxx … 
……with xx representing the HSRP group number in 
hexadecimal For example, if the HSRP group number 
is 8, the resulting virtual MAC address would be 
0000.0c07.ac08. The HSRP virtual MAC address can 
be manually changed: Switch(config-if)# standby 1 
mac-address 0000.00ab.12ef HSRP authentication 
prevents an unauthorized router from joining the 
HSRP group. All routers in the HSRP group must be 
configured with an identical authentication string. To 
specify a clear-text authentication string:  
Switch(config-if)# standby 1 authentication 
STAYOUT To specify an MD5-hashed 
authentication string: Switch(config-if)# standby 1 
authentication md5 key-string 7 STAYOUT HSRP 
Preempt If a new router is added to an HSRP group, it 
will not preemptively assume the role of the active 
router, even if it has the best priority. In fact, the 
router that is first powered on will become the active 
router, even if it has the lowest priority! 
The preempt parameter will allow a router to forcibly 
assume the role of active router, if it has the highest 
priority. The preempt feature is disabled by default:  
SwitchB(config-if)# standby 1 preempt The optional 
delay parameter will force a router to wait before 
preempting as the active router. The delay is 
measured in seconds: Switch(config-if)# standby 1 
preempt delay 10 The router can also be forced to 
wait a specified number of seconds after a reload 
before preempting the active role: Switch(config-if)# 
standby 1 preempt reload 20 This allows routing 
protocols to converge before the router becomes 
active. HSRP Timers Hello packets are used to elect 
the active and standby router, and to detect if there is 
a failure. By default, hello packets are exchanged 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-8, Aug.-2015 

Implementation Of Md5 Algorithm In Hot Standby Routing Protocol 
 

106 

every 3 seconds. HSRP Hello packets are sent to the 
multicast address 224.0.0.2 over UDP port 1985. If 
no elections are occurring, only the active and 
standby routers exchange hello packets. If no hello 
packets are received from the active router within the 
holddown timer duration, the standby router will 
assume it failed and take over as active. By default, 
the holddown timer is three times the hello timer, or 
10 seconds. Cisco’s math, not mine. To manually 
adjust the HSRP timers, measured in seconds: 
SwitchB(config-if)# standby 1 timers 4 12 The first 
timer value represents the hello timer, while the 
second represents the holddown timer. The timers can 
also be specified in milliseconds: SwitchB(config-if)# 
standby 1 timers msec 800 msec 2400 Virtual Router 
Redundancy Protocol (VRRP) The Virtual Router 
Redundancy Protocol (VRRP) is an industry-standard 
Layer-3 redundancy protocol, originally defined in 
RFC 2338. VRRP is nearly identical to HSRP, with 
some notable exceptions: 
 The router with the highest priority becomes 

the master router. 
 All other routers become backup routers. 
 The virtual MAC address is the reserved 

0000.5e00.01xx, with xx representing the 
hexadecimal group number. 

 Hello packets are sent every 1 second, by 
default, and sent to multicast address 
224.0.0.18. 

 VRRP will preempt by default. 
 VRRP cannot directly track interfaces – it can 

track an object which is tied to an interface, 
though. 

 
Configuration of VRRP is also very similar to HSRP: 
SwitchB(config)# interface vlan 100 SwitchB(config-
if)# ip address 10.1.1.3 255.255.255.0 
SwitchB(config-if)# vrrp 1 priority 150 
SwitchB(config-if)# vrrp 1 authentication STAYOUT 
SwitchB(config-if)# vrrp 1 ip 10.1.1.1 As with 
HSRP, the default VRRP priority is 100, and a higher 
priority is preferred. Unlike HSRP, preemption is 
enabled by default. To manually disable preempt: 
Switch(config-if)# no vrrp 1 preempt To view the 
status of each VRRP group: Switch# show vrrp Vlan 
100 - Group 1 State is Master Virtual IP address is 
10.1.1.1Virtual MAC address is 
0000.5e00.0101Advertisement interval is 3.000 sec 
Preemption is enabled min delay is 0.000 secPriority 
150 Master Router is 10.1.1.3 (local), priority is 150 
Master Advertisement interval is 3.000 sec Master 
Down interval is 9.711 sec 

 
Figure2.Overview Of Virtual Router Redundancy Protocol 

Gateway Load Balancing Protocol (GLBP) To 
overcome the shortcomings in HSRP and VRRP, 
Cisco developed the proprietary Gateway Load 
Balancing Protocol (GLBP). Routers are added to a 
GLBP group, numbered 0 to 1023. Unlike HSRP and 
VRRP, multiple GLBP routers can be active, 
achieving both redundancy and load balancing. A 
priority is assigned to each GLBP interface - 100 by 
default. The interface with the highest priority 
becomes the Active Virtual Gateway (AVG). If 
priorities are equal, the interface with the highest IP 
will become the AVG. Routers in the GLBP group 
are assigned a single virtual IP address. Hosts will use 
this virtual address as their default gateway. The 
AVG will respond to ARP requests for the virtual IP 
with the virtual MAC address of an Active Virtual 
Forwarder (AVF). Up to three routers can be elected 
as AVFs. The AVG assigns a virtual MAC address to 
each AVF, and to itself, for a maximum total of 4 
virtual MAC addresses. Only the AVG and AVFs can 
forward traffic for hosts. Any router not elected as an 
AVF or AVG will become a Secondary Virtual 
Forwarder (SVF), and will wait in standby until an 
AVF fails. Basic GLBP configuration is nearly 
identical to HSRP: SwitchB(config)# interface gi2/22 
SwitchB(config-if)# glbp 1 priority 150 
SwitchB(config-if)# glbp 1 preempt SwitchB(config-
if)# glbp 1 ip 10.1.1.1 Remember that the interface 
with the highest priority is elected as the AVG. 
Preemption is disabled by default with GLBP. What 
determines whether a router becomes an AVF or 
SVF? Each router is assigned a weight, and the 
default weight is 100. A higher weight is preferred. 
Weight can be configured two ways: 
• Statically 
• Dynamically, by tracking an interface To manually 
specify the weight of a router:  
SwitchB(config)# interface gi2/22 SwitchB(config-
if)# glbp 1 weighting 150 Like VRRP, GLBP cannot 
directly track an interface. Instead, an interface must 
be specified as a tracked object: SwitchB(config)# 
track 10 interface gi2/23 The tracked object can then 
be referenced as part of a weighting command: 
SwitchB(config)# interface gi2/22 SwitchB(config-
if)# glbp 1 weighting track 10 decrement 65 Note that 
the tracking object-number must match. By default, 
the weight will decrement by 10. Weight thresholds 
can be configured, forcing a router to relinquish its 
AVF role if it falls below the minimum threshold: 
SwitchB(config)# interface gi2/22 SwitchB(config-
if)# glbp 1 weighting 150 lower 90 upper 125 If the 
weight falls below the lower threshold, the router 
must stop functioning as an AVF. The router will 
become an AVF again once its weight reaches the 
upper threshold, as long as preempt is configured. 
The AVG assigns a virtual MAC address to itself and 
up to three AVFs. The AVG will respond to ARP 
requests for the virtual IP address with one of these 
virtual MAC addresses. This allows GLBP to provide 
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load balancing in addition to redundancy. GLBP 
supports three load balancing methods: 
 Round Robin 
 Weighted 
 Host-dependent 

 
The default load balancing method is per-host round 
robin. Traffic from hosts is distributed equally across 
all routers in the GLBP group. The AVG will respond 
to the first host ARP request with the first virtual 
MAC address. The second ARP request will receive 
the second virtual MAC address, etc. The weighted 
load balancing method will distribute traffic 
proportionally, based on a router’s weight. Routers 
with a higher weight will receive a proportionally 
higher percentage of traffic. Host-dependent load 
balancing will provide a host device with the same 
virtual MAC address every time it performs an ARP 
request. The load balancing method should be 
configured on the AVG: SwitchB(config-if)# glbp 1 
load-balancing round-robin SwitchB(config-if)# glbp 
1 load-balancing weighted SwitchB(config-if)# glbp 
1 load-balancing host-dependent Other fun facts 
about GLBP: 
• Hello packets are sent every 3 seconds. 
• Hello packets are sent to multicast address 
224.0.0.102. 
• The default holddown time is 10 seconds. 
• The virtual MAC address is the reserved 
0007.b4xx.xxyy, with xxxx representing the GLBP 
group number, and yy representing the AVF number. 
To view the status of each GLBP group: SwitchB# 
show glbp  

 
Figure3. Overview Of GLBP 

 
Issues in HSRP: 
As index 7 of RFC 2281 tells that this protocol does 
not provide security. T he authentication field found 
within the message is useful for preventing 
misconfiguration. The protocol is easily subverted by 
an active intruder on the LAN. This can result in a 
packet black hole and a denial-of-service attack.  It is 
difficult to subvert the protocol from outside the LAN 

as most routers will not forward packets addressed to 
the all-routers multicast address (224.0.0.2). [1].This 
issue of HSRP can be resolved using MD5 algorithm 
with it because MD5 algorithm provides hash 
functions which can’t be re-engineered. So it will be 
appropriate solution of this problem. Thus LAN can 
be made more secure and it can be saved from 
internal attacks. 
 
CONCLUSION 
 
In this paper, we have discussed about some first hop 
redundancy protocols like HSRP, VRRP and GLBP, 
their working scenario and difference between these 
all. Every protocol works in its own specific way and 
contains different type specialty within it. 
 
Future scope: 
In future work, we will implement the explanation 
and validation of it. And after that we will work upon 
the various features within it. Furthermore we will 
define more precise technique for it which will be 
able to provide more security and authenticity to 
LAN. 
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