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Abstract: Advanced Encryption Standard is the most important technique for reliable data transmission in the field of 
satellite communication, ATM, Net Banking, and E-Commerce etc. Currently several secure transmission techniques are 
established for Specific purposes. However, there is trade-off between chip size reduction and high security.  S-box is the 
heart of the AES technique. Previously, AES S-box has been designed using Linearity or Non-linearity technique. It uses 
Look up Table (LUT) to store the corresponding Substitution value for a given input. Therefore, it consumes more area and 
power with low security. To overcome this problem, the 8 bit Composite S-box is used with Galois Field GF (24)2. 
Composite S-box unit consists of Inverse affine/affine matrix, Isomorphic mapping, and Multiplexer and Multiplicative 
inverse units.  Isomorphic and inverse Isomorphic mapping is used to convert GF (28) into GF (22^2) and vice versa 
respectively during encryption and decryption process.  However, the multiplicative Inverse unit is the fundamental unit of 
composite S-box. In this paper, the design of complexity reduced multiplicative inverse for GF (24) structure is presented 
and incorporated into composite S-box for AES. The proposed Multiplicative inverse unit in Composite S-box consists only 
less number of gates than existing Multiplicative inverse unit. Hence, the proposed composite S-box with reduced 
multiplicative inverse based AES offers low area, power and high security than the conventional AES with regular 
multiplicative inverse based composite S-box. 
 
Keywords: Linearity S-box, Non-Linearity S-box, Composite S-box, Complexity reduced Multiplicative Inverse, 
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1.   INTRODUCTION 

Advanced Encryption Standard plays a major 
role in secure data communication. Several AES 
technique is processed to make reliable data 
transmission. S-Box/Inverse S-box and 
MixColumns/Inverse MixColumns are reduced by 
using various techniques. Conventional Linearity 
S-Box, Non-Linearity S-Box and Composite S-Box 
are used to improve the security [2]. Every S-Box, 
are designed by four steps. Initially, the 
multiplicative inverses of the given inputs are 
found out. To find the multiplicative inverse, we 
take log and antilog function for this input values. 
After finding the multiplicative inverse, the outputs 
are stored in X variable. Direct input is stored in Y 
variable, which is fixed value.  We can change the 
X variable through several shift and XOR 
operation.  This operation is followed upto four 
times. Finally, we get one output, which is called as 
corresponding S-Box value for the given inputs. 

When cryptography take part in a essential 
role in the security of data broadcast, the Rijndael 
algorithm based AES was chosen as a data 
encryption standard by the NIST (National Institute 
of Standards and Technology) in 1997 derived 
from the main criteria of protection performance, 
efficiency in software and hardware 
implementation, and flexibility. AES is one of the 
most common symmetric encryption algorithms 

and is extensively adopted for a multiplicity of 
encryption wants, such as secure transactions via 
the Internet and wireless networks [6]. AES can be 
implemented on a wide range of stages below 
different constraints. In portable applications 
computing resources are usually limited and 
dedicated hardware implementation of the security 
process is essential. Implementation using Field 
Programmable Gate Array (FPGA) is not 
appropriate for such applications mainly due to size 
and power constraints. FPGA being a universal 
purpose logic array typically there is some residual 
(unused) logic and I/O blocks, and consequently, 
highly compact implementation is difficult to 
attain. In addition, the implementation of FPGA is 
flat to switching noise induced power examination 
attack [3].  

In this paper, the design of complexity 
reduced composite S-box is presented to further 
improve the security more and to reduce the chip 
size and processing speed of the AES. The main 
objective of this research work is to reduce the 
complexity of composite S-Box with simplified 
multiplicative inverse unit. This complexity 
reduced composite S-Box is incorporated into AES 
encryption and decryption process during the mux 
enables zero and one.  The rest of this article is 
organized as follows: Introduction about AES 
describes in section1. Conventional AES with 
shared composite S-Box is illustrated in section2. 
The simplification of multiplicative inverse unit is 
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expressed in section3. In section4, this simplified 
multiplicative inverse unit is incorporated into 
composite S-Box and it is applied in AES. All these 
results are discussed in section5. The conclusion of 
this article provides in section6. 

2.    CONVENTIONAL COMPOSITE S-BOX 
FOR AES 

The Conventional S-Box/Inv S-Box architecture 
make use of combinational logic using composite 
field arithmetic derived from Rep [3] and 
optimized in Ref.[4] with a different option of the  
polynomial coefficients and the implementation of 
the constant multiplication with l. The S-Box is 
implemented using XOR circuits, multiplexers & 
AND gates. The Optimization of the low voltage 
and low power composite field S-Box 
implementation has been further improved in this 
paper by using six transistors XOR gate and 
compared to [4,8] the Inverse S-Box for decryption 
is  also implemented by the same chip. In addition, 
it employs a low-power design methodology such 
as minimizing the circuit size by efficient logic 
implementation as well as reduced supply voltage 
using an advanced CMOS technology [4,5]. The 
conventional S-Box architecture is illustrated in 
Fig. 1 which can execute mutually SubBytes and 
InvSubBytes simply by controlling combinatorial 
logic blocks using multiplexers. The composite 
field inversion by extending GF (28) over GF 
(((22)2)2) can be used to make compact AES 
implementations [3, 4]. This approach has been 
chosen to achieve small area design. The column 
vectors of the State matrix first goes into 
isomorphic transformation from GF (28) into the 
composite field GF (((22)2)2) followed by inversion 
in composite field and inverse isomorphic 
transformation. After that, an affine transformation 
is carried out to create the cipher data. This can be 
characterized by the elementary transformations. 
 
  
 

 

 

Fig.1 Block diagram of shared composite S-
Box for AES. 

								푏	 → 	 퐼푆푂 → 푀퐼푁푉 → 퐼푁푉퐼푆푂
→ 퐴퐹퐹퐼푁퐸 					 

Where, q is byte elements of the isomorphic 
transformation, q^' is the multiplicative inverse 
elements of the isomorphic state, b^'' is the element 
after the affine transformation, b^' and is the 
elements after the inverse isomorphic mapping and 
b is byte elements of the state matrix. 

 

 
Fig.2 Circuit diagram of conventional 

Multiplicative Inverse unit. 
From the Fig.2, the conventional multiplicative 
inverse   unit consists of four inputs ( ) and four 
outputs ( ). This multiplicative inverse unit has 
been designed using 8 AND gates and 14 XOR 
gates. Regular expression of multiplicative inverse 
of composite S-box for AES is given from 
Equation (1) to (4), 
			푞 푞 ⊕ 푞 푞 푞 푞 푞 푞 																											(1) 

			푞 = 푞 푞 푞 ⊕ 푞 푞 푞 ⊕ 푞 															(2) 

			푞 = 	 푞 ⊕ 푞 푞 푞 ⊕ 푞 푞 푞 ⊕ 푞
⊕ 푞 푞 ⊕ 	푞 																			(3) 

			푞 = 푞 푞 푞 ⊕ 푞 푞 푞 ⊕ 푞 푞 ⊕ 푞 푞 푞 	
⊕ 푞 푞 ⊕ 푞 ⊕ 푞 푞
⊕ 푞 푞 푞 ⊕ 푞 ⊕ 	푞 	(4) 

From the above equation, individually, 푞  
requires 3 XOR gates, 3 AND gates; 푞  needs 4 
XOR gates and 6 AND gates; 푞  uses 5 XOR 
gates and 5 AND gates; and  푞  requires 9 XOR 
gates and 11 AND gates. This S-Box offers less 
area and power than the regular linear and 
nonlinear S-Box. In the next section, to further 
reduce the area, delay and power of composite S-
box, the conventional multiplicative inverse unit is 
simplified in order to achieve the optimum ADP 
product. 

3. REDUCED COMPOSITE S-BOX WITH 
SIMPLIFIED MULTIPLICATIVE INVERSE 
UNIT 

The multiplicative inverse unit is a crucial 
block in composite S-Box. Hence we need to 
reduce the complexity of multiplicative inverse unit 
in order to achieve the optimum Area, Delay and 
Power (ADP) product in the composite S-Box. 
Simplified expression of multiplicative inverse unit 
of reduced composite S-box for AES is given from 
equation (5) to (8).  These equations are used to 
design the reduced Multiplicative inversion in GF 
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(24) structures. 
푞 = 푞 ⊕ 푞 푞 푞 ⊕ 푞 푞 ⊕ 푞 			푞  
 
								= (푞 푞 + 푞 푞 ) 	⊕ 푞 푞 																										(5) 
 
푞 = 	 푞 푞 푞 ⊕ 푞 푞 푞 ⊕푞 푞 ⊕ 푞 ⊕ 푞 푞 						 
       = 푞 푞 푞 ⊕푞 푞 푞 ⊕ 푞  
   
       = (푞 푞 + 푞 푞 )⊕푞 푞 푞  
 
								= 	 (푞 푞 + 푞 푞 )푞 푞 푞 		

+ 	푞 푞 + 푞 푞 푞 푞 푞  
 
푞 = 	 푞 푞 + 푞 (푞 + 푞 )					(6) 
 
푞 = 	 푞 ⊕ 푞 푞 푞 ⊕ 푞 푞 푞 ⊕ 푞 ⊕ 푞 푞

⊕ 푞 													 
       
						= 	 푞 푞 푞 푞 + 푞 푞 푞 푞 ⊕ 푞 ⊕ 푞 푞 										

⊕ 푞 			 
 
       = 	 푞 푞 + 푞 푞 푞 + 푞 	푞 푞 )⊕푞 ⊕ 푞 푞 		 
 
푞 = [(푞 ⊕ 푞 ) + 푞 (푞 ⊕ 푞 )]⊕
													푞 푞 																																																												(7)	  

푞 = 푞 푞 푞 ⊕ 푞 푞 푞 ⊕푞 푞 ⊕ 푞 푞 푞
⊕ 푞 푞 ⊕ 푞 ⊕푞 푞 ⊕ 푞 푞 푞
⊕ 푞 ⊕ 푞 	 

    				= (푞 푞 푞 푞 + 푞 푞 푞 푞 )⊕ (푞 푞 푞 푞 +
														푞 푞 푞 푞 )⊕푞 푞 ⊕ 푞 푞 ⊕ 푞 푞  
 
     
								= (푞 푞 푞 푞 + 푞 푞 푞 푞 )

⊕ (푞 푞 푞 푞 + 푞 푞 푞 푞 )
⊕푞 푞 ⊕ (푞 푞 푞 + 푞 푞 	푞 ) 

           
								= (푞 푞 푞 푞 + 푞 푞 푞 푞 +	푞 푞 푞 푞

+ 푞 푞 푞 푞 )⊕ (푞 푞 푞
+ 푞 	푞 푞 + 	푞 푞 푞
+ 푞 푞 	푞 	푞 ) 

           
								= 푞 푞 푞 푞 +	푞 푞 푞 푞 + 푞 푞 푞 푞 + 푞 	푞 푞

+ 	푞 푞 푞 + 푞 푞 	푞 	푞  
 
푞 = 푞 푞 (푞 ⊕ 푞 ) + 푞 푞 (푞 + 푞 )

+ 푞 (푞 푞 + 푞 푞 푞 	)												(8) 

From the Fig.3, simplified multiplicative 
inverse unit needs 36 gates (4 Inverters, 4 XOR 
gates (4*3=12), 7 OR gates and 13 AND gates), 
which is compared to the conventional 
multiplicative inverse unit requires 50 gates (14 
XOR (3*14=42 gates + 8 AND) as shown in Fig.2.  
Hence 14 gates are reduced in simplified 
multiplicative inverse unit.  

The reduced Multiplicative Inverse unit is 
incorporated into composite S-box to improve the 
security and reduce chip size. This simplified 
multiplicative inverse unit is compared with the 
existing multiplicative inverse unit. Simulation 
process is performed to verify this functionality 
with least effort than the previous MI unit. 

 
 
   
 
 
 

 

 

 

 

 

 

Fig.3 Circuit diagram of reduced 
Multiplicative inversion (MI) in GF (24) 

4.   RESULTS AND DISCUSSION 

The design of an efficient cryptographic 
mechanism with reduced composite S-box and 
Fixed coefficient MixColumns are presented in this 
paper. The composite S-box architecture is reduced 
by simplifying the Multiplicative inverse unit with 
a less number of gates. Comparison between 
conventional multiplicative inverse unit and 
simplified multiplicative inverse unit are shown in 
table.1. Simulation is processed to test these 
functions by using ModelSim6.3c and 
implementation is carried out by FPGA.  

 In encryption process, the existing 
composite S-box requires 47 slices and 89 Look up 
Table (LUT), which is reduced into 39 Slices and 
75 LUT. Hence the chip size (area) is reduced in 
proposed compact composite S-box. The power 
consumption of existing composite S-box is 
0.586w; it is reduced in proposed composite S-box 
as 0.566w. Similarly, in the decryption process also 
slices, LUT and power are reduced in reduced 
composite S-box than the regular composite S-box. 

The table 2 illustrates the comparison of 
proposed AES technique over existing AES 
technique. In the proposed AES encryption process, 
the area is reduced by 17%; the delay is reduced by 
19%; the frequency is improved by 28% and the 
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power consumption is decreased by 12%, when 
compared to the conventional AES encryption 
process. Similarly, in the AES decryption process, 
the chip size is shrunk into 16%; the speed is 
enhanced into 43% and the power utilization in 
reduced into 13%, when compared to the 
conventional AES decryption process. 

Table 1 Comparison of reduced composite 
S-box with simplified Multiplicative inverse 
unit over conventional composite S-box for 

AES encryption and Decryption process 

 
 

Table 2 Comparison between existing and 
proposed AES techniques 

 

 

CONCLUSION 

This paper presents the design and 
hardware implementation of low area, delay and 
power AES S-Box/Inv S-Box architecture and 
fixed coefficient MixColumns/Inverse 
MixColumns using verilog HDL (Hardware 
Description Language) employing the gate level 
optimization. The design established a novel 
approach to minimize silicon-area of S-Box design 
by using a simplified multiplicative inverse unit for 
low area and low power composite field arithmetic 
in order to reduce the power dissipation and chip 
size for the overall AES architecture. The proposed 

AES encryption process offers 48% ADP 
(Area=17%; Delay = 19%; and Power = 12%) 
product and AES decryption process provides 72% 
AFP (Area= 16%; frequency= 43% and Power= 
13%) product, when compared to the conventional 
AES process. The results point out that our design 
is suitable for best cryptographic applications 
which need small chip size, high speed and low 
power consumption with high security such as 
satellite communication, RFID tags etc.  
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Composite S-box LUT Slices Power(w) 

Encryption 

Existing 89 47 0.586 

Proposed 75 39 0.578 

Decryption 

Existing 89 47 0.586 

Proposed 69 36 0.566 

 AES LUT Slices Delay 
(ns) 

Frequency 
(MHz) 

Power 
(w) 

 
ENC Existing 17201 9114 9.757 103.313 6.930 

Proposed 14166 7559 7.862 144.235 6.067 
 
DEC Existing 20471 10750 7.678 87.287 7.765 

Proposed 
17155 8981 7.955 153.576 6.780 


