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Abstract- Image steganography is a method of concealing information in to cover image to hide it. Least significant bit 
(LSB) based approach is most popular stenographic techniques in the spatial domain due to its simplicity & hiding capacity. 
This paper presents a novel technique for image stenography based on the LSB using X box mapping, where we have used 
several X boxes having unique data the embedding part is done by this steganography algorithm, where we use four unique 
X boxes with sixteen different values (expressed by 4 bits) &each value is mapped to 4 LSB’s of cover image. This mapping 
provides sufficient security to payload because without knowing mapping rules no one can extract secret data.  
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I. INTRODUCTION 
 
It’s well known fact that now a days the development 
of the internet technologies is growing rapidly to the 
peak level, at present the transmission of the digital 
media is convenient over the networks. But the 
transmission of the secret message in the internet 
suffers from the serious security overhead. Hence 
protection of the secret message during transmission 
plays an important role. This idea results in 
steganography, which is a branch of information 
hiding by camouflaging secret information within 
other information. The word steganography in Greek 
means"covered writing" ( Greek words "stegos" 
meaning “cover" and "grafia" meaning "writing") [2]. 
The main objective of steganography is to hide a 
secret message inside harmless cover media in such a 
way that the secret message is not visible to the 
observer. Essentially, the information-hiding process 
in a stenographic system starts by identifying a cover 
medium’s redundant bits (those that can be modified 
without destroying that medium’s integrity). The 
embedding process creates a stego medium by 
replacing these redundant bits with data from the 
hidden message. Steganography differs from 
cryptography in the sense that where cryptography 
focuses on keeping the contents of a message secret, 
steganography focuses on keeping the existence of a 
message secret. Steganography and cryptography are 
both ways to protect information from unwanted 
parties but neither technology alone is perfect and can 
be compromised. Once the presence of hidden 
information is revealed or even suspected, the 
purpose of steganography is partly defeated. The 
strength of steganography can thus be amplified by 
combining it with cryptography. Fig (1) shows simple 
block diagram of stenography, in which the secret 
image is hidden in to the cover image of size NxN to 
form the Stego image of same size. 
 
 

 

 
Figure 1: Block Diagram Of Simple Steganography System 

 
II. PARAMETERS USED 
 
2.1 Least Significant Bit (LSB): 
Least significant bit (LSB) stenography [2, 3, 4, 5and 
6] is common and simple approach to embed 
information in cover file. It reserves the image quality 
and requires no complex operation. Capacity, 
security, robustness are the main aspects, which 
affects the stenography and its usefulness. Capacity 
refers to the amount of data bits that can be hidden in 
the cover medium security relates to the ability of an 
eavesdropper to the figure the hidden information 
easily, the robustness is concerned about the resist 
possibility of modifying or destroying the unseen data  
 

 
Figure 2: Capacity Security Robustness 
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2.2PSNR (Peak Signal to Noise Ratio) 
The measurement of the quality between the cover 
image f and stego-image g of sizes N x N shown in 
figure (1) is defined as: 
 

 
 
Where f(x,y) and g(x,y) means the pixel value at the 
at position (x, y) in the cover-image and the 
corresponding stego-image respectively. The PSNR is 
expressed in db. The larger PSNR indicates the 
higher the image quality i.e. there is only little 
difference between the cover-image and the stego-
image. On the other hand, a smaller PSNR means 
there is huge distortion between the cover-image and 
the stego-image. 
 
III. PROPOSED IMAGE STEGNOGRAPHY 
 
Our proposed image stenography technique is based 
on mapping the different values from X-boxes  
Now let’s see the block diagram of encoding 
steganography 
 

 
Figure 3: Block Diagram Of Encoding Steganography 

 
3.1 GENERATION OF X-(XOR) BOXES: 
To generate the X-boxes we usually use 2x2 
matrixes, where 16(0 to 15) values are stored as given 
below  
 

 
Figure 4: X-Boxes Mapping 

To insert the values in X-boxes, we use X-OR 
property: 0 XOR 0 = 0, 1 XOR 1 =0 and 0 XOR 1 = 
1, 1 XOR 0=1 for example 9 is inserted in any one of 
the x-boxes as follows I.e. 9=1001=10 XOR 01=11 
Hence the position of 9 is 1st row 1st column 
 
3.2 BIT DIVISION: 
In case of bit division method we need to take the 
secret encrypted image say with the dimension of 64 
x 64.Then after we need to convert the values from 
decimal to binary. For example, The first pixel value 
of encrypted image is=152 Then binary value of 152 
is (152)10= (10011000)2  
 

 
Figure 5: Bit Division 

 
Now we map the values of b1, b2, b3, b4, from the x-
box mapping method First we take b1 =10; Then we 
search the value of 1st row and 0th column of the XI 
box, after mapping we get the value (13) 10 = 
(1101)2 
similarly we get mapping values for the b2, b3, b4 we 
get in the same way 4,2,10 sequentially, thus in this 
way the x-box mapping is done. Now let’s take the 
example of 152, which is to be converted from 
decimal to the 8 bit binary value 
Here the 8 bit value is divided in 4 equal parts by 
Taking 2 bits 
 

 
Figure 6: X-box Mapping 
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3.3BIT INSERTION IN COVER IMAGE: 
The newly mapped values that we got from the x-box 
mapping are said to insert in to the cover image of 
size NxN, then it is to be placed in to the 4 bit LSB of 
the cover image sequentially. First we are going to 
take pixels one by one from the cover image then the 
4 LSB bits are replaced by 13, 4,2,10 sequentially 
 

 
Figure 7: (128 X 128) Cover Image 

 
Here we take the pixel sequentially as 
(234)10= (11010110)2; 
(154)10= (10011010)2; 
(92)10= (01011100)2; 
(78)10= (01001110)2; 
 
Hence these pixel values from the cover image of size 
NxN are replaced by the values 13, 4, 2 and 10 to 
form the new value, which is nothing but newly 
formed stego image and for this process we mainly 
call it as Bit insertion in to cover image. Here in the 
fig (8) the value 234 of last four bits are replaced by 
the 13 to get the new value 221 similarly the last four 
bits of the remaining values are replaced by the 4, 2 
and 10 to get the new values and these values which 
are formed after the bit insertion will form one stego 
image of same size as the cover image Thus the fig 
(8) mainly shows how the bit insertion in cover image 
of size NxN is done. 
 

 

Figure 8: Bit Insertion In To Cover Image 
4.2 FORMATIOHN OF STEGO IMAGE: 
As soon as we get the new pixel values we form the 
stego image, which is same as the size of cover image 
thus the pixel values 221, 148, 81, 78 are placed in to 
the position of the previous values. Similarly we take 
the pixel one by one and then insert the secret image 
in to them and replace them. Finally we get the stego 
image, which is shown in the figure.  
 

 
Figure 9: Stego Image 

 
These stego image contains the secret image but it 
cannot be recognized as the secret image .The change 
of the pixel value is varied from 0 to 15 which is 
negligible amount of value. So pixel values or colors 
will not be changed in great amount  
 
4.3 ENCODING ALGORITHM 
Input: A grey-level secret image of size (m x n), A 
grey level Cover Image of size (2m x 2n); Output: 
Stego Image of size (2m x 2n); Steps: 

1. Divide the each pixel of the secret image into 4 
Parts containing 2 bits. 

2. Map these 4 parts into the 4 X-boxes and get the 
new values for each part. 

3. Insert these values into the LSB position of the 
Cover image one by one. 

4. End 
 
IV. IMAGE DECODING 
 
To decode the secret image in the receiver side we 
need to perform the following steps 
 
4.1 GENERATION OF 4 LSB BITS FROM 
STEGO IMAGE: 
Here we take the pixel values one by one then it is 
transferred in to the binary values and get the 4LSB 
bits values from it 
 

 
Figure 10: Extraction Of Stego Image 
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Similarly we take the values of the other three pixels 
too, thus we have, 
(221)10= (11011101)2; 
(148)10= (10010100)2; 
(81)10= (01010001)2; 
(78)10= (01001110)2; 
LSB1=1101; LSB2=0100; LSB3=0010; LSB4=1010; 
 
4.3 RETRIEVING THE INSERTED BITS OF 
SCERET IMAGE: 
Here we take the 4 LSB bits of the secret image that 
are 1101,0100,0001,1110 then we do the x-or 
operation of first two bits with last two bits i.e. first 
bit is xored with third bit and second bit is x-ored 
with fourth bit hence we 
LSB1=11 XOR 01 =10; 
LSB2=01 XOR 00 =01; 
LSB3=00 XOR 10 =10; 
LSB4=10 XOR 10 =00; 
 
4.4 CONCATENATION OF RESULT OF X-OR 
OPERATION: 
Now we concatenate the four results of the xor 
operation as soon as we concatenate the four results 
we are going to get the 8 bits result then this 8 bit 
result is transferred in to decimal values ,which is as 
shown below Concatenated value is, 
 

 
Figure 11: Concatenation Of Results Of X-Or Operation 

 
4.5 GENERATION OF THE SECRET IMAGE: 
Now the generated value is placed in to the first 
position. Similarly we take the next value of the stego 
image and repeat the steps from 1 to 4 and we get 25, 
74 etc. obviously we get the secret image, which is as 
shown in the figure. 
 

 
Figure 12: 64 X 64 Secret Image 

 
Hence these are the overall process of the x-box 
steganography, which is implemented in this paper, 
now let’s see the algorithm of that particular method. 
 
4.6 DECODING ALGORITHM: 
Input: Stego Image of size (2m x 2n); Output: A grey-
level Cipher image of size (m x n); Steps: 

1. Select each pixel of the Stego-image and take 4 
Bits from LSB position of stego image. 

2. Then Perform the XOR operation of that 4 bit 
LSB and concatenate the four results. 

3. Ultimately we get the pixel value of the secret 
Image and place one by one to get a secret 
Image. 

4. End 
 

V. EXPERIMENTAL RESULTS 
 
The experimental results in Mat lab is discussed 
below  
5.1 Experimental results in mat lab: 
This embedding technique is no doubt a strongest 
Steganography technique than normal LSB encoding 
technique. Because, we embed each 2 bits of secret 
Image into the 4 bit of Cover Image. Again before 
insertion we code these two bits by some mapping 
box into another form. Hence one can understand that 
something is embedded in it, but the mapping will be 
totally unknown to him. Thus to extract the image is 
really a tough job. 
 

 
Figure 13: Cover, Secret And Stego Image Of Camera Man Of 

X-Box Mapping 
 
As we see here in the Stego Image there is no such 
abroad distortion. Seeing this image no one can 
recognize that some secret image is embedded in it. 
We can say that just seeing its PSNR table given 
below. 

Table: PSNR of different images 

 
5.2 Experimental results of Xilinx: 
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Hardware implementation of image steganography 
using x-box mapping is done by writing Verilog code 
in the Xilinx for the various values hence the 
hardware implementation for encoding part is shown 
below 
Results for encoding part: 
 

 
Figure 14: Simulation Results Of Encoding Part 

 
Similarly the hardware implementation for the 
decoding part is as shown 
Results for the decoding part: 
 

 
Figure 15: Simulation Results Of Decoding Part 

 
CONCLUSION 
 
In this paper, we propose a mapping based 
steganography Process using x-box method to 
improve security and image quality compared to the 
existing algorithms. Compare to other approaches our 
approach is better because Without stego key, no one 
can extract the original information from the stego-
image, for purposes of secret communication which is 
more important. 
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