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Abstract- Discerning the Fraud is tedious and it plays a key role in the most of the business sectors such ascredit companies, 
banks, insurance companies, telecom and aerospace companies. The problem arises when the data is not handled and 
analyzed properly in order to get the legitimate business transactions.Inability to catch fraud can become an extremely 
costly, painful and damaging problem to a business and thus the need for efficient Fraud Detection solutions resides high on 
the "to do" list of every company. Inspite of dealing with millions of insured customers and dozens of thousands of providers 
of medical services, healthcare insurance companies have to routinely address the task of verifying the authenticity and 
legitimacy of all processed transactions.  In fact, fraudulent transactions might be originating from all involved parties. The 
fraud patterns get more sophisticated and the volume of transactions grows, it becomes increasingly more difficult to discern 
fraud from licit transactions. Analysts have to utilize advanced data analysis tools capable of processing large volumes of 
data and detecting unusual events deviating from the normal operation patterns. Fraud schemes are rapidly changing and 
analysts need to be able to discern new fraud patterns without an explicit prior knowledge of these patterns. This paper 
introduces an open source and effective solution for analyzing the health care data using Revolution Analytics which is often 
called as R. By using the R and other components we provide robust frame work and efficient fraud detection system 
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I. INTRODUCTION 
 
Fraud circumscribes a wide range of illicit practices 
and illegal acts involving intentional deception or a 
misrepresentation.Fraud is illegal act characterized by 
deceit, concealment, or violation of trust. These acts 
are not dependent upon the threat of violence or 
physical force. Frauds are perpetrated by parties and 
organizations to obtain money, property, and service 
to avoid payment or loss for business growth. 
 
Fraud impacts organizations in several areas 
including financial, operational, and psychological. 
While the monetary loss owing to fraud is significant, 
the full impact of fraud on an organization can be 
staggering. The losses to reputation, goodwill, and 
customer relations can be devastating. As fraud can 
be perpetrated by any employee within an 
organization or by those from the outside, it is 
important to have an effective fraud management 
program in place to safeguard the organization’s 
assets and reputation.In today’s automated world, 
many business processes depend on the use of 
technology. This allows for people committing fraud 
to exploit weaknesses in security, controls or 
oversight in business applications to perpetrate their 
crimes.  
 
However, the good news is that technology can also 
be a means of combating fraud. Internal audit needs 
to view technology as a necessary part of their toolkit 
that can help prevent and detect fraud. Leveraging 
technology to implement continuous fraud prevention 
programs helps safeguard organizations from the risk 
of fraud and reduce the time it takes to uncover 
fraudulent activity. This helps both catch it faster and 
reduce the impact it can have on organizations. 

There is a spectrum of analysis that can be deployed 
to detect fraud. It ranges from point-in-time analysis 
conducted in an ad hoc context for one-off fraud 
investigation or exploration, through to repetitive 
analysis of business processes where fraudulent 
activity is likely to more likely to occur. Ultimately, 
where the risk of fraud is high and the likelihood is as 
well, organizations can employ an “always on” or 
continuous approach to fraud detection – especially in 
those areas where preventative controls are not 
possible or effective. 
 
Once an organization gets started with data analysis, 
they usually find that they want to do more and dig 
deeper into the data. Modern organizations have 
increased management demands for information and 
the audit paradigm is shifting from the traditional 
cyclical approach to a continuous and risk-based 
model. Technology therefore offers a range of 
solutions, varying by the size and sophistication of 
the audit organization. From ad hoc analysis, through 
to repeatable automated procedures, and continuous 
auditing and monitoring, analytics provide insight 
into the integrity of financial and business operations 
through transactional analysis. Technology provides 
more accurate audit reports and better insight into the 
internal controls framework, and improves the ability 
to access and manage business risk. 
 
Many insurance companies depend on the humans to 
process the claims manually. This consumes more 
time and lot of endeavor gets required In recent years, 
systems for processing electronic claims have been 
increasingly implemented to automatically perform 
audits and reviews of claims data. These systems are 
designed for identifying areas requiring special 
attention such as erroneous or incomplete data input, 
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duplicate claims, and medically non-covered services. 
Although these systems may be used to detect certain 
types of fraud, their fraud detection capabilities are 
usually limited since the detection mainly relies on 
pre-defined simple rules specified by domain experts 
Therefore, in order to achieve more effective 
frauddetection, many researchers have made an 
attempt to develop more sophisticated antifraud 
approaches incorporating data mining, machine 
learning and other statistical methods. Compared to 
existing fraud detection system, these new proposed 
approaches rely on more complicated tasks such as 
automatic learn of fraud patterns from data, specify 
“fraud likelihood” of each case to prioritize some 
suspicious cases, and identify new type of fraud 
which were not previously specified. 
  
The existing proposed health care fraud detection 
approaches in the literature can be classified as three 
categories: supervised approach, such as decision tree 
and neural network, used when historical fraud data is 
available and labeled; unsupervised approach, such as 
clustering, used when there is no labeled historical 
fraud data and hybrid approach, which combine 
supervised and unsupervised approaches and usually 
use unsupervised approaches to improve the 
performance of supervised approach.Traditionally, 
heuristic rules are used to detect frauds. 
 
The intention of this paper is to ascertain health care 
frauds,analyze the characteristics of health care data, 
and review and compare currently proposed fraud 
detection approaches using health care data as well as 
their corresponding data preprocess and discuss the 
futureresearch directions.  
 
II. DATA PERSPECTIVE 
 
The data that is considered in the CSV (Comma 
Separated Value) Format .This may be either the text 
or any kind of format .For simplicity most of the 
analysts have prefers the CSV Format. The data 
reveals the following Information: 
 
A. PolicyNumber 
B. Name 
C. Mobile Number 
D. Age 
E. Distance From Hospital 
F. Claiming Amount 
G. Number of Days Admitted 
H. Number Of Medical Bills (Pre and Post 
hospitalization Included) 
 
The person who has purchased the policy from any 
one of the Insurance Company is given Policy 
number. This is the Unique thing to identify the 
Policy Holder like the Primary Key in a database. 
Based on this the person is identified when 
Hospitalized. The Health care data is having 

21,44,234 rows with 8 variables by précising .These 
are the Surrogate Variables that contributes the most 
in the regular fraud patterns. The claiming is 
considered to be Legitimate while the data that 
satisfies the rules issued by IRDA(Insurance 
Regulatory and Development Authority). 
 
III. ALGORITHM IMPLEMENTATION 
 
A. Convention 
This paper emphasis mainly on themachine 
learning.Primarily the rules are trained by using the 
C5.0 Algorithm.C5.0's job is to find how to predict a 
case's class from the values of the other 
attributes.C5.0 does this by constructing 
a classifier that makes this prediction. As we will see, 
C5.0 can construct classifiers expressed as decision 
trees or as sets of rules.  C5.0 extracts informative 
patterns from data.  Each case concerns a single 
referral and contains information on the source of the 
referral, assays requested, patient data, and referring 
physician's comments. This is implemented using the 
R. The C5.0 algorithm is a new generation of 
MachineLearning Algorithms (MLAs) based on 
decision trees It means that the decision trees are built 
from list of possible attributes and set of training 
cases, and then the trees can be used to classify 
subsequent sets of test cases. C5.0 was developed as 
an improved version of well-known and widely used 
C4.5 classifier and it has several important 
advantages over its ancestor. The generated rules are 
more accurate and the time used to generate them is 
lower (even around 360 times on some data sets). 
 
B. Rule Construction Each rule consists of: 
 
i. A rule number -- this is quite arbitrary and serves 

only to identify the rule. 
ii. Statistics(n, lift x) or (n/m, lift x) that summarize 

the performance of the rule. Similarly to a 
leaf, n is the number of training cases covered by 
the rule and m, if it appears, shows how many of 
them do not belong to the class predicted by the 
rule. The rule's accuracy is estimated by the 
Laplace ratio(n-m+1)/(n+2). The lift x is the 
result of dividing the rule's estimated accuracy by 
the relative frequency of the predicted class in 
the training set. 

iii. One or more conditions that must all be satisfied 
if the rule is to be applicable 

iv. A class predicted by the rule. 
v. A value between 0 and 1 that indicates the 

confidence with which this prediction is made. 
(Note: The boosting option described below 
employs an artificial weighting of the training 
cases; if it is used, the confidence may not reflect 
the true accuracy of the rule.) 

C. Techniques Employed 
i. Boosting: several decision trees are generated 

andcombined to improve the predictions. 
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ii. Variable misclassification costs: it makes it 
possible toavoid errors which can result in 
harm. 

iii. New attributes: dates, times, timestamps, 
ordered discreteattributes. 

iv. Values can be marked as missing or not 
applicable forparticular cases  and also supports 

v. Supports sampling and cross-validation. 
 
 
IV. FRAMEWORK 
 
The Fraud Detection end to end framework is having 
either MySQL or Cassandra to have the capability to 
store the large data. The architecture use Open source 
software. The design is shown below. 
 

 
 
V. RESULTS 
 
The training cases were provided to the C5.0 
classifierto generate decision trees or classification 
rules. Then, the decision trees or the rules were used 
to classify the testcases. The experiment was repeated 
multiple times, each time using different sets of 
training and test cases (depends on the number of 
fraud claims that happened), different set ofattributes 
used for classification and different classification 
options (normal, rules generating, and boosting, and 
softening thresholds). The classifier will use a 
formula derived from Bayes ‘theorem to classify 
fraudulent claim responses. The validation is done 
and at the end we could see the achieved results.  
 

 
 
The labelled data is grouped and performing the 
clustering mostly the k-means clustering for the 
absolute fraud detection system.The cluster is 
formedby giving the k value as 5.The cluster 
partioning Is done after applying the C5.0 algorithm 
in a way to generate the decision rules.The graph 
obtained shows the legitimate claims and malicious 
claims identified successfully. 

 
 
Therefore it is proposed that C5.0 is to be conjuncted 
with the k-means clustering to distinguish the 
legitimate and fraudulent claims. 
 
CONCLUSION 
 
Use of sophisticated statistical methods in healthcare 
fraud detection has been relatively new, mostly 
because of the difficulty in accessing medical data 
due to confidentiality and privacy issues. As we have 
discussed in previous sections, statistical approaches 
have lot to offer in medical fraud assessment. The 
statistical methods can be helpful in identifying 
potential fraudulent behavior as well as in minimizing 
costs. 
 
The combined approach using both(C5.0 and K-
means) provides formalism for both 
quantifyinguncertainty about fraudulent behavior as 
well as for making decisions for investigation of 
fraudof the subsequent investigation process. 
Potential incorporation of subjective expert 
knowledge in the end to end fraud detection 
framework via the prior distributions makes it more 
attractive in the type of problems we have considered 
here. Moreover, the use of a mixed approach would 
be helpful in determining future evolution ofclusters 
and forecasting possible behavior of new 
providers/beneficiaries given their characteristics.  
 
Finally, with the advances in medical fraud 
assessment more statistical approaches which 
combine medical prevention, detection and response 
efforts would be needed. Integration of information 
systems that combine different sources could be 
useful, and a real time analysis and dynamic 
monitoring can be a viable option in the near future 
by use of advanced machine learning algorithms 
methods. 
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