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Abstract- Data security and privacy, and access control are the most security concerns arise in cloud computing. The 
proposed work extends hierarchical attribute-set-based Encryption (HASBE) scheme with unidirectional re-encryption 
which provides a more flexible, scalable, and fine-grained access control of outsourced data in cloud computing. It is a new 
access control scheme that allows sending the encrypted file to a particular user by keeping the grouping scheme as well. 
Thus the proposed scheme is useful both group scheme and individual scheme, and there is no need to maintain multiple 
keys for both the scheme for a user. 
 
Index Terms - Access Control, Attribute Based Encryption, Unidirectional Re-encryption, Cloud Computing. 
 
 
I. INTRODUCTION 
 
Cloud computing is emerged as one of the most 
influential paradigm in the industry. Cloud computing 
is built on virtualization, parallel and distributed 
computing, utility computing and service-oriented 
architecture. The benefits of cloud computing include 
reduced costs and capital expenditures, scalability, 
flexibility and increased operational efficiencies. 
Different service-oriented models are Infrastructure 
as a Service (IaaS), Platform as a Service (PaaS), and 
Software as a Service (SaaS). Numerous commercial 
cloud computing systems have been built at different 
levels, e.g., Amazon’s EC2, and IBM’s Blue Cloud 
are IaaS systems, while Google App Engine and 
Yahoo Pig are representative PaaS systems, and 
Google’s Apps and Salesforce’s Customer Relation 
Management (CRM) System belong to SaaS systems. 
Although the great benefits brought by cloud 
computing paradigm are exciting for IT companies, 
academic researchers, and potential cloud users, 
security problems in cloud computing become serious 
obstacles which will prevent cloud computing’s 
extensive applications and usage in the future. One of 
the prominent security concerns is data security and 
privacy due to its internet-based data storage and 
management. In cloud computing, users have to give 
up their data to the cloud service provider for storage 
and business operations, while the cloud service 
provider is usually a commercial enterprise which 
cannot be totally trusted.  
 
Data represents an important asset for any 
organization. Thus, cloud users want to make sure 
that their data are kept confidential to outsiders, 
including the cloud provider and their potential 
competitors. Flexible and fine-grained access control 
is also strongly desired in the service-oriented cloud 
computing model.  

 
 
For example, a health-care information system on a 
cloud is required to restrict access of protected 
medical records to eligible doctors only. In cloud 
computing the data owners and service providers are 
usually not in the same trusted domain, an access 
control scheme employing attribute based encryption 
(ABE) can be used. In ABE, the user’s decryption 
key and the ciphertext is dependent about attributes, 
or access policies. A user is able to decrypt a 
ciphertext only if there is a match between his 
decryption key and the ciphertext. ABE schemes are 
classified into key-policy attributebased encryption 
(KP-ABE) and ciphertext-policy attributebased 
encryption (CP-ABE), depending how attributes and 
policy are associated with ciphertexts and users’ 
decryption keys. In a KP-ABE scheme, a ciphertext is 
associated with a set of attributes and a user’s 
decryption key is associated with a monotonic tree 
access structure. The decryption is possible only if 
the attributes associated with the ciphertext satisfy the 
tree access structure. In a CP-ABE scheme, the roles 
of ciphertexts and decryption keys are switched; the 
ciphertext is encrypted with a tree access policy 
chosen by an encryptor, while the corresponding 
decryption key is created with respect to a set of 
attributes. As long as the set of attributes associated 
with a decryption key satisfies the tree access policy 
associated with a given ciphertext, the key can be 
used to decrypt the ciphertext. 
 
The HASBE cannot be used to encrypt the files to a 
particular user as in traditional public key 
cryptography, because the access policies related to a 
group of users. The proposed work extends HASBE 
with a unidirectional re-encryption to send the files to 
a particular user by keeping the groups as well. A 
uni-directional scheme is effectively one-way, i.e, the 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-8, Aug.-2015 

Attribute Based Scheme With Unidirectional Re-Encryption For Fine-Grained Access Control In Cloud Computing 
 
7 

messages can be re-encrypted from Bob to Charlie, 
but not the reverse as in bi-directional. Unidirectional 
scheme has been constructed such that the delegated 
party need not reveal his secret key. For example, 
Bob could delegate to Charlie by combining his 
secret key with Charlie's public key. 
 
II. RELATED WORK 
 
In the recent past a lot of research work has been 
carried out for the design of a better system for 
scalable, flexible, and fine-grained access control. 
The notion of ABE was first introduced by Sahai and 
Waters as a new type of identity based encryption 
called Fuzzy Identity Based Encryption (FIBE). In 
FIBE, the identity is viewed as a set of descriptive 
attributes. In ABE, a party can encrypt a document to 
all users that have a certain set of attributes. Any user 
who has an identity that contains all of these 
attributes could decrypt the document. The advantage 
to using Fuzzy IBE is that the document can be stored 
on any untrusted storage server instead of relying on 
trusted server to perform authentication checks before 
delivering a document. But its threshold semantics 
lacks expressibility. Goyal et al developed a new 
cryptosystem for fine-grained sharing of encrypted 
data called KP-ABE. In KP-ABE, the access policy is 
built into user's private key, so data owner can't 
choose who can decrypt the data, except choosing a 
set of attributes which describe this data. Bethencourt 
et al presented a system for realizing complex access 
control on encrypted data called CP-ABE. By using 
this technique encrypted data can be kept confidential 
even if the storage server is untrusted and it is secure 
against collusion attacks. Here, the attributes are used 
to describe a user’s credentials, and a party 
encrypting the data determines a policy for who can 
decrypt.  
 
Bobba et al presented Ciphertext Policy Attribute Set 
Based Encryption (CP-ASBE or ASBE); a new form 
of CP-ABE, organizes user attributes into a recursive 
set based structure and allows users to impose 
dynamic constraints on how those attributes may be 
combined to satisfy a policy. Wan et al proposed 
HASBE scheme which extends the CP-ASBE scheme 
by Bobba et al with a hierarchical structure of system 
users, so as to achieve scalable, flexible and fine-
grained access control in cloud computing. 
 
III. SYSTEM MODEL 
 
The system consists of five parties: a trusted 
authority, a number of domain authorities, data 
owners and data consumers, and a cloud service 
provider. The cloud service provider manages a cloud 
to provide data storage service. The cloud is 
maintained by the trusted authority and is assumed to 
have abundant storage capacity and computation 
power. The trusted authority is the root authority 

responsible for managing domain authorities. Each 
user, i.e., the data owner/consumer is administrated 
by a domain authority. The data owners encrypt their 
data files using HASBE and store them in the cloud 
for sharing with data consumers through trusted 
authority. To access the shared data files, data 
consumers download encrypted data files of their 
interest from the cloud and then decrypt them. The 
system model is organized in a hierarchical manner as 
shown in Fig. 1. 
 
In the system, neither data owners nor data 
consumers will always be online. They come online 
only when necessary, while the cloud service 
provider and the trusted authority, is always online. In 
addition, the data consumers can access data files for 
reading only. 

 

 
Fig. 1 System Model 

 
IV. ATTRIBUTE BASED SCHEME WITH 

UNIDIRECTIONAL RE-ENCRYPTION 
 
The attribute based scheme with unidirectional re-
encryption provides more secure access control than 
HASBE. The scheme is divided in two subparts:  
 
A. HASBE Scheme 
The HASBE scheme expands the ASBE scheme to 
handle the hierarchical structure of system users. The 
system is applied for hierarchical user grant, data file 
process, file access, user revocation, and file deletion. 
System Setup: The trusted authority initiates a setup 
function which generates system parameters such as 
public key and master key. The public key is made 
available to all the users in the system. New Domain 
Authority Grant: A domain authority is associated 
with a unique ID and an attribute set. When a new 
domain authority wants to join the system, the trusted 
authority will first verify whether it is a valid domain 
authority. If so, it generates master key based on its 
attribute set. New User Grant: The domain authority 
is responsible for authorizing and managing users. A 
user is associated with a unique ID and a recursive 
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attribute set. When a new user wants to join the 
system, the domain authority first verifies its validity. 
If valid, domain authority generates secret key based 
on user’s attribute set. 
 
File Process: In this operation, a symmetric Data 
Encryption Key (DEK) is generated based on the 
attributes of the data file such as filename, size, last 
modified, etc. The data owner first encrypts the data 
file using DEK and then encrypts the DEK using 
HASBE. An access structure is specified during this 
process which describes who can decrypt the file. File 
Access: The data consumer downloads the files of 
their interest from the cloud. The decryption of 
encrypted DEK is possible only if the access policy 
associated with the ciphertext matches with the 
attributes of the secret key. The data consumer first 
decrypts the encrypted DEK using secret key, and 
then decrypts the data file using the DEK. File 
Deletion: This operation is executed at the request of 
the data owner. The cloud verifies whether the 
requestor is the owner of the file, and if it is, deletes 
the data file. User Revocation: A user revocation is 
managed by the domain authority. Once a user is 
revoked, he cannot perform file access operation. i.e., 
he can’t decrypt any file in the system. 
 
B. Proposed Work 
The HASBE scheme is a group based scheme which 
maintains access structures. It can’t be used as an 
individual scheme i.e., the scheme cannot be used to 
send a data file to a particular user. The proposed 
attribute based scheme with unidirectional re-
encryption scheme allows sending a data file to a 
particular user. In unidirectional re-encryption, once 
the data file is re-encrypted, it can only be decrypted 
and viewed by the intended receiver. No other user 
can decrypt the file. The scheme is shown in fig. 2. 

 

 
Fig 2. Unidirectional Re-encryption 

 
In this scheme, if a user, user1 want to send data file 
to another user, user2, the user1 encrypts the data file 
using unidirectional encryption with his modified 
secret key and sends to the system. The modified key 
is a combination of users’ secret key and the trusted 

authority’s public key. On behalf of system, the 
domain authority decrypts and re-encrypts the file 
with a modified key which is generated based on 
domain authority’s master key and trusted authority’s 
public key, and stores it in the cloud. The user2 
downloads the encrypted file from the cloud, and 
decrypts using his modified secret key. The 
decryption key is generated by combining his secret 
key and the trusted authority’s public key. This file 
can only be decrypted by the intended receiver and 
the advantage of this scheme is that the user need 
only maintain one secret key along the system. 
 
CONCLUSION 
 
The attribute based scheme with unidirectional re-
encryption is a well-organized system for both the 
individual and grouping scheme. The unidirectional 
re-encryption scheme ensures security for the 
individual scheme where the files can be decrypted 
only the intended receiver only, not by the sender 
also. It is more secure than HASBE and provides a 
more flexible, scalable and finegrained access control 
of outsourced data. The benefit is that there is no 
need to maintain multiple secret keys for the users. 
Thus the system is capable for both the individual and 
group scheme, i.e., the data files can be send securely 
to an individual or a group. 
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