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Abstract—With the wide spread of GPS-added mobile device and the development of communication technologies, great 
attention has been shown to the study of the location based service. But, under the circumstances, Users have to continuously 
report their exact location to the application server to get the location based service, there is the exposure problem of the user 
information by attacker. For that reason, the privacy issue is actively studied to protect user information from various attacks. 
In this paper, we propose new anonymizing algorithms that reflect the change in position along the time and in order to achieve 
a balance between the minimum anonymity level requirement and the quality of service (QoS) requirement, our approach 
considers a QoS requirement as well as location privacy throughout our proposed algorithm. We first introduce an efficient 
k-nearest neighbor (kNN) query based algorithm to compare the location change of kNN along the time, then we propose 
algorithm for the velocity and direction of moving objects. Through extensive experiments, we show the efficiency of our 
proposed algorithms in terms of processing the location change of moving object. 
 
Index Terms— Anonymity, Cloaking Scheme, Location-based service, Nearest-Neighbor Query, Privacy 
 
I. INTRODUCTION 
 
During the several decades, spatial query processing 
has been increasing area of interest due to its value for 
practical use in many applications, such as navigation 
system, travel information system, emergency system, 
and the pervasive GPS-equipped movable device such 
as smart phone, navigator lead to flourish the location 
dependent information service(LDIs). But, the more 
location-based service is diversified, the more privacy 
issue comes to the fore and two issues have 
trade-off.In location-based service, to receive a 
continuous service, Users send their genuine location 
to server. If the location-based service providers 
always know the exact location of the user, the quality 
of services will be improved, but if server is attacked 
and the information processed by server is leaked, it is 
possible that the location of user also is leaked, 
therefore, to protect the information of user location, 
location k-anonymity is used. This approach is to 
reduce the probability of finding user's exact location 
using cloaking user's location with at least k - 1 user's 
location, so attacker cannot distinguish a 
user'slocation from k - 1 other location because all 
object present in the cloaking region. Here, k is a value 
that determines the degree of anonymity and typically, 
a trusted centralized server system is adapted. But 
various cloaking algorithms generate anonymized 
cloaking region whenever query moves, so 
anonymized groups are changed every time because 
they move their direction. In such case, if it is possible 
to compare with the sets generated at a particular time, 
User always is included and the degree of anonymity 
is lower and k-anonymity cannot achieve the expected 
performance. For example, anonymized group at time 
t1 is {O1, O2, O3} and anonymized group at time t2 is 
{O1, O2, O4}, the degree of anonymity is two  
 

 
That differ from the original location k-anonymity was 
considered. To prevent this problem, dummy 
anonymity is also used. 
In this paper, we present a novel algorithm that applies 
a k-nearest neighbor query-based approach to get an 
intersection of two k-nearest neighbor set that reflect 
the object's positions at different time. So even query 
move position, location anonymity set is always same 
with some time interval, our algorithm achieve 
location k-anonymity. 
 

 
Figure 1:  a time interval 

 
 Figure 1 shows the time interval of our algorithm, 
when time interval is three and location anonymity set 
generated at time1, even if query moves its location at 
time t1, location anonymity set cannot be changed. We 
explain two kind of method.Firstly, a basic method is 
to generate location anonymity set with distance 
between query and object at time t1, t2 
respectively.Secondly, a heuristic algorithm is to 
generate location anonymity set using only one 
k-nearest neighbor at time t1. Each algorithm also 
comply with temporal quality of service(QoS) 
requirement, i.e, location anonymity set is resided 
inside a radius of anonymous cloaking region and 
anonymous cloaking region size should not exceed a 
threshold. 
In summary, we make the following contributions in 
this paper. 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-7, July-2015 

Privacy Protection With Minimum Distance Sum In Location-Based Service 
 

41 

1. We focus on the generating unchanged 
anonymized cloaking region within time 
threshold. 

2. We propose a novel algorithm based on the 
concept of k-nearest neighbor query. 

3. We conduct extensive experiments on large 
dataset that verifies the efficiency of our 
proposed method. 

The rest of this paper proceeds as follows. Related 
work to our study is presented in Section 2.Section 3 
addresses our proposed algorithm one by one, and 
section 4 presents experimental evaluation of the 
proposed schemes, In Section 5 concludes the paper. 
 

II. RELATED WORKS 
 
There is a lot of research work on protecting location 
privacy and several different cloaking techniques have 
been proposed to hide the client's actual location.  
Location k-anonymity was first proposed in the 
study[1] of M.Gruteser and D.Grunwald. In 
spatiotemporal cloaking[1], It divides recursively the 
area around a user's location into four quadrants till a  
anonymized spatial region(ASR) meet k-anonymity 
requirement. However, this method has several 
drawbacks. In skewed distribution, average cloaking 
time can be slow, and in sparse distribution, a cloaking 
region can be large.  
In P.Kalnis et al [2], (1) Users location are sorted by 
Hilbert space-filling curve ordering (2) dividing into 
groups consisting of more than k (3) The ASR is 
generated as the minimum bounded rectangle (MBR) 
including the individuals in each group. However, this 
technique is not a limit on the size of the area to be 
produced and re-order the list according to the user of 
the motion. 
The Casper that adapted grid-based pyramid structure 
was proposed in [3]. The server maintains the user's 
location in the grid form. When user transmits the 
query to the server, Bottom-up approach is used till 
Casper finds the area including at least k users. 
However, this approach causes a high query 
processing and communication cost. Gedik and Liu [4] 
proposed the CliqueCloak algorithm that constructs an 
undirected graph ("clique graph"). The CliqueCloak 
generates a rectangular area containing the current 
position of user, thereafter a directed graph that 
individual is represented by each vertex is constructed. 
If two individual rectangle areas are intersected, then 
two vertexes are connected. Finally CliqueCloak find 
a clique consist of k vertex. The CliqueCloak 
algorithm constructs a undirected graph to combine 
some users that share the same cloaking area. Kido et 
al.[5] proposed a dummy-based approach that 
generates fake user location("dummies") and sends 
mixed location with the genuine location to server. To 
maintain anonymized spatial region, every approach, 
except HilbASR, occur connection to server and 
regenerate their anonymized spatial region whenever 
the individual moves their location. However the sets 

of k-anonymity location are different each time, thus 
attacker may presume the genuine query point using 
intersected query objects. So we address the novel 
algorithm that anonymizes spatial region cannot be 
changed for a period of time. 

 
A. Tpr*-Tree 
The TPR*-tree[8] augments the R-tree with velocities 
to index moving objects. 

 

 
Figure 2: TPR*-Tree 

 
Figure 2 shows an example of TPR*-tree. The circles 
represent the positions of moving objects, and the 
arrows indicate their movements. Moving objects are 
stored as position vector and a corresponding velocity 
vector. The coordinate of the bounding rectangles are 
also functions of time. As shown in the figure 2, in 
each dimension, the lowerbound of a MBR is set to 
move with the minimum speed of the enclosed points, 
while the upper bond is set to move with maximum 
speed of the enclosed points. This ensures that the 
bounding rectangles are indeed bounding for all times 
considered. 
 
III. PROPOSED METHOD 
 
In this section, we present two kind of our proposed 
method to generate an anonymous cloaking region that 
does not change along the time. Firstly, we explain a 
basic approach that compares the k-nearest neighbors 
generated at the different time, in other words, at query 
time and at a little over time. Secondly, we explain 
more heuristic approach using only the set of k-nearest 
neighbor at the query time. 
Exist approach is that query reports It's location to 
server when it moves It's location and generate a new 
anonymous cloaking region, therefore different set is 
generated compared to the previous location 
anonymity set. In continuous query processing system, 
same query obtain different location anonymity set, so 
attacker may reveal the genuine location of query. 
Although dummy approach is proposed to generate 
same location anonymous set, even if time changes, 
dummy object cannot request a query to server, so it's 
not a complete solution. 
To solve this problem, we apply a kNN query-based 
approach to get a intersection of two kNN set that 
reflect the object's positions at different time, also 
conforming to spatial Quality of Service requirement, 
i.e. location anonymity set is resided inside a radius of 
anonymous cloaking region and anonymous cloaking 
region size should not exceed a threshold. 
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B. Problem Definition 
 In this paper, we find top-k objects with minimum 
distance sum, the objects are sorted by minimum 
distance sum between query point q and object o, and 
located within some distance from query all time 
interval. We exclude the object that existed outside 
even once. 

 
where MINDIST(q, p) are define [9] to determine the 
minimum distance between two MBRs or between a 
point and an MBR, minimum distance are calculated 
based on the Euclidean distance measure. 

 
Figure 3:Mindist between query and object 

 
C. Basic Method 
To compute the location of every object after move, 
we assume that all objects have their velocity and 
direction. No distinction is made between the query 
and object. Query is one of the objects. 
All objects, depending on the time, change the 
distance between the query and the object. Query 
located closed to query point at time t1 may be located 
far from query point at time t2.  Figure 4 show that 
query object and object O2 is closer at time t1, but 
query object and object O1 is closer at time t2, thus we 
have to check k-nearest neighbor of query object using 
sum distance at time t1 and at time t2. We mix 
k-nearest neighbor query and range query to generate 
location anonymity set, i.e. k-nearest neighbor is for 
obtaining a candidate set and range query is for 
conforming spatial QoS requirement. 

There are three steps in basic algorithm, in first step, 
we get candidate sets using k-nearest neighbor query, 
in second step, we get intersection of two candidate 
sets and generate result set, and if necessary, in third 
step, we fill up any shortfall. Throughout entire step, 
we use a candidatefactor to guarantee to finish within 
2 steps. For simplicity, we set a candidate factor to 50% 
of the set of location anonymity, i.e, K-nearest 
neighbor queries are calculated to exceed 50%. 

 
Figure 4: The distance between the query 

and the objects of each time 

Step 1: In this step, we find candidate set at time t1 and 
t2 using k-nearest neighbor query, respectively.  
We only obtain objects within arbitrary distance that 
conform spatial QoS requirement. They are arranged 
in ascending order by distance between query and 
object. Each object has a distance as attribute to query. 
For generating candidate set, we use TPR*-Tree. It 
enables us to calculate a location of an object 
according to the change of time. 
 
Step 2: In second step, we sum same objects distance 
attribute and arrange them in ascending order. To the 
extent that does not exceed the number of location 
anonymity set. We put them the result set. Figure 5 
shows step 1 and step 2 processing. 
 

 
Figure 5:  Basic Method Merge Process 

 
Step 3: If, in second step, the number of result set meet 
the number of location anonymity set, then we do not 
process third step. If not, to fill up shortfall, we use 
dummy object. Though we can use abandoned values 
to fill up each time set, to keep sameness of location 
anonymity set, we do not use abandoned values. In 
Conclusion, location anonymity set is same along the 
time, but anonymous cloaking region is different. 
 

 
 
D. Heuristic Method 
In heuristic algorithm, we assume that object reside 
with the current moving direction of query will be the 
result of k-NN query after a certain time, so we can 
consider result set under a certain percentage of the 
number of location anonymous set without calculation 
and rest of result set is filled up by using current 
distance, velocity, and direction without processing 
k-nearest neighbor query at elapsed time. 
To find the group of location anonymous set without 
calculation, we grouped the 360 degrees 6 equal 
portions. A basic idea is to reuse within some of kNN 
at time t.  
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Step 1: In this step, unlike previous basic algorithm. 
We find candidate set at only time t1 using k-nearest 
neighbor query and target objects within arbitrary 
distance that conforms spatial QoS requirement. 
As mentioned in basic algorithm, in this algorithm, we 
collect data of 150 percent. They are arranged in 
ascending order by distance between query and object. 
Each object has a distance, velocity, and direction as 
attribute to query. 
 
Step 2: In this step, we divide candidate set into two 
groups. First group put into the result set without 
calculation. In second group, whether or not to include 
result set is determined by an arithmetic expression 
that square of distance of t + ∆t =  ((xa + νax. ∆t) - (xb 
+ νbx.∆t))2 + ((ya + νay. ∆t) - (yb + νby.∆t)) 2.A 
coordination of query and object are (xa, ya), (xb, yb) 
and velocities and distance are (νxa, νya), (νxb,νyb) 
and we checkcalculation result within spatial QoS 
requirement or not. If results meet spatial QoS 
requirement, we put that object into result set. Left 
side of figure 6 shows group dividing, we grouped the 
360 degrees 6 equal portions. If query moves to the 
group O2, group without calculation will be group O2. 
Right side of figure 6 shows the idea of an arithmetic 
expression of predicting the distance at time T2. 
 

 
Figure 6:  Heuristic method 

 
Step 3: If result set is not fully constructed, as 
mentioned in basic algorithm, we use dummy object to 
fill up the result set. 

 

IV. EXPERIMENTS 
 
In this section, we compare the performance of the 
basic algorithm and the heuristic algorithm. We run 
several experiments to evaluate our proposed method. 
For the performance evaluation, we generate synthetic 
dataset and test our proposed algorithm. All the 
experiments were conducted on AMD Athlon 
2.80GHz machine with 2GB RAM, running windows 
7. We develop simulation program using a language 
C++. 
We use TPR*-TREE for predicting the location of the 
moving object. Throughout experiment, we set the 
velocity of the moving object as value between -8 and 
8 randomly.  We list the set of used parameters in the 
simulations in Table 1. 
 

 
Table1. Summary of Parameters 

 
For evaluation of the cloaking time of our proposed 
algorithm with respect to varying the anonymity level, 
we fix ∆t =50, candidate factor = 50% and increase the 
anonymity number k from 50 to 150 to examine the 
performance of the basic algorithm and the heuristic 
algorithm. In each experiment, 100 randomly 
generated queries were executed and the average CPU 
time reported in Figure 7. As Figure 7 shown, heuristic 
algorithm demonstrates better performance than the 
basic algorithm with an increasing anonymity level. 
Note that the basic algorithm generates two set of kNN 
and the heuristic algorithm generates one set of kNN 
and calculates the results by utilizing that set, thus the 
heuristic algorithm significantly reduce the CPU time. 

 
Figure 7: Cloaking time 

 
Figure 8 gives the necessity of dummy on the 
generating anonymity set. We fix anonymity level k = 
150, candidate factor = 50%, spatial QoS requirement 
= 1,000 and increase the ∆t from 10 to 60 to calculate 
the number of required dummy. We compare the result 
between the basic algorithm and the heuristic 
algorithm. As figure 8 shown, we can see that as ∆t 
increases, the required dummy of both algorithm 
increases, incurring very high dummy set when ∆t is 
large. In this test case, both of our proposed algorithms 
have same performance. 
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Figure 8: The necessity of dummy 

 
To compare the impact of the candidate factor between 
the basic algorithm and the heuristic algorithm, we fix 
anonymity level k = 150, ∆t = 20, spatial QoS 
requirement = 1,000 and increase the candidate factor 
from 40% to 100%. Figure 9 illustrates the impact of 
the candidate factor of our proposed algorithm. As 
figure 9 shown, both of our proposed algorithms have 
same performance. 

 

 
Figure 9: The impact of the candidate factor 

 
CONCLUSION 
 
In this paper, we proposed a novel algorithm for 
generating anonymous cloaking region. We propose 
two algorithms using k-nearest neighbor query. We 
conducted extensive experiments and the results show 
that the proposed method can process effectively. 
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