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Abstract:-The evolution of cloud computing has revolutionized how the computing is abstracted and utilized on remote third 
party infrastructure. It is the Internet based computing where essential shared servers provide software, infrastructure, 
platform, devices and other resources and offering to customers on a pay-as-you-use basis. It is frequently held that the cloud 
computing is a type of computing where accessible, flexible, and supple IT facilities are delivered as a service to many 
clients. In this paper, a review on cloud computing security issues has been presented. The overall objective of this paper is 
to evaluate the security issues in various techniques. This paper has presented various techniques by different researchers to 
enhance the cloud security further. The issue of protection on device or protection on cloud has found to be the major 
challenge to provide secure cloud computing environment.  
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I. INTRODUCTION 
 
Cloud computing is surely an on require services 
through which propagated sources, information. 
cloud computing is an on interest administration in 
which imparted assets, data, programming and 
different gadgets are given as per the customers 
prerequisite at particular time[1]. It's a term which is 
by and large utilized as a part of instance of Internet. 
The entire Internet can be seen as an cloud". 
[2]Capital and operational expenses can be cut 
utilizing cloud computing. cloud figuring is the 
utilization of the Internet for the undertakings 
performed on machine cloud computing is a Service 
that stores and recover the data. 
 
Flickr is the sample for cloud computing as example 
for cloud. It is a stage that is the essential structure on 
which the application stands. 
 

 
Fig: Representing the structure of cloud 

 
The cloud computing definition of includes five 
essential features, three service models and four 
deployment models as. Herein, the five essential 
features includes virtualized computing resource 
pool, broad network access, rapid elasticity, on-
demand self-service, measured service.[6][7]  

II. BACKGROUND  
 
This section presents the fundamental concepts of 
cloud computing, Advantages and security issues of 
infrastructure as a service, software as a service and 
platform as a service. This section also explains 
security techniques and algorithms.  
2.1 SERVICES OF CLOUDS: Cloud computing 
services are divided into three classes.[8] 

 
1. Software as a service (Saas): Cloud-based 
applications—or software program as a support 
(SaaS)—run in remote computers ―in the actual 
cloud‖ that are possessed along with managed by 
some others and this connect to users‘ computers by 
way of the internet along with, generally, a new web 
browser.[8]  
2. Platform as a service:. Paas, such as Google‘s 
apps engine, salesforce.com, Force platform, and 
Microsoft azure, refers to different resources 
operating on a cloud to provide platform figuring for 
end users.[9]  
3. Infrastructure as a service: With IaaS, 
Infrastructures, for example finalizing, hard drive, 
systems, and also other fundamental calculating 
assets, usually are delivered to be a services towards 
the buyer. [9][8]  
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2.2 CLOUD COMPUTING DEVELOPMENT 
MODELS  
 
i. Public cloud: The public cloud frame is presented 
for public use instead for a large industry group and is 
kept by an group selling cloud facilities.[10][4]  
 
ii. Private cloud: The private cloud frame is worked 
for the private use of an organization. The cloud may 
be achieved by that organization or a third party. 
Private clouds may be either on or off 
premises.[11][43]  
 
iii. Hybrid cloud: A hybrid cloud combines many 
clouds (private, community of public) where those 
clouds maintain their single identities, but are sure 
together as a unit. A hybrid cloud may suggestion 
identical or exclusive access to data and applications, 
as well as application portability.[10][4]  
 
iv. Community cloud: A community cloud is one 
where the cloud has been organized to serve a 
common function or purpose[43]  
 
III. CLOUD COMPUTING SECURITY 
 
Cloud computing concerns all the feature of creating 
cloud computing safe. Several of these features are 
not exclusive to the cloud setting: data is at risk to 
attack irrespective of where it is kept. Therefore, 
cloud computing security includes all the theme of 
computing security, including design of security 
design, minimization off attack surfaces, defenses 
from malware, and implementation of access control. 
But there are some features of cloud computing 
security that look to be explicit to that area.[14][15] 
 
3.1 ADVANTAGES OF SECURITY IN CLOUD 
ENVIRONMENTS  
 
i. Centralized data storage: In a cloud environment, 
the service provider takes care of storage issues and 
small business need not spend a lot of money on 
physical storage devices. Also, cloud based storage 
offers a way to centralize the data quicker and 
potentially cheaper. This is particularly useful for 
small businesses, which cannot spend additional 
money on security professionals to monitor the 
data.[56]  
 
ii. Incident Response: IaaS suppliers can put up a 
dedicated forensic server that can be used on demand 
basis. Whenever security damage takes place, the 
server can be brought online. In some investigation 
cases, a backup of the environment can be easily 
made and put onto the cloud without affecting the 
normal course of business.[56]  
 
iii. Forensic Picture Proof Time: Some cloud 
storage implementations expose a cryptographic 

check sum or hash. For example, Amazon S3 
generates MD5 (Message-Digest algorithm 5) hash 
automatically when you store an object [10]. 
Therefore in theory, the need to generate time 
consuming MD5 checksums using external tools is 
eliminated.  
 
iv. Logging: In a traditional computing paradigm by 
and large, logging is often an afterthought. In general, 
lacking disk space is allocated that makes logging 
either non-existent or minimal. However, in a cloud, 
storage need for standard logs is automatically 
solved.[56]  
 
3.2 Potential Security Issues of Cloud Computing  
We analyze the security risks of cloud computing 
from the perspective of customer, company and 
government as follows[21] and Standard security 
issues of cloud computing: [12] [13][43].  
(1)Data Location (2) Analysis Support (3) 
Information Segregation (4) Long-term Viability (5) 
Regulatory Submission (6) Recovery (7) Misuse plus 
Nefarious Using Clouds Computing (8) Not secure 
Connects and also APIs (9) Detrimental Insiders (10) 
Shared Technology Issues (11) Information Injury or 
Leakage (12) Description or Service Hijacking (13) 
Strange Risk Profile(14)Trusted Cloud computing 
Issues (15) Privacy.(16) The security risks confronted 
with customers.(17) The security risks confronted 
with service providers.(18) The security risks 
confronted with government  
 
i. Data Location  
 
In general, cloud customers are not aware to the exact 
location of the datacenter and also they do not have 
any control over the physically accessibility 
mechanism to that particular information [17], Many 
well-known cloud service providers have datacenters 
across the globe. Some service providers also take 
advantage of their global datacenters. However, in 
some cases applications and data may be saved in 
countries, which can judiciary concerns. As an 
example, if the consumer data is store in X state then 
service providers are likely to be put through the 
security requirements and legitimate obligations of X 
state. This might also happen that a user does not 
have the information of these issues.[44]  
 
ii. Investigation Support  
 
Investigation an illegitimate task might be difficult in 
cloud environments. Cloud services are especially 
difficult to examine, because data for many clients 
might be co-located and may also be spread across 
multiple datacenters. Customers have little 
information about the network topology of the 
underlying environment. Service provider may also 
impose limitations on the network security of the 
service users.[44][55]  
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iii. Information Segregation  
 
Information in the cloud is normally in a shared 
environment together with data from other customers. 
Encryption can't be thought since the single 
alternative for data segregation problems. In certain 
situations, consumers might not want to encrypt data 
because there can be a case when encryption crash 
may destroy the data.[43]  
 
iv. Long-term Viability  
 
Service providers must ensure the information safety 
in adjusting Service provider conditions such as 
mergers and acquisitions. Clients must ensure 
information availability in these situations. Service 
provider must also ensure information protection in 
negative service provider condition like extended 
failure etc.[42][43]  
 
v. Regulatory Submission  
 
Traditional service providers are afflicted by 
additional audits and security certifications. If a cloud 
service provider does perhaps not follow to these 
security audits, then it leads to a evident decrease in 
client trust.[43][55]  
 
vi. Recovery  
 
Cloud service providers should guarantee the 
information security in normal and man-made 
disasters. Typically, information is ripped across 
many sites. But, in case of any such unwanted event, 
provider must do a total and quick restoration.[55]  
 
vii. Misuse plus Nefarious Using Cloud Computing  
 
IaaS providers offer their clients the illusion of 
unlimited compute, network, and storage capacity — 
often coupled with a ‗frictionless‘ registration 
process where anyone with a valid credit card can 
register and immediately begin using cloud services. 
Some suppliers even offer free restricted trial periods. 
By abusing the relative anonymity behind these 
registration and application models, spammers, 
detrimental code authors, and other criminals have 
been in a position to conduct their actions with 
relative impunity. PaaS suppliers have typically 
suffered most from this kind of attacks but, new 
evidence implies that hackers have begun to focus on 
IaaS vendors as well. [46]  
Services Model: IaaS , PaaS  
Impact: Criminals continue to influence new 
technology to improve their reach, avoid detection, 
and improve the potency of their activities. Cloud 
computing providers are definitely being targeted, 
partly since their somewhat weak registration 
techniques help anonymity, and provider‘s cam 
detection capabilities are limited.  

viii. Not secure Connects and also APIs  
 
Cloud computing providers show some computer 
software interfaces or APIs that clients use to handle 
and interact with cloud services.[12] Provisioning, 
management, orchestration, and checking are typical 
performed applying these interfaces. The security and 
option of general cloud services is influenced by the 
security of these basic APIs. From authentication and 
accessibility get a handle on to encryption and task 
checking, these interfaces must be developed to 
protect against equally unintended and malicious 
attempts to prevent policy. Moreover, organizations 
and third parties usually construct upon these 
interfaces to offer value-added services to their 
customers. This introduces the complexity of the new 
layered API; in addition, it increases chance, as 
organizations might be needed to relinquish their 
recommendations to third parties in order to permit 
their agency.[43]  
Services Model : IaaS, PaaS, SaaS  
Impact: Some suppliers strive to ensure security is 
effectively built-into their service models, it is critical 
for people of these solutions to understand the 
security implications connected with the user, 
administration, orchestration and monitoring of cloud 
services. Reliance on a weak group of interfaces and 
APIs exposes businesses to an assortment of security 
issues linked to confidentiality, strength, supply and 
accountability.  
 
ix. Detrimental Insiders  
 
The risk of a harmful insider is well-known to the 
majority of organizations. This risk is amplified for 
people of cloud services by the convergence of IT 
services and clients under just one administration 
domain, combined with a broad lack of openness into 
service process and procedure. [12]As an example, a 
provider may not disclose how it grants workers 
usage of bodily and virtual assets, how it displays 
these workers, or how it analyzes and reports on 
policy compliance. To confuse issues, there is often 
little if any exposure into the hiring standards and 
practices for cloud employees. This type of situation 
clearly generates a nice-looking chance for an 
adversary which range from the novice hacker, to 
structured offense, to corporate espionage, as well as 
nation-state paid intrusion. The amount of 
accessibility awarded could allow this kind of 
adversary to crop confidential information or get 
complete control over the cloud services with little if 
any threat of detection.[43][54]  
Services Model : IaaS ,PaaS, SaaS  
Influence: The affect that malicious insiders may 
have on an firm is significant, given their level of 
access and capability to infiltrate organizations and 
assets. Brand injury, financial affect, and output 
losses are simply a number of the methods a 
malicious insider make a difference an operation. As 
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companies adopt cloud services, the individual aspect 
takes on a far more profound importance. It is 
important therefore that consumers of cloud services 
understand what providers are doing to detect and 
defend contrary to the malicious insider threat.  
 
x. Shared Technology Issues  
 
IaaS suppliers offer their services in a scalable way 
by sharing infrastructure. Often, the main components 
that make up this infrastructure (e.g., CPU caches, 
GPUs, etc.) were not made to offer strong isolation 
properties for a multi-tenant architecture [12][54]. To 
address this gap, a virtualization hypervisor mediates 
accessibility between visitor systems and the physical 
compute resources. However, actually hypervisors 
have exhibited faults that have enabled guest 
operating systems to gain unacceptable levels of get a 
grip on or effect on the main platform. A safety 
comprehensive strategy is recommended, and 
includes compute, storage, and network security 
enforcement and monitoring. Powerful 
compartmentalization must be applied to ensure that 
personal customers don't influence the procedures of 
different tenants running on the same cloud provider. 
Consumers should not need use of any tenant's real or 
continuing knowledge, network traffic, etc.[45]  
Services Model: IaaS  
Influence [12][13]: Attacks have appeared recent 
years that target the shared technology inside Cloud 
Computing environments. Drive partitions, CPU 
caches, GPUs, and different shared elements were 
never designed for powerful compartmentalization. 
Consequently, opponents concentration on the best 
way to influence the operations of other cloud 
customers, and how to achieve unauthorized access to 
data.  
 
xi. Information Injury or Leakage  
 
There are many ways to compromise data.[54] 
Deletion or modification of files without a copy of 
the original content is an evident example. Unlinking 
an archive from a bigger context may make it 
unrecoverable, as may storage on unreliable media. 
Loss of an coding important may result in effective 
destruction. Finally, unauthorized parties should be 
stopped from gaining access to sensitive and painful 
data. The threat of data compromise increases in the 
cloud, because of the quantity of and interactions 
between risks and problems which are either 
distinctive to cloud, or more harmful because of the 
architectural or operational characteristics of the 
cloud environment[12].  
Services Model: IaaS, PaaS, SaaS.  
Impact : Data loss or leakage can have a devastating 
impact on a business. Beyond the damage to one‘s 
brand and reputation, a loss could significantly 
impact employee, partner, and customer morale and 
trust. Loss of core intellectual property could have 

competitive and financial implications. Worse still, 
depending upon the data that is lost or leaked, there 
might be compliance violations and legal 
ramifications.  
 
xii. Description or Service Hijacking  
 
Account or service hijacking isn't new. Strike 
methods such as phishing, fraud, and exploitation of 
software vulnerabilities however achieve results. 
References and passwords are often recycled, which 
increases the influence of such attacks. Cloud 
solutions add a new threat to the landscape. If an 
opponent gets usage of your references, they are able 
to eavesdrop in your activities and transactions, adjust 
knowledge, get back falsified data, and redirect your 
clients to illegitimate sites. Your account or service 
instances may turn into a new foundation for the 
attacker. From here, they may power the ability of 
your reputation to introduction following attacks.[45]  
Services Model: IaaS, PaaS, SaaS.  
Impact: Account and service hijacking, often with 
taken references, remains a top threat. With taken 
references, attackers can usually accessibility 
important aspects of stationed cloud computing 
services, letting them compromise the confidentiality, 
strength and availability of those services. Businesses 
should be aware of these methods in addition to 
popular defense comprehensive protection methods to 
contain the damage (and probable litigation) caused 
by a breach.  
 
xiii. Strange Risk Profile  
 
One of the tenets of Cloud Computing is the reduced 
of hardware and pc software control and preservation 
to allow service provider to concentrate on their core 
business strengths. This has distinct financial and 
working advantages, which must be considered 
carefully from the contradictory security concerns — 
complicated by the actual fact that cloud deployments 
are driven by anticipated advantages, by groups who 
might lose monitoring of the security ramifications. 
Versions of software, code upgrades, security 
practices, vulnerability users, intrusion efforts, and 
security design, are all essential facets for estimating 
your provider security posture. Information regarding 
who is discussing your infrastructure might be 
important, in addition to system intrusion logs, 
redirection efforts and/or accomplishments, and other 
logs. Security by obscurity may be low efforts but it 
can result in not known exposures. It could also 
impair the in-depth examination required extremely 
controlled working areas. [54] 
Services Model: IaaS, PaaS, SaaS.  
Affect: When adopting a cloud service, the features 
and functionality may be well advertised, but what 
about details or compliance of the internal security 
procedures, configuration hardening, patching, 
auditing, and logging? How are your data and related 
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logs stored and who has access to them? What 
information if any will the vendor disclose in the 
event of a security incident? Often such questions are 
not clearly answered or are overlooked, leaving 
customers with an unknown risk profile that may 
include serious threats.  
 
xiv. The security risks confronted with customers  
 
The security risks that clients need certainly to face in 
cloud computing environment include: 1) The 
downtime of cloud computing environment that 
brings great depress to the self-confidence of clients 
can't be avoided absolutely; 2) The leak of 
commercial secrets meaning nightmare for customer 
cannot avoided absolutely; 3) How to handle the 
opportunity position of cloud service provider and the 
security concerns such as for instance problem 
removal, damage payment and business migration 
etc.[7]  
 
xv. The security risks confronted with service 
providers  
 
The security risks that service providers need to 
confront in cloud computing environment include: 1) 
How to assure the long-term protected function of the 
cloud data center and separate the problem to cut 
back its effect to a tiniest level are the security risks 
that service providers have to handle with; 2) Just 
how to battle against the numerous and hostile system 
hackers is a disturbing security problem; 3) For 
customers with various demands, how exactly to 
successfully and firmly control these customers and 
recognize and stop the destructive customers is 
another inevitable task.[7]  
 
xvi. The security risks confronted with 
government  
 
The security risks that government administrators 
have to address in cloud computing environment 
include: 1) How to enhance the security protection of 
a mass-scale data center is one important matter; 2) 
How to securely control the numerous and different 
range cloud service provider; 3) How to evaluate and 
rank the security level of cloud service providers and 
the security credit of cloud consumers, and submit the 
hands-on alarm of harmful applications.[7]  
 
xvii. Trust  
 
Trust isn't another investigation theme in software 
engineering, crossing ranges as different as 
security[23] and access control in machine systems, 
unwavering quality in appropriated frameworks, 
game theory and specialists frameworks, and 
arrangements for choice making under uncertainty 
[22]. Rely upon the material culture is manufactured 
on many different grounds, created on calculus, on 

understanding or on public details [24]. Rely upon a 
cloud environment depends completely on the 
selected deployment model, as authority of data and 
applications is subcontracted and delegated out from 
the owner's strict control.  
This paper proposes employing a Trusted Third Party 
in just a cloud environment by enabling trust and 
using cryptography to guarantee the confidentiality, 
integrity and authenticity of data and 
communications, while attempting to deal with 
specific security vulnerabilities.[25][26]  
Trust issues in cloud computing environments could 
be split into four sub-categories [16] [17] [22] [27], 
which include: (a) just how to explanation and 
evaluation confidence based on the special attribute 
of cloud computing environments, (b) how to handle 
destructive recommend data, which is very important 
in cloud computing environments, as confidence 
relationship in clouds is short-term and powerful, (c) 
how to think about and provide difference security 
level of support based on the confidence degree, (d) 
how to manage confidence degree change with 
interaction time and situation, and to monitor, change, 
and actually reveal confidence relationship powerful 
change with time and space.  
 
xviii. Privacy  
 
Privacy is the capability of someone or group to 
seclude themselves or details about themselves and 
thereby reveal themselves selectively, and it's include 
[29][35][40]: (a) when: a topic may become more 
worried about her current or future information being 
revealed than information from days gone by, (b) 
how: a consumer might be comfortable if friends can 
manually request his information, but may  
not need alerts sent automatically, (c) extent: a 
consumer may favors her information reported being 
an ambiguous region rather than the usual precise 
point. In the industry, consumer context and privacy 
needs the protection[38] and appropriate utilization of 
the info about customers and meeting the 
expectations of customers about its use. In the 
organizations, privacy entails the applying of laws, 
mechanisms, standards and processes by which 
personally identifiable information is managed 
[28][39]  
The privacy issues differ according to different cloud 
scenario, and can be divided into four subcategories  
[29], which include: (a) how to make users remain 
control over their data when it is stored and processed 
in cloud, and avoid theft, nefarious use and 
unauthorized resale, (b) how to guarantee data 
replications in a jurisdiction and consistent state, 
where replicating user data to multiple suitable 
locations is an usually choice, and avoid data loss, 
leakage and unauthorized modification or fabrication, 
(c) which party is responsible for ensuring legal 
requirements for personal information, and (d) what 
extent cloud sub-contractors involved in processing 
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can be properly identified, checked and 
ascertained.[36][37]  
Security issues in cloud computing environments 
might be split into six sub-categories [16] [17] [18] 
[19], such as for example: (a) how to supply safety 
mechanisms, to make sure that to monitor or trace the 
cloud server, (b) how to hold data confidentiality for 
the in-patient and sensitive information, (c) how to 
avoid malicious insiders illegal operation beneath the 
overall insufficient transparency into provider process 
and procedure environments, (d) how to avoid service 
hijacking, where phishing, fraud and exploitation are 
popular issues in IT, (e) so just how to management 
multi-instance in multi-tenancy virtual environments, 
which assume all instance are completely isolated 
from each other. However, this assumption can 

sometime separation, allowing attackers to cross 
virtual machines side channel, escape the boundaries 
of the sandboxed environment and have full usage of 
the host, and (f) how to make appropriate law and 
implement legal authority, to make sure that users 
have a string against their providers if need.[20] 
 
IV. LEVEL WISE SECURITY 
REQUIREMENTS 
 
Table 1 has shown the various different level wise 
security requirements in cloud computing 
environment. It has shown application, virtual and 
physical level requirements. It has also shown various 
service levels along with the clients, security 
requirements and challenges.

 
Table 1 Level Wise Security Requirements 

 
 
The security objectives within a distributed 
system are essentially [31]:  
 
i. To guarantee the availability of material 
communicated between or held within sharing 
systems.  
 
ii. To keep the reliability of information transferred 
between or held within participating systems, i.e. 
checking the loss or adjustment of information due to 
illegal access, module failure or other errors;  
 
iii. To keep the reliability of the services delivered, 
i.e. secrecy and correct procedure;  
 
iv. To provide control over access to facilities or their 
mechanisms to ensure that workers may only USC 
facilities for which they are official;  

 
v. To validate the uniqueness of communicating 
associates (peer entities) and where required (e.g. for 
banking purposes) to ensure non-repudiation of data 
source and transfer; where suitable, to deliver secure 
interworking with the non-open schemes world.  
 
vi. While adding,  
 
vii. To guarantee the privacy of information held on 
participating schemes.  
 
viii. Clear separation of data and procedures on the 
effective level of the cloud, guaranteeing zero data 
leakage between different applications.  
 
ix. To keep the same level of safety when adding or 
eliminating assets on the physical level.  
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V. COMPARATIVE ANALYSIS OF RECENT 
SECURITY BASED TECHNIQUES FOR 
CLOUD COMPUTING 
 
Various papers has been selected for the evaluation of 
recent techniques for secured cloud computing 

environment. Based upon the potential attributes 
given in table 2, has been selected for competitive 
purpose. It has been clearly show in in Table 3that the 
no technique is perfect for every case.

 
Table 3: Comparative analysis of recent security based techniques for cloud computing 
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5.1 Potential Attributes for secure cloud 
computing  
The various potential includes data integrity, 
scalability, Authentication of device or cloud, Data 
Access, Group Based, Location Privacy and 
Availability.  
 

i. Data Integrity: To increase the storage capacity 
and integrity assets can modify only authorized 
parties or in authorized way. It refer to protection data 
from unauthorized deletion, modification or 
Fabrication or Fabrication can be international or 
unintentional. [32] [33]  
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ii. Scalability: Scalability is the ability of the system 
to handle a growing amount of users in an elegant 
manner.[41]The security framework is considered to 
be highly scalable, if the users‘ increase can be 
adaptively handled without degradation in 
performance or change in physical infrastructure. If 
the proposed security framework is dependent on 
some centralized server managed by a third party to 
provide security features, the scalability of the 
framework is considered as moderate, otherwise 
poor.[47]  
iii. Authentication: If a user has uploaded the files 
on cloud server for sharing with multiple users, there 
should be a mechanism to verify the originator of the 
file. The authentication mechanism may help to 
verify the originator of the file.[34]  
 
iv. Protection on Device (POD): Protection on 
Device refers to those techniques, strategy or 
framework in which the security is provided to cloud 
users by applying protection policies on user end.[48]  
v. Protection on Cloud (POC): Protection on cloud 
refers to those techniques, strategy or framework in 
which the security is provided to cloud users by 
applying protection policies on high end server. [49]  
vi. Data Access: Data access can be divided into 
three categories: (a) automated and (b) semi-
automated. Data access is considered to be 
automated, if users share encrypted files located on 
cloud servers among groups of people and authorized 
users can access and decrypt files automatically 
(without the physical involvement of the file‘s 
owner). The data access is considered to be semi-
automated if the user requires to send some secret 
information (e.g. password, secret key) through other 
means (e.g. email, SMS, or call) to access and 
decrypt the uploaded file.[50]  
 
vii. Group Based: The Group based it may be define 
whilst the signing schema proposed for group, which 
benefits by providing authority to the member in the 
team or group to sign as opposed to his team[53]. In 
group signature method the group manager for the 
building blocks not merely when he manages the 
team but in addition for the main reason he is the 
main one just how can reveal the identity of the 
anonymized signer that is one of many good deal in 
the scheme of signing the group signature variant is 
accepted only if it offer 
anonymized[6][7]unforgeability, traceability and non-
likeability.[53]  
 
viii. Location Privacy: Location Privacy refers to 
those methods which hides the location of users 
physical presence as well as high end services.[52]  
ix. Availability: Availability refers to the time in 
which all services are available. In actual 
environment the cloud may goes down due to hue 
amount of users. So it required to be maximized.[51]  
 

VI. GAPS OF LITERATURE 
 
The literature survey presented in the gaps in cloud 
computing security.  
 
i. The use of group based signature in PAVD security 
system has been ignored.  
 
ii. The majority of secured data storage has neglected. 
The login overhead has been neglected.  
 
iii. The member freedoms to upload and download 
data have algorithms ignored in existing research.  
 
CONCLUSION & FUTURE WORK  
 
The literature survey has shown various limitations in 
some well-known cloud computing security 
techniques. The use of group based signature in 
security systems has been ignored found to be as 
prime limitation of existing techniques. The login 
overhead has also been neglected. The member 
freedoms to upload and download data have also been 
ignored in existing research. The Group Signature 
procedure can be defined as the signing scheme 
planned for groups which benefits by giving power to 
the member in the team or group to sign instead of his 
team.  
In near future to improve the security system further 
the group based digital signature in public 
environment will be used. The group based signature 
will enhanced the data storage and also provide 
freedom to group member to send and receive data 
directly which will reduced the authentication 
overhead.  
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