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Abstract—: Biometrics deals with the use of biological or behavioural features of the body for security purposes. Security 
biometrics deals with the use of these features for security. In this paper, we implement Medical Biometrics for Security 
Biometrics. In this case, we use the interior parts of the body to provide authenticity.  For example, use of heart, brain, 
kidney or any other part of the body. We use various medical technologies like Medical Resonance Imaging, 
Electromyogram, Electrocardiogram, X-Ray, etc for sensing the body parts. This paper deals with the review of such 
methods with a focus on Brain Biometrics for security purposes. 
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I. INTRODUCTION 
 
Security biometric is the science of using physical 
characteristics (fingerprints, eyes, hands) to identify a 
person and some of the products used in this system 
include fingerprint readers and retinal scanners.  
When we are considering security biometrics , we 
want to have physical characteristics that are 
constant and do not change over time and are also 
difficult to fake or change on purpose. 
Some of the methods generally used for security 
biometrics are listed as follows: 

1. Face Recognition biometrics security – This 
is one of the most flexible methods as it can 
be done without the person being aware that 
they are being scanned.  This system analyzes 
specific features that everyone’s face has like 
the distance between the eyes, width of the 
nose, position of cheekbones, jaw line and 
chin to only name a few. 

2. Fingerprint Identification – Our fingerprints 
remain the same throughout our life and no 
two fingerprints are alike.  This may not work 
in industrial applications as this requires clean 
hands and some people may have injury to 
their prints that prevent proper identification. 

3. Hand Geometry biometrics security – This 
will work in harsh environments, does not 
require clean conditions and uses a small 
dataset.  It is not considered as intrusive and 
is often used in industrial environments. 

4. Retina Scan – There is just no known way to 
replicate a retina and, as far as is known, the 
pattern of the blood vessels at the back of the 
eye is totally unique and never changes.  The 
downside is that it takes about 15 seconds of 
careful concentration to do a good scan but 
this still remains a standard one in military 
and government installations. 

5. Iris Scan – This is also very difficult to 
duplicate and stays the same for our lifetime 
although it may be difficult for children or the 
infirm. 

 
6. Signature biometrics security – This type of 

security is easy to gather and is not physically 
intrusive. 

7. Voice Analysis – This method of security 
biometric can be accomplished without the 
person’s knowledge although it is easier to 
fake by using a tape recording but it cannot 
be done by trying to imitate another 
person’s voice. 

 
1.1 Extrinsic and intrinsic biometrics 

Extrinsic Biometrics refers to the visible and 
tangible parts of the body to be used for security 
biometrics. These include Face 
Recognition biometrics security, Fingerprint 
Identification, Hand Geometry biometrics security, 
Retina Scan, Iris Scan, Signature biometrics security, 
Voice Analysis. These are all accessible parts of body 
which can be used as Security Biometrics. This way 
we use medical biometrics for security purposes. 

In case of Intrinsic Biometrics, we use the 
inaccessible parts of the body which are not visible 
directly. These features are not easily accessible and 
cannot be imitated at all. This type of Security 
biometric system is called “Hidden Biometrics” or 
“Intrinsic Biometrics”. We can use “Brain print”, 
“Chest print”, “Bone print” etc, for intrinsic 
biometrics.  
1.2  SENSING- BIO SIGNALS FOR INTRINSIC 
BIOMETRICS 
In order to visualize the shape of a brain, we need to 
use MRI images. Within the same context, one should 
use X-Ray scanners to extract and visualize body 
skeleton, including skull and other bones, etc. But, we 
can expect that, in the near future, some systems, 
developed initially for medical biometric applications 
can be used also for security biometrics to access to 
some protected resources .For instance, to increase the 
security in some airports, low radiation X-Ray 
machines are used to control the borders (basically to 
detect forbidden objects). We believe that this concept 
can be performed and adapted for some specific 
applications dedicated to biometrics by developing 
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scanners to perform efficiently and safety, the 
“Hidden biometrics” applied to some specific parts of 
the human body. 

a. Electrocardiogram 
Using the ECG as a biometric signal to identify an 
individual is not new .The main approach requires a 
classical recording as it is the case in clinical 
applications . The only exception is that no 
pathological cases are considered. As shown if Figure 
1.1[3], only ECG beats are analyzed. For instance, a 
reference ECG beat is extracted during the enrolment 
phase. As shown in Figure 1.2[3], this reference is 
modelled using a neural-network system which means 
that each individual signature is characterized by a set 
of parameters.. Certainly, this rate is not better than 
the performances provided by some “visible” 
biometric techniques, but potentially it remains 
interesting and promising for future investigations in 
this field. 
           

 
Fig 1.1 

                       

 
Fig 1.2 

 
b. Electromyogram 

Another biometric approach inspired from the medical 
field consists in using the Electromyogram (EMG) as 
a signature. As it is shown on Figure 1.3[6], the arm 
muscles are excited by an impulsional electrical 
stimulation where the intensity belongs within the 
range [20-30] mA. The response is recorded using two 
electrodes .This technique is very efficient since the 
performances obtained from ten individuals vary 
between 93% and 100%. A simple response signal 
can be easily modeled using a parametrical model 
which means that few parameters are required to 

identify an individual. Another characteristic of this 
technique is that the signature may change over the 
time since human morphology is subject to slow 
variations. This aspect can be regarded as an 
advantage since this characteristic can be useful 
within the context of cancelable or volatile biometrics 
which makes it interesting when dealing with 
applications that require frequent update of the 
reference signature.  

 
Fig 1.3 

c. X-Ray 
Starting from the approaches described above, the 
hiddenbiometrics can be generalized to the whole 
human  body. For example, as given in Figure 1.4[6], 
using an X-ray scanner, one can produce a digitised 
image of the rib cage. 

 
Fig 1.4 

 
Any part of the skeleton can be studied and analyzed 
using some automatic signal and image processing 
algorithms. For example, the skull, cervical 
vertebrae,humerus, ulna, radius can totally modeled 
and valuable parameters can be extracted for the 
purpose of hidden biometrics. 
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1.2 PROCEDURE OF SECURITY BIOMETRIC 
SYSTEM     
 

  
At the first stage, Sensing is done. Biometric 

Sensing can be of various types MRI imaging, ECG, 
EMG, X-Ray, etc. These methods are used to take 
samples of the internal structure and specific areas of 
the body and then those samples are thoroughly 
examined in the Pre-processing phase after which a 
particular area is selected for Feature Extraction like 
in case of MRI imaging of Brain a small minute part 
for example gyrus, cerebrum etc is selected for feature 
extraction. The next phase includes Template 
Generation which is the most important part of 
Security biometrics. In this phase, the chosen feature 
is examined and is converted into a typical CODE 
which is also known as Template. This is done using a 
particular algorithm and various mathematical 
equations. This template is then stored in the database 
so that it can be used in the identification and 
verification modes of security biometrics. 

Next comes the Matching phase, where 
comparisons are performed so as to prove the identity 
of the person and allow secure form of transactions. 
This is done by comparing the existing templates 
stored in the database with the incoming templates. 
 
II. BRAIN BIOMETRIC SYSTEM 
 
2.1 Enrollment and template code generation 

In this enrollment phase, after a 2D axial MRI 
image acquisition, the following steps are achieved: 

1. Brain image segmentation, 
2. Region of interest extraction, 
3. Normalization, 
4. Feature encoding. 

i. Brain image segmentation 
The segmentation step consists in extracting the 

brain tissues from the rest of the main MRI slice. The 
segmentation algorithm used in this work is based on 
histogram analysis and mathematical morphology. 
More specifically, the 2D brain MRI slice is pre-
processed with an anisotropic diffusion filtering 
method for the purpose to reduce the noise and 

preserve edges. Finally, erosion and dilation 
operations of mathematical morphology are applied to 
brain mask in order to cut the remaining connections 
and to recover interesting brain 
region

 
Fig 1.5                  Fig 1.6           Fig 1.7 

 
 Figure 1.5[2] shows brain MRI images 
 Figure 1.6[2] shows binary mask of the brain 
 Figure 1.7[2] shows brain isolated from the 

rest of the MRI slice. 
There are various methods for Brain Segmentation. In 
this paper we will be discussing two major methods 
i.e. slicing and elliptical evaluation. 
 
A. SLICING 

It is a step wise procedure which starts with the 
MRI of the entire brain. This MRI is the first step of 
Brain Biometric system also known as biometric 
sensing. The next step involves the 3D segmentation 
of the MRI images. Then these segmented images are 
examined thoroughly to generate Region of interest. 
The region of interest is the part of the brain which 
we select for feature extraction. This means a 
particular section of the brain which is unique for 
every individual and does not change with age or 
time. There are various minute parts of the brain 
which can be selected and used for further evaluation. 
But the most important thing is that it should be non-
volatile i.e. it should remain the same for the entire 
life time of the individual. For example, in Figure 
1.8[3] a particular region is extracted and chosen for 
template generation. Figure 1.9[3] shows the 
complete brain. 
 

 
Fig 1.8 
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Fig 1.9 

 
This region of interest is studied deeply and a 

particular feature is extracted which is chosen for 
template generation. Template generation involves 
the conversion of that feature into BRAIN CODE. 
This is done by applying various methods one of 
which is Slicing. As shown in figure 1.10[3] and 
1.11[3], this process starts with slice selection which 
involves choosing a particular slice and taking the 
MR image of that slice. This MRI is then studied and 
evaluated thoroughly to produce the desired template. 
There are various algorithms which have been 
implemented till to complete this process of feature 
extraction. This paper aims at reviewing the overall 
procedure of brain biometric system. 

 
Fig 1.10 

 

 
Fig 1.12 

 
b. ELLIPTICAL EVALUATION 

In this method, the steps of biometric system are the 
same as those in the slice selection process. The only 

difference occurs when it comes to the Template 
Generation phase. In this phase, as we have seen in 
slice selection a particular slice of the brain is 
selected and then the MRI of that slice is then 
implemented to produce the brain code. But in 
Elliptical Evaluation, the region of interest is 
extracted and evaluated as an ellipse. The ellipse is 
then substituted into equations. Then we apply 
different equations and algorithms to generate the 
required template or brain code. Hence, we can see 
that there are various methods for template generation 
and we have reviewed two of them here. 
 

ii. Region of interest extraction 
As shown in Figure 1.13, the Region of 

Interest(ROI) has an elliptical band delimited by two 
ellipses namely inner and outer ellipse .Specifically 
this strip of brain contain only two parts i.e. the gyrus 
and the sulci, which are on great extent variable from 
one person to another. 

For this reason, this part of the brain is always 
considered as the best for brain security biometric 
purposes. The outer ellipse is characterized by a semi 
major axis which is equal to a and also a semi minor 
axis equal to b, whereas the inner ellipse is obtained 
by a shift of 30 pixels of the outer ellipse inside the 
brain. Therefore, the inner ellipse has (a-30) as semi 
major axis long and (b-30) for semi minor axis. At 
this position, the ROI is well defined. 

 
Fig 1.13 

 Figure 1.13[2] shows Region of 
interest extraction 

 It shows the elliptical band 
delimited by the two ellipses i.e.  
the inner and the outer ellipse 

iii. Normalization 
The normalization is a simple method to improve the 
image quality by eliminating noisy and correcting the 
deformations of the image intensity caused by non-
uniform finger pressure during the image capture. The 
idea of normalization consists in changing the 
intensity of each pixel so that mean and variance of 
the whole image are changed to some predefined 
values. The normalization preserves the clarity and 
contrast of the ridges; however it is not able to connect 
broken ridges or improve the separation of the parallel 
ridges. 

iv. Feature Encoding 
As shown in Figure 1.14, this slice can further be 
expanded and then by mathematical implementations 
can be converted to desired Template or Brain Code. 



International Journal of Advances in Electronics and Computer Science, ISSN: 2393-2835 Volume-2, Issue-6, June-2015 

A Study On Brain Imaging For Security Biometrics 
 

108 

 
Fig 1.14 

 
Thus, we can depict the entire process of Brain 
Biometric System with the help of a block diagram. 
 
      2.2  Block diagram of brain biometric system 

 
 
At first, Sensing of the brain is done. This can be 
done by Magnetic resonance imaging, nuclear 
magnetic resonance imaging, or magnetic resonance 
tomography is a medical imaging technique used 
in radiology to investigate the anatomy and 
physiology of the body in both health and disease. 
MRI scanners use strong magnetic fields and radio 
waves to form images of the body. The technique is 
widely used in hospitals for medical diagnosis, staging 
of disease and for follow-up without exposure 
to ionizing radiation. Pre-processing deals with the 
procedure of selection of the part or area of brain we 
are going to use for SECURITY BRAIN 
BIOMETRICS. The basic Brain Biometrics system 
starts with this phase, that is, Feature Extraction. This 
phase basically includes the extraction or 
acknowledgement of the feature of the brain to be 
used for security purposes which was selected in the 
pre-processing phase. After this phase, different 
algorithms are implemented to find out and generate a 
template. These templates are stored in the database 
and are used for matching for Security purposes. 

As we have seen earlier, the procedure or method 
of Biometric System starts with biometric sensing. 
Sensing is the process of taking samples of the 
internal structure and specific areas of the body. 
Sensing can be done by various methods such as 
magnetic resonance imaging, CT scan, nuclear 
magnetic resonance imaging or magnetic resonance 

tomography. These sampled images are then 
examined thoroughly in the pre-processing phase after 
which a particular area is selected for feature 
extraction like in case of MRI imaging of Brain a 
small minute part for example gyrus, cerebrum, etc is 
selected for feature extraction. Next comes the 
template generation, which is the most important part 
of Security biometrics. In this phase, the chosen 
feature is examined and is converted into a typical 
code which is also known as template. This is done 
using a particular algorithm and various mathematical 
equations. This template is then stored in the database 
so that it can be used in the identification and 
verification modes of security biometrics. There are 
various geometrical methods used for template 
generation. These methods extract the required feature 
or conversion into the desired template. In this paper, 
we will discuss Slice Selection and Elliptical 
evaluation as Brain Biomertic Sensing Methods. 
 
CONCLUSION 
 
Our aim in this paper is to study the various Brain 
imaging techniques to get an overall idea about the 
procedure which can be followed in order to use the 
Brain Biometric System for Security purposes. The 
major techniques discussed here are ECG, EMG, 
MRI, X-Ray etc. We have also drawn the attention 
toward the basic procedure followed for Brain 
Biometrics and the manner in which we can 
implement the first stage of Brain Biometrics i.e. 
sensing. This way we can see that this paper reviews 
about the basic method of utilization of Brain 
Features for Security Biometrics. 
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