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Abstract- DDoS stands for Distributed Denial of Service attack. In today’s world, everything is dependent on the web and 
therefore the security of the websites on the internet is a very important issue. The Distributed Reflection DoS (DR-DoS) 
attack is superior version of DoS attack. The attacker uses the innocent nodes present in the network as reflectors and sends 
continuous requests towards them with the massive packets, most of the current DR-DoS attack detection mechanisms are 
available which contains their own protocols and cannot be used on another specific protocols i.e., the system for TCP 
protocol cannot be used for detection of a UDP protocol attack detection. At this point RCD comes into the picture and RCD 
is used to develop a system which is protocol independent. RCD is the most efficient algorithm to differentiate the normal 
flow and the malicious flow of the packets coming towards the victim, it finds the ranking between the different flows and if 
the flows are detected to be malicious at the router then that flow of packets is discarded directly from the router. Here RCD 
works as a indicator to the DR-DoS attack. 
 
Index Terms- Rank Correlation, RCD, Distributed Reflection, DoS, Denial of Service. 
 
I. INTRODUCTION 
 
Distributed Denial of Service (DDoS) attack is a very 
big issue in the internet today. In DDoS attack, the 
attacker sends a large number of packets towards the 
victim to take down the resources and services 
provided by the victim to its users. The DR-DoS 
attack is the superior one to the DDoS attack, in DR-
DoS the attacker sends malicious packets requests to 
the innocent servers (nodes) within the network and 
pretend them that those are the normal data packets. 
As the innocent nodes treat these malicious packets as 
normal packets, these packets are reflected towards 
the victim in large number of reflected flows. 
 
The server cannot differentiate by itself between the 
normal and attacking flows and after some time goes 
down. Detecting the malicious flow nearby a single 
reflector is not helpful because the traffic coming out 
from a single node is negligible. The different 
computational techniques can be used to detect the 
attacks but it requires more time for performing the 
calculations on each of the flow and then detecting it. 
Each of the different protocol is based on the different 
technique, so there should be some single counter 
measure which detects the DR-DoS with different 
protocols. So we can use a protocol independent 
method for detection of the DR-DoS attack i.e., RCD 
based detection. 
We analyze the traffic pattern nearby the victim and 
use the Rank Correlation Detection (RCD) method. 
RCD is protocol independent technique and also it 
does not affect the network throughput during the 
computation. Once the RCD detects an attacking flow 
the upstream routers will sample and start calculating 
the correlation of the suspicious flows and use the 
correlation value for the further detection. 

 
Fig 1. System Architecture 

 
The correlation coefficient is successfully calculated 
between the different flows 
 
II. LITERATURE SURVEY 

 
Today the importance of the internet is increased since 
the last decade, the different organizations and 
professionals are unable to connect to their clients 
directly so they decide to communicate to their clients 
via internet. E.g. a MNC scattered over many 
countries but the headquarters are in only one country 
so the work information can be shared via e-mail or 
any other services using which the users can reach to 
them.  
There are many attacks currently present in the 
internet like DoS, DDoS, DR-DoS etc. and due to 
these serious threats within the internet the packets 
sent by the users are unable to reach at the client sides, 
so the security should be maintained during the 
transmission of the data for the safe communication 
between the internet users. 
There are different ways to detect these attacks as: 
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1. Locate the suspicious flows at the server side but it 
is not more suitable for heavy traffic and also the 
throughput of the server degrades 
2. Tracing the malicious packets with the protocols 
but it requires a lot of complex calculations to be 
performed on each of the flow and a lot of time is 
needed for this method. Hence the above methods 
cannot be used for the system implementation because 
the confidentiality of the data nowadays is more and 
the nodes also need more security. In this condition, 
we are implementing Rank Correlation Coefficient at 
the router level between the different node data flows. 
When the nodes communicate with each others the 
source and destinations are identified and the rank 
values are calculated and if the rank values of the both 
flows are matched with each other then these flows 
are discarded from the router to avoid the attack. 
 

 
Fig. 2. Attacker and victims in the system. 

 
III. SYSTEM FEATURES 
 
1. User Module: In this module the user have to first 
register within the system to access the features of the 
network. The two step authentication mechanism for 
email is used for verifying the uniqueness of the user. 
User enters his basic details and username password 
on the system to register himself/herself. 
2. Rank Correlation based detection (RCD): In this 
module we take the different data flows coming at the 
router and find the correlation information between 
these flows. Rank Correlation Detection and 
Spearman's Rank Correlation and Rank Correlation 
Detection algorithms are together used for detecting 
the malicious flows depending on the rank correlation 
data. 
3. Detection Mechanisms: In this module we detect 
and report the malicious attacks and also the user 
account information which was entered by the user 
during the account creation process. The user account 
is immediately gets blocked and cannot send any type 
of data over the network again. 
4. Computational complexity And Time Cost 
Analysis: The O(n) time complexity is used by the 
RCD for detection of the malicious flows because we 
are inspecting each packet coming at the router. This 
technique finds and extracts the mathematical 

relations between the two flows and it offers more 
accurate characterization for network traffic behavior. 
 
IV. ALGORITHMS 
 
A. Spearman’s Rank Correlation 
The pearson's correlation coefficient is used for 
finding out the linear relationship between the 
different flows. There may be some mismatches 
between the results and actual calculations because of 
background traffic and network delay. Through 
experimental comparisons, Spearman's rank 
correlation coefficient is more efficient for converting 
the raw value in the raw value and the pearson's 
correlation is applied. 
The correlation coefficient is calculated from the 
ranked values X and Y, and the standard deviations 
are calculated i. e., σX and σY. The coefficient rX,Y 
is their covariance normalized by the standard 
deviation: 
 
rX,Y = cov(X, Y ) / σXσY = E((X − µX)(Y − µY )) / 
σXσY 
 
Where E is the expected value, and cov is the 
covariance which could also be represented using E, 
then it has: 
 
rX,Y = E(XY ) − E(X)E(Y) / sqrt (E(X2) − 
E2(X)E(Y2) −E2(Y)) 
 
The value range of rX,Y is [-1,1], closer to 1 
represents stronger positive linear relationship while 
closer to -1 represents stronger negative linear 
relationship, whereas 0 means no linear relationship. 
B. Rank Correlation Detection 
In RCD, once an alarm appears, routers in the path 
will sample flows for sufficient time. Ideally, for two 
pure attacking flows fa and fb, correlation coefficient 
ra,b will be close to 1. So in a DR-DoS scenario, we 
could use two thresholds δ1 and δ2 to judge whether 
both are malicious flows or not. Ra,b = 1 means that 
both are reflection flows. 
  0, for δ1 ≤ ra,b ≤ δ2 
Ra,b = 

1, for ra,b < δ1 or ra,b > δ2 
 
CONCLUSION 
 
We detect the DR-DoS attack independent of specific 
protocols, and proposed the Rank Correlation based 
Detection (RCD) algorithm. Once massive packets or 
suspicious flow are found, then Rank Correlation 
techniques are used to differentiate between the 
massive packets and normal packets, also if suspicious 
flows found, RCD starts to calculate the rank 
correlation between flow pairs and give final alert 
according to preset thresholds. If confirmed that flow 
are not authenticated, then discard these flows from 
the routers.  
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